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Abstract 
Cloud computing is an emerging technology that is changing the way that public sector 
organisations consume Information and Communication Technology (ICT) in different 
countries. The adoption rate of cloud computing services is still very low to none in many 
countries. Saudi Arabia, for instance, despite their huge investments in the Digital 
Transformation, as part of the recent Vision 2030, the loss of governance and control of 
data is one of their major barriers facing the adoption of cloud computing services. Cloud 
Data Governance, is not only a Saudi concern, it is actually a worldwide challenge, which 
is under researched and mostly not practiced. This research attempted, for the first time to 
unlock this challenge in Saudi Arabia, more specifically, for the Public Sector, by 
advancing research in this field and proposing means by which Cloud Data Governance 
programmes can be implemented. In this research, existing data governance frameworks 
were analysed – these frameworks were limited as they lacked consideration of the cloud 
computing perspective. Hence, the purpose of this research is to develop a generalised 
Strategy Framework that can be utilised to design, deploy and sustain an effective cloud 
data governance programme; it also aims to provide knowledge for organisations that wish 
to apply a cloud data governance programme, to empower them to control their data in 
cloud environments. Understanding data governance taxonomy and its key dimensions for 
non-cloud and cloud computing was an important step in developing the proposed 
Framework. To support the development of the proposed Framework, the Analytic Theory 
and concept of Critical Success Factors (CSFs) were adopted. The Framework includes a 
number of complex operations, therefore, to ensure an effective Cloud Data Governance 
programme, organisations need to have means by which they can assess their current state 
and define their requirements. To facilitate this, a Maturity Model was proposed together 
with an Assessment Matrix. The proposed Framework and Maturity Model alongside the 
Assessment Matrix, were then validated and evaluated for the Public Sector in Saudi 
Arabia, as a Case Study. Mixed research methods, Qualitative and Quantitative, were 
adopted for this purpose, where the State of the Art of cloud adoption, data governance and 
cloud data governance, in the Saudi Public Sector were all analysed. Moreover, a number 
of Barriers and Critical Success Factors were identified for the case study. For validation 
 ii 
purposes, the Focus Group approach was adopted, with appropriate representations from 
the Saudi Public Sector. The Structural Equation Modelling was adopted for the evaluation 
of the proposed Framework, using quantitative results from the questionnaire. The 
Evaluation of the Assessment Matrix was done by developing a Tool, which allows 
organisations to identify their levels of maturity for cloud data governance programmes, 
and define requirements for target levels  
 
Keywords: Data governance, Cloud computing, Cloud data governance, Cloud data 
governance framework, Cloud Data Governance Maturity Model, Structural Equation 
Modelling 
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Chapter 1. Introduction to This Study  
 
1.1. Introduction  
Data governance is an emerging research area and it has attracted significant attention in the 
information systems (IS) field (De Hert & Papakonstantinou, 2013). However, the interest 
shown in data governance by industry researchers has not been matched by that of academia; 
in addition, the research on data governance in general and on its implementation in the cloud 
in particular is still in its early stages and more research efforts are required (Wende, 2007; 
Begg & Caira, 2012). Data governance is a big challenge for chief information officers 
(CIOs), and businesses are becoming increasingly interested in this domain, due to the 
benefits it brings regarding the governance of the use of data inside and outside an 
organisation (Fu et al., 2011). Data governance started to attract more attention only in the 
early 2000s; the US federal government established rules to improve the accuracy and 
reliability of corporate information, because of the collapse of companies like Adelphia, 
Enron and others (Hilton, 2006). Therefore, good data governance practices are clearly 
essential for organisations to ensure that all this data is well understood, trusted, accessible, 
accurate and secure. Data governance and data business planning are important strategies that 
state-of-the-art government agencies can use to maximise the effectiveness of data-driven 
decision making for key organisational objectives.  
This chapter aims to highlight the purpose of this study. The chapter starts with the definition 
of data governance. Understanding data governance and cloud computing technology also 
introduced in this chapter. The overview and background of Kingdom of Saudi Arabia (KSA) 
is presented, followed by the research problem statement and motivation. In addition, the 
research aim and objectives of this study are presented in this chapter. The research question 
and methodologies also discusses in the current chapter. Research contributions to knowledge 
and ethical considerations of the research are highlighted in this chapter. Finally, this chapter 
conclude by providing the structure of the thesis. 
1.2. Definition of Data Governance  
In the literature there is no commonly accepted definition of data governance among 
researchers, and corresponding research is still in the early stages. There are numerous 
definitions of data governance in the literature, each of which tends to reflect the particular 
researcher’s specialisations and interests. Therefore, there is no one official definition of this 
Chapter One                                                                           Introduction to This Study  
2 
 
term. In order to determine what data governance is, this study referred to some different 
definitions offered in the literature. These definitions are highlighted in Table 1.1. 
Table 1.1 Popular data governance definitions 
Definition Reference 
“Data governance specifies the framework for decision rights and 
accountabilities to encourage desirable behaviour in the use of data. To 
promote desirable behaviour, data governance develops and implements 
corporate-wide data policies, guidelines and standards that are 
consistent with the organisation’s mission, strategy, values, norms and 
culture”.  
Weber et al. 
(2009) 
“Data governance is the formal execution and enforcement of authority 
over the management of data and data-related assets”. 
Seiner (2014) 
“Data governance refers to the overall management of the availability, 
usability, integrity and security of the data employed in an enterprise. A 
sound data governance program includes a governing body or council, 
a defined set of procedures and a plan to execute those procedures”. 
whatis.com 
“Data governance is a system of decision rights and accountabilities for 
information-related processes, executed according to agreed-upon 
models which describe who can take what actions with what 
information, and when, under what circumstances, using what 
methods”.  
The Data 
Governance 
Institute (2015) 
“Total of data-related processes and decisions that encourage desirable 
behaviour for an organisation in the use and production of data”. 
Choi and 
Kröschel (2013) 
 
However, these definitions emphasise the significance of the terms through which data 
governance activities can be executed on data-related assets that support the organisation's 
strategy. Most authors agree that the term ‘data governance’ refers to the entirety of decision 
rights and responsibilities concerning the management of data assets in organisations. These 
definitions do not give equal prominence to data governance within the context of cloud 
computing. Therefore, the definition of data governance which was reported by (Weber et al., 
2009) in the table above will be using in this study by integrating this definition within the 
cloud computing context to achieve the aim of this study. Thus, this requires an in-depth 
understanding of data governance and cloud computing. 
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1.3. Understanding Data Governance  
Governance in general refers to “the way the organisation goes about ensuring that strategies 
are set, monitored, and achieved”(Rau, 2004, p.35). This concept has been enhanced to give 
rise to many terms, such as corporate governance, information governance, Information 
Technology (IT) governance and data governance. Thus, it is important to discuss the relation 
between data governance and other domains of governance. Data governance is high-level 
planning and control over data management (Alhassan et al., 2016). The roots of data 
governance research can be traced back to the early 1980s; it has now become a hot topic for 
industry and academic research (De Hert & Papakonstantinou, 2013). The first efforts to 
create a framework for data governance were published in 2007. Both academic and practical 
sources assume that one size does not fit all; thus, each organisation should develop a specific 
programme for its data governance (Weber et al., 2009). It is important to confirm that data 
governance and IT governance have to follow corporate governance principles (Wende, 
2007). Business value can be lost due to poor data quality in organisations, which leads 
organisations to engage in data governance in order to achieve higher data quality (Weber et 
al., 2009).  
Furthermore, good data governance practices are clearly essential for organisations to ensure 
that all this data is well understood, trusted, accessible, accurate and secure. A good data 
governance framework also can help people within that organisation to create a clear mission, 
achieve clarity, increase confidence in using the organisational data, establish 
accountabilities, maintain scope and focus, and define measurable successes (Panian, 2010; 
Fu et al., 2011). Experts in this field have shown that if organisations do not implement data 
governance, the chaos is not obvious, but the indicators are easy to see: dirty data, redundant 
data, inconsistent data, inability to integrate, poor performance, terrible availability, little 
accountability, users who are increasingly dissatisfied with IT performance, and a general 
feeling that things are out of control (Niemi, 2011; Seiner, 2014).  
Seiner (2014) argues that an organisation must design a data governance model of role 
responsibilities in order to identify people who have a level of accountability for defining, 
producing and using data in the organisation. Redman (2013) argues that organisations 
should move responsibility for data out of the IT department. Therefore, data governance 
requires the participation and commitment of IT staff and business management, and senior-
level executive sponsorship in the organisation. Furthermore, the organisation needs a 
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strategy framework that can be easily implemented in accordance with the needs and sources 
of the information (Fu et al., 2011; Prasetyo & Surendro, 2015). 
The recent trend in data governance concentrates on the data assets and value in cloud 
computing services. This trend will contribute to changing an organisation’s current data 
governance strategy, such as the organisation’s structure and regulations, people, technology, 
process, roles and responsibilities. Accordingly, this study undertakes a detailed study of data 
governance and the role it plays in organisations today when they move their data to the 
cloud computing environment, and how cloud technology affects data governance. 
1.3.1. Data Governance and Other Governance Domains   
With the emergence of new governance domains – to name but the most relevant ones: 
Corporate Governance (CG), Information Technology Governance (ITG), Information 
Governance (IG), Internet Governance and, more recently, Cloud Computing Governance 
(CCG) – it is easy to confuse them. This has been observed by the researcher in examples in 
the literature where authors have interchanged these governance domains as if they were the 
same thing. It is important therefore to differentiate between these domains and, more 
importantly, to define how they are linked to each other, particularly with respect to data 
governance. Figure 1.1. is a simplified view of the interrelations between these domains. 
 
Figure 1.1 The interrelations between governance domains 
• Corporate Governance 
Corporate governance has become important because good governance ensures that the 
business environment is fair and transparent, and that companies can be held accountable for 
their actions(Dahlberg & Nokkala, 2015). In contrast, weak corporate governance leads to 
waste, mismanagement and corruption. Corporate governance can be defined as  “a set of 
Corporate Governance 
Information Governance 
Internet Governance 
IT Governance Data Governance 
Cloud 
Governance 
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relationships between a company’s management, its board, its shareholders, and other 
stakeholders, corporate governance also provides the structure through which the objectives 
of the company are set, and the means of attaining the objectives and monitoring 
performance are determined”(Abu-Tapanjeh, 2009, p.558). 
• Internet Governance 
Internet governance can be defined as “the development and application by Governments, the 
private sector and civil society, in their respective roles, of shared principles, norms, rules, 
decision-making procedures, and programmes that shape the evolution and use of the 
Internet”(Bauer, 2005, p.5). In addition, the term ‘internet governance’ was initially used in 
the technical community to designate the technical management of the Domain Name System 
and the corresponding root servers, for example of the network infrastructure itself 
(DeNardis, 2010). However, internet/web governance is not merely about the Domain Name 
System; that is just one part of internet/web governance. Furthermore, internet contain can be 
classified into two parts: network infrastructure and data. Thus, in terms of an organisation 
domain, the internet governance should be merged with other governance domains such as IT 
governance, data governance and cloud governance.  
• Information Technology Governance (IT Governance) 
In recent years, IT has become the backbone of every business (Preittigun & Chantatub, 
2012). As a result, the concept of IT governance has become more important for 
organisations. IT governance, similar to corporate governance, is the process of establishing 
authority, responsibility and communication along with policy, standards, control 
mechanisms and measurement to enable the fulfilment of defined roles and responsibilities 
(Fernández & Llorens, 2009). Thus, corporate governance can provide a starting point in the 
definition of IT governance (Weber et al., 2009b). IT governance is defined as “procedures 
and policies established in order to assure that the IT system of an organization sustains its 
goals and strategies”(Gheorghe, 2011, p.545). It is pertinent, however, to note that there is a 
difference between IT governance and IT functions; this difference is not just about the 
centralisation or decentralisation of IT structures, but whether they are also the sole 
responsibility of the CIO (Debreceny & Gray, 2013).  
• Information Governance (IG) 
The term ‘information governance’ was introduced by (Donaldson and Walker (2004) as a 
framework to support the work of the National Health Society in the USA. Unfortunately, 
many organisations have not yet established a clear distinction between information 
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governance and IT governance (Davis, 2011). Information governance can be viewed as a 
subset of corporate governance, with the main objectives being to improve the effectiveness 
and speed of decisions and processes, to reduce the costs and risks to the business or 
organisation, and to make maximum use of the information in terms of value creation 
(Williams, 2007). Information governance can be defined as “the specification of decision 
rights and an accountability framework to encourage desirable behaviour in the valuation, 
creation, storage, use, archival and deletion of information”(Silic & Back, 2013, p.75). The 
information governance (IG) approach focuses on controlling information that is generated 
by IT and office systems or their output, but it does focus on detailed IT or data capture and 
quality processes. 
• Cloud Governance  
Cloud governance is a new term in the IT field; however, it has not been given a clear 
definition yet (Woldu, 2013). Microsoft defines cloud governance as “defining policies 
around managing the factors: availability, security, privacy, location of cloud services and 
compliance and tracking for enforcing the policies at run time when the applications are 
running”(Woldu, 2013, p.13). The core of cloud governance revolves around the 
relationships between provider and consumer, across different business models (Saidah & 
Abdelbaki, 2014). The business model should define the way in which an offer is made and 
how it is consumed. In order to function at all cloud levels (HaaS, IaaS, PaaS, and SaaS), the 
business model should be devoid of the type of resources involved.  
The literature contains different views on what drives what within these governance domains; 
this study argues that data governance should be the key driver for all other governance 
domains, sitting at the heart of it all. The most debated relationship among these governance 
domains has been between information governance and data governance, where numerous 
schools of thought, including the Data Governance Institute, have consistently used 
information and data governance interchangeably, connoting the understanding that the two 
terms mean the same thing. A very recent paper, published only in 2016 as part of the 
proceedings of the 28th Annual Conference of the Southern African Institute of Management 
Scientists, presented a systematic analysis to prove that data governance is indeed a 
prerequisite for information governance, and hence the argument was extended to state that 
data governance has to become an ingrained part of both corporate governance and IT 
governance (Olaitan et al., 2016). Figure 1.2 provides an illustration of the advocated 
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hierarchy of these governance domains, showing also the difference between management 
and governance.  
 
Figure 1.2 The hierarchy between management and governance domains 
1.4. Understanding Cloud Computing Technology  
Recently, cloud computing has become one of the most significant debated issues of IT, and 
it has motivated research on related technologies by academia and the industry. In 2007, 
cloud computing was introduced as an important new topic in the technical and academic 
fields (Vats et al., 2012). Cloud computing is also an emerging trend and is undergoing 
serious adoption in both public and private sector organisations. As organisations of all 
shapes and sizes have begun to adapt to cloud computing, this technology is evolving like 
never before. Industry experts believe that this new technology will continue to grow and 
develop even further in the coming few years (Apostu et al., 2013). There are differences 
between cloud computing and traditional computing in many respects. Khajeh-Hosseini et al. 
(2010) reiterated this view by pointing out that cloud computing is a shift from computing as 
a product to computing as a service that is delivered to consumers over the internet. Suri & 
Mittal (2012) states that the main differences between cloud computing and traditional 
computing are in the areas of what to manage, the form of the contract, accounting treatment, 
increments of functionality, development and maintenance tasks, infrastructure tasks, units of 
measure and cost structure. Cloud computing is composed of various elements from other 
computational models such as autonomic computing, grid computing and utility computing; 
it now forms one of the most innovative computational deployment architectures in the 
modern world.  
Corporate Governance 
Information Governance 
Internet Governance 
Cloud Governance 
IT Governance 
Data Governance 
Management
Governance 
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Cloud computing can be defined as a set of services in IT that are provided to a customer on 
demand over a network. Hence, for some researchers, Cloud computing promises to be an 
alternative to supercomputers, clusters and grids (Goyal & Sidhu, 2014). The definition of 
cloud computing mainly used today is the one expressed by the National Institute of 
Standards and Technology (NIST) (Jansen & Grance, 2011). The NIST defines cloud 
computing as “a model for enabling ubiquitous, convenient, on-demand network access to a 
shared pool of configurable computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned and released with minimal 
management effort or service provider interaction”(Mell & Grance, 2011, p.2). In addition, 
cloud computing architecture is composed of five essential characteristics, four deployment 
models, three service delivery models and five cloud actors (Mell & Grance, 2011). NIST 
was categorised the essential characteristics of cloud computing as: on-demand self-service, 
broad network access, resource pooling, rapid elasticity, and measured service. Cloud 
computing deployment models are classified into four types: public, private, hybrid and 
community. Additionally, the fundamental cloud service delivery models include: 
Infrastructure as a Service (IaaS), Platform as a service (PaaS), and Software as a Service 
(SaaS). According to the NIST cloud computing reference architecture defines five major 
actors: cloud consumer, cloud provider, cloud auditor, cloud carrier and cloud broker, (for 
more details see Appendix A). Figure 1.3 shows the cloud computing architecture.  
 
Figure 1.3 Cloud computing architecture. Sources (Jansen & Grance, 2011) 
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1.5. The Kingdom of Saudi Arabia (KSA) 
The Kingdom of Saudi Arabia (KSA) is the official name of the country; internationally, it is 
widely called Saudi Arabia. Arabic is the official language in the KSA; however, English is 
widely spoken in the business community. The country is located in the Southern-Eastern 
part of the Asian continent, with a land area of approximately 2,150,000 km2 or around 
830,000 square miles. According to the General Authority for Statistics in the KSA, the total 
population was 32,612,641 million in 2016, divided into 57% male and 43% female, and 
more than half of the population is under the age of 30 (General Authority for Statistics, 
2017). Therefore, this high youth rate might allow the KSA to adopt technological solutions 
more easily because young people might more readily accept technology. Figure 1.4 shows 
the population of the KSA.  
 
Figure 1.4 The Kingdom of Saudi Arabia’s population. Source: (General Authority for Statistics, 
2017) 
The vital importance of the Kingdom of Saudi Arabia location is as a bridge between the 
Asia and Western world (Al-shehry, 2009). With Africa on one side and Iran and South Asia 
on the other, it is in the middle of the strategically important Indian Ocean area, as can be 
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seen on the map in Figure 1.5. Regarding the economy, the KSA’s economy is oil-based, and 
it has the largest reserves of petroleum in the world (Al-shehry, 2009).  
The petroleum sector accounts for roughly 75% of budget revenues, 45% of GDP, and 90% 
of export earnings. Around 40% of GDP comes from the private sector (General Authority 
for Statistics, 2017). However, there are many other resources that enhance the Saudi 
economy, such as natural gas, iron ore, gold and copper. In 2016, the Saudi government 
established Saudi Vision 2030, which aims to encourage private sector growth in order to 
reduce the Kingdom's dependence on oil (Saudi Vision 2030, 2017). As a contribution to 
achieving the goals of the Saudi Vision 2030, the digital transformation of industry in Saudi 
Arabia is a big opportunity to improve and grow businesses.  
 
Figure 1.5 The map of the Kingdom of Saudi Arabia.  
Information and Communication Technology (ICT) is now playing an essential role in the 
economies of many nations, and the government of the KSA has given it top priority (Kurdi, 
2013; Salem Basamh et al., 2014). Governments around the world are adopting web-based 
technologies and the internet in their daily tasks for cost reductions and better resource 
utilisation purposes. Thus, the concept of electronic government (e-government) has emerged 
over recent years (Almarabeh et al., 2016). E-government utilises ICT to deliver government 
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services. The government of the KSA attaches high significance to the e-government concept 
and the transformation process that leads to its realisation, as it is a way of reducing costs, 
improving services, saving time and increasing effectiveness and efficiency across the public 
sector (Kurdi, 2013; Salem Basamh et al., 2014). As a result, the government of the KSA has 
already started the process of implementing an e-government strategy. ‘YESSER’ has been 
the umbrella organisation and the overall controller of all procedures, activities and all other 
issues and acts related to e-government implementation in the Kingdom (Salem Basamh et 
al., 2014). In spite of this, IT in the KSA is still a relatively young technology if compared to 
some developed countries like the UK, the USA, Canada and Japan. 
The Saudi Arabian government has realised the importance of using ICT to provide high-
quality services in its organisations (Alharbi et al., 2016). ICT investments have been 
increasing in the recent past, based on the government’s strategic aims. Among Saudi 
organisations, key strategic aims for ICT investments involve improving operational 
efficiency, improving the alignment of ICT with business needs, skills development, and 
enhancing innovation and customer relationships (CITC, 2015). Cloud computing is 
considered to be one of the most significant technology initiatives being prioritised as an 
investment target by organisations in Saudi Arabia (CITC, 2015). In 2010, the government 
and telecommunications companies initiated efforts to adopt cloud computing in Saudi 
Arabia (Alkhater et al., 2014; Alsanea, 2015). Nevertheless, government organisations have 
still not widely adopted cloud computing in their work (Tashkandi & Al-Jabri, 2015; 
Alsanea, 2015). Thus, inevitably, Saudi Arabia’s government organisations need to outsource 
their IT functions while they focus on their core business areas.  
Furthermore, a few studies have made several attempts to help decision makers in Saudi 
organisations address their concerns about cloud computing adoption. The majority of these 
studies focus on factors influencing the adoption of cloud computing in Saudi Arabia 
(Alhammadi, 2013; Alsanea, 2015). A few other studies have also focused on the adoption of 
cloud computing in specific government organisations such as healthcare and the higher 
education sector (Alkhater et al., 2014; Tashkandi & Al-Jabri, 2015; Alsanea, 2015; Alharbi 
et al., 2016). These studies divided the issues influencing the adoption of cloud computing in 
Saudi government organisations into three key dimensions, namely: organisational, 
environmental and technology factors. The organisational factor includes enterprise size, top 
management support, organisation readiness and enterprise status. The environmental factor 
Chapter One                                                                                       Introduction to This Study  
 
12 
includes competitive pressure, external support, government support, regulatory policies and 
compliance with regulations. Finally, the technology factor includes technology readiness, 
security, privacy, availability, reliability, vendor lock-in, trust and technical barriers. 
Moreover, one of the main reasons why cloud services are not adopted in government 
organisations in Saudi Arabia is that there are no rules or regulations governing the 
organisation’s sensitive data when it moves to a cloud services provider (Alkhater et al., 
2014). 
According to an ICT investment report published by the Communications and Information 
Technology Commission in Saudi Arabia in 2015, private cloud services are the most 
important area of ICT investment, at approximately 47%, and public cloud services account 
for around 24%. This report also forecasts strong growth for cloud services within the KSA, 
equating to a Compound Annual Growth Rate (CAGR) of 57.7% over the period extending to 
2017. Also, a recent survey conducted by EMC Corporation showed that nearly 32% of Saudi 
Arabia organisations are using hybrid cloud deployment (MCIT, 2014). It forecast that, by 
2016, the government of Saudi Arabia would have invested approximately $83 billion into 
cloud computing services, which will help government organisations to increase their 
adoption of cloud computing technology (MCIT, 2014). In 2014, there was a high order from 
the Saudi government regarding the formation of a higher committee to build regulations and 
governance requirements for the cloud, to increase its use in government organisations 
(MCIT, 2014).  
1.5.1. Saudi Arabia’s Vision 2030 
The KSA has a leading position in the world through its geographic, cultural, socio, 
demographic and economic advantages. The government launched Saudi Vision 2030 to 
build the best future for Saudi Arabia (Saudi Vision 2030, 2017). The digital transformation 
of industry in Saudi Arabia is a big opportunity to improve and grow business, which would 
help to achieve the goals of Saudi Vision 2030.  
With regard to digital transformation, IT professionals are witnessing its impact from a 
unique perspective. The proliferation of technology means there is more complexity to 
manage, and the elevated role of technology in businesses means that the impact and outcome 
of the services IT provides have never been more visible or more valued. Emerging 
technologies such as mobile apps, cloud computing and smart infrastructure will be 
Chapter One                                                                                       Introduction to This Study  
 
13 
considered in this vision. Therefore, the transfer of sensitive data between these technologies 
requires a governance strategy to reduce the digital transformation challenge.  
However, the Council of Economic and Development Affairs has developed a comprehensive 
governance model aimed at institutionalising and enhancing its work, facilitating the 
coordination of efforts among relevant stakeholders and effectively following up progress for 
achieving Saudi Arabia’s Vision 2030 (Saudi Vision 2030, 2017). Figure 1.6 illustrates the 
governance model for achieving Saudi Arabia’s Vision 2030. This model will encourage 
public sector organisations in Saudi Arabia to develop a governance model in order to 
implement their digital transformation programmes, and to govern their digital data.   
 
Figure 1.6 The governance model for achieving Saudi Arabia’s Vision 2030. Source: (Saudi Vision 
2030, 2017) 
In Saudi Arabia’s Vision 2030, public sector organisations will adopt cloud computing in 
their businesses; thus, this requires them to expend more efforts to build a strong strategy to 
get control of their data when it moves to the cloud environment. As data governance is one 
of the main impediments to the wider adoption of cloud computing in most organisations, 
public sector organisations in Saudi Arabia should consider the concept of a governance 
model when deciding how to govern their data in the cloud computing environment, as this 
will contribute to the achievement of Saudi Vision 2030.  
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1.6. Research Problem Statement and Motivation 
In today’s world it is impossible not to acknowledge the impact of technology on 
development and organisational growth. The use of technology is practically indispensable; it 
is present in every sector and industry, in small, medium or large enterprises. As IT has 
become a backbone of every organisation, IT governance has become an integral part of any 
business strategy, falling under the category of corporate governance(Héroux & Fortin, 
2016). Historically, data emerged out of disparate legacy transactional systems, being seen as 
a by-product of running the business, with little value beyond the transaction and the 
application that processed it. As such, data was not treated as a valuable shared asset. This 
was the trend until the early 1990s, when the value of data, beyond that of recording 
transactions, started to be recognised. Business decisions and processes increasingly became 
driven by data and data analysis (Kamioka et al., 2017). Further investment in data 
management approaches aimed to tackle the increasing volume, velocity and variety of data 
that came to the fore. Among such approaches were complex data repositories, data 
warehouses, ERP and CRMs. Data links became very complex and were shared amongst 
multiple systems; the need for providing a single point of reference in order to simplify daily 
functions became crucial, which gave birth to Master Data Management. 
 
Data complexity and volume continue to explode, as businesses have grown more 
sophisticated in their use of data. This growth drives new demands, which entail different 
ways of combining, manipulating, storing and presenting information. In response, forward- 
thinking companies recognise that data management solutions on their own are becoming 
very expensive and unable to cope with business reality; thus they need to solve data 
problems in a different way, through the implementation of an effective data governance 
(Imhanwa et al., 2013). Data governance needs to take a policy-centric approach to data 
models, data quality standards, data security and lifecycle management, and the processes for 
defining, implementing and enforcing these policies(Benfeldt, 2017). On the same note, the 
notion of data governance underwent an important transformation towards a new direction. 
Previous attempts at governing data failed as they were driven by IT, and affected by rigid 
processes and fragmented activities carried out on a system-by-system basis. Until very 
recently, governance has been largely informal, in siloes around specific enterprise 
repositories, lacking structure and the wider support of the organisation. 
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Cloud computing is one of the most popular recent technological trends. Despite the 
numerous benefits of cloud computing, it is still not widely adopted by public sectors in 
many countries, due to a number of issues and challenges(Owuonda et al., 2016). Central to 
these concerns is the loss of control over data, the security and privacy of data, data quality 
and assurance, and data stewardship, which are all attributes of data governance. Therefore, 
in the literature, the cloud computing model was discussed as a highly disruptive technology, 
requiring extremely rigorous data governance strategies and programmes that may be 
complex, but necessary. However, very few studies have reported on data governance for 
cloud services, despite its significance. Furthermore, digital transformation in Saudi Arabia is 
one of the core elements of achieving the goals of Saudi Vision 2030. In this thesis, the 
author argues that data governance plays a vital role in the success of this vision. This role is 
further emphasised when considering the country’s appetite for emerging technologies such 
as cloud computing solutions. Cloud computing is expected to be one of the main 
foundational enablers in future digital transformation projects; in Saudi Arabia it will offer 
the scale and speed that is needed for businesses and public organisations to achieve the 
vision’s goals. However, the literature review gathered evidence that the fear of the loss of 
data governance is one of the main obstacles to the adoption of the cloud model. 
 
As discussed above, a central point of concern is the lack of understanding about data 
governance in most organisations in different countries. This is particularly crucial 
considering that data governance is a major concern for organisations when they move their 
data to the cloud. This concern is borne from the fact that a loss of data governance would 
mean that cloud consumers would lose control of their sensitive data in the cloud 
environment (Ko et al., 2011). The partnership between cloud consumers and providers in 
terms of designing, building, deploying and operating cloud computing technology presents 
new issues in providing adequate security and privacy, and protecting data in different 
delivery models(The Data Governance Institute, 2015). A collaborative process between 
cloud consumers and providers, meaning that they share the responsibilities of implementing 
the necessary controls, therefore becomes crucial. In this way, cloud consumers have a sense 
of security and reliability as they understand exactly how the process of data control 
functions and runs in the cloud computing environment. An effective data governance 
process will achieve this by clarifying responsibilities to cloud consumers when they move 
their data into cloud environments. Figure 1.7 presents the research problem statement. 
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Figure 1.7 Research Problem Statement. 
 
As one size does not fit all, currently there is no single approach to implementing data 
governance programmes in all organisations (Weber et al., 2009; Begg & Caira, 2012). 
Therefore, each organisation should develop its data governance programme based on its own 
requirements to achieve its strategy. The motivation for this research is the need to determine 
the important requirements for the development of an effective cloud data governance 
programme, which will help organisations to maintain control of their data in cloud 
computing environments. Therefore, the following five factors emphasise the motivation of 
this study: 
❖ The majority of the current research focuses on data governance aspects for 
traditional IT (non-cloud) environments, and there is a lack of research on data 
governance for cloud computing services. 
❖ Consideration of special features in data governance that arise as a result of the 
differences between cloud computing and traditional IT (non-cloud). 
❖ Almost no research on data governance for traditional IT and cloud computing 
services in Saudi Arabia. 
❖ The lack of empirical studies that investigate data governance in general, and more 
specifically cloud computing.  
❖ The lack of knowledge in public sector organisations in Saudi Arabia about how to 
design data governance programmes in general, and for the cloud computing 
environment.   
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1.7. Aim and Objectives of the Study  
The aim of this study is to develop a strategy framework to design, deploy and sustain an 
effective cloud data governance programme. The objectives are: 
1. To conduct a systematic literature review (SLR) to understand the state of the art of 
data governance, including: 
➢ Data governance for non-cloud environments.  
➢ Data governance for cloud computing environments.  
➢ Existing strategies and frameworks for implementing data governance.  
➢ The development of a Cloud data governance Taxonomy. 
➢ Defining the key dimensions of cloud data governance.  
2. To propose and develop a Strategy Framework to understand how to design, deploy 
and sustain an effective cloud data governance programmes in organisations. 
3. To propose and develop a cloud data governance Maturity Model. 
4. To propose and develop an assessment matrix to assess cloud data governance.  
5. To conduct a Case Study for the Saudi Arabia Public Sector, including: 
▪ To investigate the current state of cloud data governance in the Saudi Public 
Sector 
▪ To investigate the Barriers to implementing cloud data governance in the Saudi 
public sector   
▪ To investigate the Critical Success Factors (CSFs) for implementing cloud data 
governance in the Saudi Public Sector.  
▪ To validate and evaluate the research findings for the Case Study, including:  
▪ To validate and evaluate the proposed Strategy Framework for cloud data 
governance for the Saudi Public Sector.  
▪ To evaluate the cloud data governance maturity model for the Saudi Public 
Sector. 
▪ To evaluate the cloud data governance assessment matrix for the Saudi Public 
Sector. 
1.8. Research Questions  
Based on the research aims and objectives in this study, the following question is addressed: 
RQ 1: How to Design, Deploy, and Sustain Cloud Data Governance Programme in the Saudi 
Public Sector?   
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1.9. Research Methodology 
The research methodology of this research is based on the concept of the research onion 
developed by Saunders et al. (2009), which defines the research philosophy, research 
approach, research strategy, techniques and procedures. These are illustrated in Figure 1.8 
below and described in the sub-sections that follow.     
 
 
Figure 1.8 The research onion. Source: Saunders et al. (2009) 
1.9.1. Research Philosophy  
A research philosophy is a belief that affects how the researcher gathers, analyses and uses 
data about a specific phenomenon (Davidson, 2004). Four types of research philosophies 
have been recognised: positivism, realism, interpretivism and pragmatism (Saunders et al., 
2009). These philosophies have different views on directing all of the phases of research – 
from the theoretical basis to the collection and analysis of data. In the positivism philosophy, 
“positivists believe that reality is stable and can be observed and described from an objective 
viewpoint, i.e. without interfering with the phenomena being studied”(Gicheru, 2013, p.131). 
In the interpretivism philosophy, interpretivists contend that only through the subjective 
interpretation of and intervention in reality can that reality be fully understood. The study of 
phenomena in their natural environment is key to the interpretivist philosophy, together with 
the acknowledgement that scientists cannot avoid affecting the phenomena they study. They 
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admit that there may be many interpretations of reality, but maintain that these interpretations 
are in themselves a part of the scientific knowledge they are pursuing. Interpretivism has a 
tradition that is no less glorious than that of positivism, nor is it shorter. 
Regarding the realism philosophy, it was defined by Phillips in 1987 as “the view that entities 
exist independently of being perceived, or independently of our theories about them.” 
Schwandt adds that “scientific realism is the view that theories refer to real features of the 
world. ‘Reality’ here refers to whatever it is in the universe (i.e., forces, structures, and so 
on) that causes the phenomena we perceive with our senses” (Maxwell, 2012, p.3). With 
regard to the fourth philosophy, which is the pragmatism philosophy, it involves an interest in 
actions (Goldkuhl, 2004). Goldkuhl (2004,p.3) has argued that "the primary concern, 
following a pragmatist position, in the empirical world is actions; this does not mean that a 
pragmatist is only concerned with actions and disregards other issues". Additionally, this 
philosophy provides the researcher with the freedom to use any of the methods, techniques 
and procedures to conduct the research (Kolberg & Magill, 2002). The research procedure of 
this study was designed in order to capture a pre-existing phenomenon, which is data 
governance in the cloud computing environment, and to investigate the CSFs and barriers 
affecting its implementation by observations in the real world, using different methods and 
techniques. Thus, the pragmatic philosophy is adopted and it is suitable for this research 
because it provides holistic views of the research problem under discussion.  
1.9.2. Research Approach 
Research approaches can be classified into two types – inductive and deductive (Burney, 
2008). The inductive approach is a bottom-up approach, which means that the researcher 
therefore infers the implications of his or her findings, and a theory is the outcome of this 
approach (Burney, 2008). On the other hand, the deductive approach is the opposite of the 
inductive approach in that it is a top-down approach, which means that the researcher has a 
clear theoretical position before starting the data collection process (Saunders et al., 2006). 
The theoretical position will be based on an existing body of theory. Then the researcher will 
examine the application of this theory to specific instances (Burney, 2008). Therefore, the 
deductive approach is used in this study because it is the most suitable for this study and it 
gives the researcher the opportunity to identify more explanations for the phenomenon under 
investigation (Burney, 2008). Furthermore, this study will start with an analytic theory. In the 
literature chapter, the state of the art of data governance for non-cloud and cloud computing 
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environments and a set of critical success factors (CSFs) will be reviewed based upon 
existing published work. In this step a set of CSFs will be produced as a hypothesis. 
Subsequently, this thesis describes the way in which will data will be collected through a 
questionnaire, and then the results of the data collection will be analysed. Finally, each of the 
CSFs will be evaluated and will be either confirmed or rejected. 
1.9.3. Research Strategy and Data Collection Method  
The research strategy can be divided into two methods: qualitative and quantitative (Saunders 
et al., 2006). The qualitative method emphasises words rather than quantification in the 
collection and analysis of data, and it aims to gain an in-depth explanation or understanding 
of a given topic or phenomenon (Mack et al., 2011). On the other hand, the quantitative 
method entails the collection of numeric data, hence the results will often be presented in 
numbers; the data is usually collected by using a questionnaire (Burney, 2008). Therefore, 
this research adopts the triangulation method, which is used to combine the advantages of 
both the qualitative and the quantitative research approaches (Yeasmin & Rahman, 2012). 
This research will include the use of primary research tools such as a questionnaire and focus 
group. In addition, secondary research sources will be used in this research, such as articles, 
journals, books and industry reports, etc.  
 
An online survey (questionnaire) was used in this study to investigate the state of cloud data 
governance in public sector organisations in Saudi Arabia. The online survey was chosen for 
this study because it yields faster responses, with a centralised database of responses that are 
easier to analyse (Saunders et al., 2006). Additionally, the case study will allow the 
researcher to retain the holistic characteristics of real-life events while investigating empirical 
events (Fletcher et al., 2007). Therefore, this research uses a case study in Saudi Arabia to 
validate and evaluate the proposed framework, maturity model and assessment matrix for the 
cloud data governance through a focus group.  
 
1.9.4. Research Design and Investigation Procedure  
In order to address the different objectives to be achieved in this research, the findings of this 
research will be identified by a two-sequential phase approach. The steps to achieve these 
phases are listed as follows: 
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▪ Phase One: To conduct secondary research, which covered the following steps, also 
summarised in Figure 1.9: 
 
1. The research started with a systematic, extensive literature review to understand the 
state of the art of data governance in both non-cloud and cloud computing 
environments. Existing strategies and frameworks for implementing data governance 
are considered in this review. The CSFs and barriers that affect the implementation of 
cloud data governance are also considered in this review. In addition, the results of a 
systematic review are evaluated and analysed to develop the data governance 
taxonomy and to identify the key dimensions of data governance for both non-cloud 
and cloud computing. Therefore, the research gap will be considered in this step. This 
step is presented in Chapter Two. 
2. The proposed Strategy Framework: this framework is based on the outcome of the 
systematic literature review and analytic theory process, which includes the CSFs, 
existing frameworks and cloud data governance key dimensions. The proposed 
framework is formulated as a strategy to understand how to design, deploy and 
sustain an affective cloud data governance programme. This step is presented in 
Chapter Three.   
3. Developing the cloud data governance Maturity Model: this model aims to help 
organisations understand the current level of their cloud data governance. More 
importantly, the maturity model can identify a path for the growth of cloud data 
governance in the future. This phase is based on the results of the literature review, 
existing maturity models and the cloud data governance framework developed in 
Chapter Three. This step is presented in Chapter Four.   
4. Developing an assessment matrix to assess the cloud data governance’s level of 
maturity, in organisations. This assessment matrix aims to build a roadmap to assess 
organisations and to enable them to obtain an effective cloud data governance. This 
step will be based on the proposed framework, the cloud data governance maturity 
model and the existing assessment matrices in the literature. This step is presented in 
Chapter Four.   
5. To develop means for practical evaluation 
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Figure 1.9 The steps to achieve phase one for addressing the research objectives 
 
▪ Phase Two: To validate and evaluate the research findings for the defined Case 
Study. This Phased covered the following steps, also   summarised in Figure 1.10: 
 
1. Empirical study of the current state of cloud data governance in the public Sector in Saudi 
Arabia. This step conducted a primary research to investigate the current state of cloud 
data governance, cloud computing, CSFs for the implementation of cloud data 
governance and the barriers to doing so from the perspectives of public sector 
organisations via a questionnaire. This step is presented in Chapter Five. 
2. Validating the proposed Strategy Framework through a case study in Saudi Arabia. The 
validation will be conducted by a focus group comprising experts from several different 
public sector organisations and the largest cloud providers in Saudi Arabia. This step is 
presented in Chapter Six. 
3. Evaluating the proposed Strategy Framework through structural equation modelling 
techniques based on the results of the questionnaire. This step is presented in Chapter Six. 
4. Validating the proposed Maturity Model through a case study in Saudi Arabia. The 
validation will be conducted by a focus group comprising experts from several different 
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public sector organisations, the largest cloud providers, and academics in Saudi Arabia. 
This step is presented in Chapter Seven. 
5. Validating the proposed Assessment Matrix through a case study in Saudi Arabia. The 
validation will be conducted by a focus group comprising experts from several different 
public sector organisations, the largest cloud providers, and academics in Saudi Arabia. 
This step is presented in Chapter Seven. 
6. Conducting practical evaluation of the cloud data governance assessment matrix for 
selected organisations as case scenario of Saudi public sectors.   
 
 
Figure 1.10 The steps to achieve phase two for addressing the research objectives 
1.10. Research Contributions to Knowledge   
The contributions to knowledge in this research project include the following:  
1. Identifying the research gaps and the significance of the defined scope of the research. 
The impact of the results from the study could be significant for organisations in 
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different countries. This is justified by the lack of research and development and 
practice on cloud data governance. 
2. A critical evaluation of the state of the art of data governance in non-cloud and, more 
specifically, in cloud computing, including the identification of Critical Success 
Factors and Barriers to implementing effective cloud data governance in 
organisations.  
3. Developed a Data Governance Taxonomy to understand the Key Dimensions of 
Cloud Data Governance.  
4. Developed a Strategy Framework to understand how to Design, Deploy and Sustain 
an effective cloud data governance programme. 
5. Developed a cloud data governance Maturity Model to assess the utility of the 
strategy framework.  
6. Developed a cloud data governance Assessment Matrix to support the cloud data 
governance maturity model.  
7. Developed and tested a Tool to facilitate the assessment activity in a real case 
scenario. 
8. Validated and evaluated the research outcomes (1-7 above) for the Case Study of this 
Thesis.  
1.11. Ethical Considerations 
Ethical considerations are a significant aspect of any research design (Fox et al., 2003). In 
this study, a number of steps were implemented to meet the standards of ethical research 
practice. Firstly, the proportionate review form was approved by the university’s ethics 
committee (see Appendix C). Secondly, all participants were informed about the researcher’s 
topic and that participation in the survey was voluntary and anonymous.  
Thirdly, a consent form was used in the questionnaire and in the focus group to tell 
participants that their participation was voluntary and that they could withdraw at any time 
for any reason. The contact details of the researcher and supervisor were also given in the 
cover letter so that they could be contacted if the respondents had any ethical concerns. 
Finally, the participants were informed that their data would be treated with full 
confidentiality and that, if published, it would not be identifiable as theirs.  
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1.12. Structure of the Thesis 
The thesis is organised into eight chapters (see Figure 1.11), the content of which is 
summarised as follows: 
 
Chapter One: Introduction to the Study 
This chapter presents the background of the research, the research questions, aims and 
objectives, and the research methods. The research problem statements and motivation are 
also considered in this chapter. This chapter provides an overview of data governance, cloud 
computing, and the research case study background (KSA). The major contributions to 
knowledge made by this research and its ethical consideration are also presented in this 
chapter. Finally, the chapter presents the structure of the whole thesis. 
Chapter Two: Systematic Literature Review of Data Governance  
This chapter investigates the relevant studies in the literature, and provides a systematic 
review to conduct the state of the art of the data governance for non-cloud and cloud 
environments. The chapter takes account of previously published works on data governance 
by accredited scholars and researchers in academia and industry. Critical success factors 
(CSFs) and barriers that influence the implementation of data governance for non-cloud and 
cloud computing will be considered in this chapter.  
Chapter Three: A Strategy Framework for Cloud Data Governance  
This chapter presents a framework for designing, deploying and sustaining effective data 
governance for cloud computing services. The framework is based on the results of the 
systematic literature review, and the existing frameworks and important CSFs are considered 
when developing the framework.  
Chapter Four: Cloud Data Governance Maturity Model and Assessment Matrix 
This chapter presents the maturity model for cloud data governance, which will help cloud 
consumers to understand the state of their data governance, and to identify the appropriate 
data governance target level for their organisations. An assessment matrix to assess cloud 
data governance is also presented in this chapter.   
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Chapter Five: State of Cloud Data Governance in Saudi Arabia  
This chapter presents the details of the research methodology used to design the questionnaire 
and it discusses the results of the online survey. The questionnaire aims to understand the 
state of data governance and cloud computing in Saudi Arabia’s public sector. The CSFs and 
barriers to implementation of cloud data governance will also be investigated and the results 
will be analysed in this chapter.  
Chapter Six: Validation and Evaluation of the Cloud Data Governance Framework 
This chapter discusses and highlights the validation and evaluation process and results of the 
proposed framework in order to develop a strategy to design, deploy and sustain an effective 
cloud data governance programme. The validation process aims to determine whether the 
research findings used for developing the framework are sound and to establish whether these 
findings are reliable. In addition, a focus group was held to validate the cloud data 
governance framework through a case study in Saudi Arabia. In addition, Structural Equation 
Modelling (SEM) has been used to evaluate and assess the research framework and to test the 
research hypotheses based on the questionnaire findings. 
Chapter Seven: Evaluation of the Cloud Data Governance Maturity Model and 
Assessment Matrix 
This chapter discusses and highlights the validation of the proposed cloud data governance 
maturity model and the assessment matrix. The validation process aims to determine whether 
the research findings used for developing the maturity model and assessment matrix are 
sound and to establish whether these findings are reliable. In addition, a focus group was held 
to validate the cloud data governance maturity model and assessment matrix through a case 
study in Saudi Arabia. The cloud data governance tool will be used in this study to assess and 
evaluate the current state of cloud data governance in two organisations based on the 
assessment matrix. 
Chapter Eight: Research Conclusions and Recommendation  
This chapter summarises the research outcomes and outlines future directions.   
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Figure 1.11 Thesis Structure 
1.13. Chapter Summary  
In summary, this chapter outlines the introduction and background of this study, the research 
questions, and the aims and objectives. This chapter also provides an overview of data 
governance, cloud computing, and the research case study background (KSA), the research 
methodology and the major contributions to knowledge. Ethical considerations and research 
problem statements and motivation have also been presented in this chapter. Finally, the 
chapter presents the structure of the whole thesis. The following chapter will present the 
systematic literature review. 
Chapter 1: Introduction to the Study
Chapter 2: Systematic Literature Review of Data Governance 
Chapter 4: Cloud Data Governance Maturity Model and Assessment 
Matrix
Chapter 3: A Strategy Framework for Cloud Data Governance
Chapter 5: State of Cloud Data Governance in Saudi Arabia 
Chapter 7: Evaluation of the Cloud Data Governance Maturity Model 
and Assessment Matrix
Chapter 6: Validation and Evaluation of the Cloud Data 
Governance Framework
Chapter 8: Research Conclusions and Recommendations 
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Chapter 2. Systematic Literature Review of Data Governance   
 
2.1. Introduction  
This chapter aims to review and examine the existing research on data governance with a 
particular interest in cloud computing. The systematic review takes account of previously 
published works on data governance by researchers from academia and industry practitioners. 
The main goal is to identify the state of the art of data governance in cloud and non-cloud 
environments and to pinpoint challenges and possible directions for researchers based on the 
current literature. In this study, the systematic review is carried out to identify data 
governance requirements, existing frameworks, and CSFs and barriers to implementation of 
cloud data governance from previous publications. Accordingly, this study undertakes a 
detailed study of data governance and the role it plays in organisations today. 
2.2. Review Process Description 
This section describes the process followed to carry out a literature review using a well-
studied methodology. The aim of a literature review is to compile and evaluate all the 
existing research related to the research objectives of interest, therefore achieving unbiased, 
auditable and repeatable results. The research objectives drive the literature review 
methodology, which is a critical step in this process. In this study, the research objectives 
focus on identifying existing data governance frameworks, initiatives and proposals that have 
been designed to be applied in cloud computing services and in non-cloud services. This 
study set out to achieve the objectives of the research questions listed in Table 2.1. It used 
these research questions to determine the content and structure of the literature review and to 
determine and select the primary studies, critically evaluate these studies, and analyse their 
results. This study adopted the systematic literature review structure proposed in 2004 by 
Kitchenham et al. and preferred reporting items for systematic reviews and meta-analysis, to 
allow the researcher to conduct the research in the field of data governance. The systematic 
literature review also has been used to answer the stated research questions. A systematic 
literature review can be defined as “a means of identifying, evaluating and interpreting all 
available research relevant to a particular research question, or topic area, or phenomena of 
interest”(Kitchenham & Charters, 2007, p.3). The review protocol used in this study was 
published by Kitchenham (2004) and Kitchenham and Brereton (2013). These study’s 
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inclusion eligibility criteria were fully scientific and practice-oriented sources (big companies 
interested in the data governance area) that dealt with data governance. The selected articles 
also had to be full articles that dealt with the data governance of the technical and non-
technical implementations of data governance programmes, published in English in format 
peer-reviewed journals, conference proceedings, books and theses between 2000 and 2017. 
Exclusion criteria were also adopted in this study (see Table 2.2).  
2.3. Systematic Literature Review Research Questions  
The most important activity during a systematic literature review is to formulate the research 
question(s) (Kitchenham & Charters, 2007). In this study, two research questions can be 
addressed by systematic review (see Table 2.1):  
Table 2.1 Research Questions and Motivation. 
Research Questions Motivation 
What is the state of the 
art of research on data 
governance for cloud 
computing? 
The aim is to find out which aspects of data governance in the 
cloud have been researched and which have not been researched. 
This review helps this study to identify what solutions are 
offered for data governance in cloud and non-cloud 
environments. Also, the aim is to understand the existing gaps in 
the data governance framework and process in cloud computing.  
What is the state of the 
art of research on data 
governance for non-
cloud computing? 
The aim is to find out what aspects of data governance in non-
cloud computing environments have been researched, and to 
identify the gap in this area to support the main aim of this study. 
2.4. Inclusion and Exclusion Criteria 
In a systematic literature review (SLR), the researcher needs to explicitly define the search 
boundaries, in order to ensure the quality of the review with a focused scope; these 
boundaries are referred to as the inclusion and exclusion criteria and have been defined in 
(Kitchenham & Charters, 2007). Table 2.2 defines these criteria as applied in the search 
protocol. According to Kitchenham and Charters (2007), the main purpose of study selection 
is to identify those primary studies that provide direct evidence about the research question. 
Selection criteria are based on inclusion and exclusion criteria. The term ‘data governance’ 
was used in this search, but the researcher also tried a combination of keywords in order to 
test for synonyms used in the literature and to cover all relevant publications. The following 
search strings were also used: ‘data governance organisation’, ‘governance data’, ‘data 
governance in cloud computing’, ‘data governance for cloud computing’ and ‘cloud data 
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governance’. All these search strings were combined by using the Boolean ‘OR’ operator as 
follows: ((data governance) OR (data governance organisation) OR (governance data) OR 
(data governance in cloud computing) OR (data governance for cloud computing) OR (cloud 
data governance)).  
Table 2.2 Inclusion and exclusion criteria for the systematic review 
Inclusion criteria Exclude criteria 
• Directly related to data governance in 
cloud and non-cloud environments. 
• Data governance framework design in 
the cloud and in non-cloud 
environments. 
• Data governance solutions applied in 
organisations and in the cloud. 
• Cloud data governance challenges. 
• Peer-reviewed. 
• Written in English. 
• Irrelevant to the study of data 
governance or data governance in the 
cloud. 
• Not peer-reviewed papers. 
• Duplicate publication. 
• Journals not accessible online. 
• Not written in English. 
2.5. Defining the Review Protocol 
The literature review is concept-centric as it classifies and presents the publications according 
to the data governance areas that are addressed. The research protocol is one of the most 
important methods in this research because it adds value to the research objectives and goals. 
This section aims to define the review protocol to review existing research on data 
governance in the cloud and non-cloud environments (see Figure 2.1). The review protocol 
comprises four steps: 
Step 1: Start with an exploration of the scientific and practice-oriented literature related to 
data governance. The term data governance was used in this search, but also related terms 
such as data governance organisation, govern data or data governance in cloud computing or 
cloud data governance were also employed. The search protocol was applied to many popular 
academic online libraries (see Table 2.3). Practice-oriented literature was also considered; the 
searches included paper and report publications by industry associations, software vendors 
and analysts that have been published by major companies and consultancies, IBM, 
Microsoft, Gartner, and Cloud Security Alliance. The search focused on the article title, 
abstract, keywords and dates between 2000 and 2017 for data governance for non-cloud 
computing, and from 2007 to 2017 for data governance in cloud computing. 
Step 2: All sources were analysed by dividing them into two types according to the nature of 
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their contribution: scientific and practice oriented. The scientific format includes papers in 
journals and conference proceedings, book, working reports and theses. The practice-oriented 
format includes papers and report publications by industry associations, software vendors and 
analysts (see Table 2.4). In this step, the table contains important parameters, which are 
related to the resources: nature of contribution, format type and source’s reference. 
Step 3: Use the critical literature review techniques to discuss in detail the state of the art of 
data governance studies in cloud and in non-cloud environments to support the research 
arguments. Also, in this step the researcher compared the work from different authors in the 
data governance area, to identify contradictions and inconsistencies in these works. In 
addition, this technique contributes to knowledge for this research by identifying gaps that do 
not appear to have been tackled by other authors. 
Step 4: Identify the research gap and explain how to fill this gap. 
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Figure 2.1 The main process used to conduct the systematic literature review.  
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Table 2.3 Database of sources used for searching academic literature. 
N Name of the Electronic Database 
1.  Google Scholar  
2.  ACM Digital Library  
3.  Compendex  
4.  IEEE Xplore  
5.  ISI Web of Science  
6.  Kluwer Online  
7.  ScienceDirect- Elsevier  
8.  SpringerLink 
9.  Wiley Inter Science Journal Finder  
2.6. Search Results and Study Selection 
Based on applying the search protocol with all the search strings and the study selection 
process described in Section 2.5, the primary studies are selected. Figure 2.2 shows the 
process of primary study selection for data governance; the study selection is based on 4 
stages and the number of papers identified at each stage is shown in this figure. Stage 1 
identified 7800 sources from different databases, based on a pilot search. Stage 2 analysed 
those 7800 sources based on their titles, and this stage identified 476 articles. At the next 
stage, a total of 383 articles was excluded, and at stage 4 duplicate papers were also removed 
from the study, leaving 52 papers for the final review. 
  
 
Figure 2.2 The selection process for the primary studies for data governance 
In terms of the study selection process, this study collected the following data from each 
article: format type, name of source, data of publication, author(s), title of source and source 
outlines (see Table 2.4).  
Exclude studies based on the abstract, keywords  
Stage 1 
Stage 2 
Stage 3 
Stage 4 
N=7800 
N=476 
N=93 
N=52 
Search in digital database  
 Exclude studies based on the titles 
Obtain Primary studies by screening criteria  
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Table 2.4 Categorisation of 52 records on data governance from the defined search protocol 
Nature of 
Contribution 
Format                        Reference 
 
Academic Papers in journals and 
conference 
proceedings, books, 
working reports and 
theses. 
 
 
Non-cloud: 
(Weber et al., 2009),(Fu et al., 2011),(Prasetyo 
& Surendro, 2015),(Buffenoir & Bourdon, 
2012),(Otto, 2011),(Badrakhan, 2010),(Wende, 
2007),(Weber et al., 2008),(Rifaie et al., 2009) 
(Panian, 2010),(Neff et al., 2013),(Loshin, 
2010),(Allen et al., 2014),(Sandra Nunn, 
2009),(Imhanwa et al., 2013), (Ladley, 
2012),(Seiner, 2014),(Bhansali, 2014),(Sarsfield, 
2009),(Reeves & Bowen, 2013),(Niemi, 
2011),(Pennanen, 2014),(Ndamase, 2014),(Poor, 
2011),(Nwabude et al., 2014),(Fruehauf et al., 
2015),(Hallikas, 2015),(Alhassan et al., 
2016),(Koltay, 2016),(Olaitan et al., 
2016),(Benfeldt, 2017),(Lee et al., 2017) 
Cloud Computing: 
(Felici et al., 2013), (Groß & Schill, 2012),         
( Wendy., 2011),(Tountopoulos et al., 
2014),(Rimal et al., 2011) 
Practice 
oriented 
 
Publications by 
industry associations, 
software vendors and 
analysts 
 
Non-cloud: 
(Guillory, 2008), (HIMSS), 2015), (Mustimuhw 
Information Solutions Inc., 2015), (Rausch et al., 
2013),(Russom, 2008), Brett (2010), (Thomas, 
2009), (Australian Institute of Health and 
Welfare, 2014), (Loshin, 2010),(Adler, 2007), 
(Office, 2013),(Kunzinger et al., 2010). 
Cloud Computing: 
(Mary et al., 2011),(Cloud Security Alliance, 
2012), (Javier Salido, 2010), (Hunter, 2015), 
(Salido et al., 2010), (Solutions, 2013).  
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2.7. Results and Analysis  
This section presents and analyses the systematic review results based on the systematic 
review objectives. Fifty-two studies on data governance were identified based on a selection 
of primary study processes that covered different study areas, such as surveys, industry 
experience reports, case studies, data governance frameworks, data governance maturity 
models, etc. Based on this process, each study was reviewed by analysing its context and 
research questions; thus, the studies cover a range of research topics within the data 
governance area. In addition, this study reviewed all eligible sources in academic and 
practice-oriented literature during the period from 2000 to 2017. The studies were categorised 
into the following main groups: 
 
• State of the art of data governance for non-cloud computing. 
• State of the art of data governance for cloud computing. 
Based on the main categories mentioned above, the results will be described in relation to 
publication year and nature of contribution (academic and practice oriented). These results 
are briefly explained in the following: 
2.7.1. Publication Year  
Table 2.5 shows the number of articles published on data governance for non-cloud 
computing in each year during the period 2000-2017. Out of 52 records, the total number of 
studies on data governance for non-cloud computing were 41 records (78.85%). Based on the 
search protocol and the study selection process, the first interesting article on data 
governance was published in 2005. The highest number of papers was published in 2009 and 
2014 (17.07% each year), followed by 12.20% in 2015. Table 2.6 shows the distribution of 
these records.  
 
Table 2.5 The distribution of sources over the studied years for data governance for non-cloud 
computing 
Years N % 
2005 1 2.44 
2006 0 0 
2007 2 4.88 
2008 3 7.32 
2009 7 17.07 
2010 3 7.32 
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Years N % 
2011 3 7.32 
2012 3 7.32 
2013 2 4.88 
2014 7 17.07 
2015 5 12.20 
2016 3 7.32 
2017 2 4.88 
 
Table 2.6 shows the number of articles published on data governance for cloud computing in 
each year during 2007-2017. Out of 52 records, the total number of studies on data 
governance for cloud computing were 11 records (21.15%). The highest number of papers 
were published in 2011 (n=3), follow by 2010, 2012 and 2013 (n=2 each year). In addition, 
the results show that the other two articles were published in 2014 and 2015, one article for 
each year. Table 2.6 shows the distribution of these records. 
 
Table 2.6 The distribution of sources over the studied years for data governance for cloud computing. 
Year 2009 2010 2011 2012 2013 2014 2015 
N 0 2 3 2 2 1 1 
% 0 18.18 27.27 18.18 18.18 9.09 9.09 
 
Based on the results above, Figure 2.3 shows the number of studies across the years. 
 
 
 
Figure 2.3 Number of studies across the years 
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2.7.2. Nature of Contribution  
Table 2.7 shows the number of articles published on data governance for non-cloud 
computing in relation to the nature of contribution (academic and practice oriented) during 
the period 2000-2017. Out of 41 records, the total number of studies on data governance for 
non-cloud computing published by practice-oriented researchers was 26.83% (n=11), while 
73.17% (n=30) were published by academic researchers. 
 
Table 2.7 Number of studies of data governance for non-cloud computing based on nature of 
contribution 
Years Academic  Practice-Oriented  
2005 1 0 
2006 0 0 
2007 1 1 
2008 1 2 
2009 6 1 
2010 2 1 
2011 3 0 
2012 3 0 
2013 0 2 
2014 5 2 
2015 3 2 
2016 3 0 
2017 2 0 
 
Table 2.8 shows the number of articles published on data governance for cloud computing in 
relation to the nature of contribution (academic and practice oriented) during the period 2007-
2017. Out of 11 records, the total number of studies on data governance for cloud computing 
which were published by practice-oriented researchers was 54.55% (n=6), while 45.45% 
(n=5) were published by academic researchers. 
 
Table 2.8 Number of studies of data governance for cloud computing based on nature of contribution 
Year 2010 2011 2012 2013 2014 2015 2016 2017 
Academic 0 2 1 1 1 0 0 0 
Practice        
oriented 
2 1 1 1 0 1 0 0 
 
Based on the results above, Figure 2.4 shows the number of studies across the years. 
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Figure 2.4 Number of study based on nature of contribution. 
2.7.3. Analysis of the State of the Art for Data Governance for Non-Cloud 
Computing 
According to the review protocol described in Section 2.6.4, the search results identified 41 
records addressing the area of data governance in non-cloud computing, 30 scientific records 
and 11 practice-oriented records. Table 2.9 gathers together all these records and describes 
the main finding of each one. 
Table 2.9 The main finding of each record 
Study Name Author(s) Main Conclusion 
One size does not fit all – a 
contingency approach to data 
governance 
Weber et al. 
(2009) 
• A data governance contingency model. 
Data governance in predictive 
toxicology: a review 
Fu et al. 
(2011) 
• Reviews seven widely used predictive 
toxicology data sources and 
applications.  
• Focuses on their decision domains for 
data governance. 
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Study Name Author(s) Main Conclusion 
Designing a data governance 
model based on soft system 
methodology (SSM) in 
organisations 
Prasetyo & 
Surendro 
(2015) 
• Designs a data governance model based 
on soft system methodology in 
organisations.  
Reconciling complex 
organisations and data 
management: The Panopticon 
paradigm 
Buffenoir & 
Bourdon 
(2012) 
• Proposes a new scheme inspired by 
Foucauldian analysis of governmentality 
– the panopticon data governance 
paradigm. 
Data governance and data 
sharing agreements for 
community-wide health 
information exchange: lessons 
from the beacon communities 
Allen et al. 
(2014) 
• The paper shares lessons learned based 
on the experiences of six federally 
funded communities participating in the 
beacon community cooperative 
agreement programme, 
• Offers guidance for navigating data 
governance issues and developing DSAs 
to facilitate community-wide health 
information exchange.  
Driving compliance through 
data governance 
 Nunn 
(2009) 
• Presenting brief principles about 
governance enterprise information and 
design data governance phase. 
Organising data governance: 
findings from the 
telecommunications industry 
and consequences for large 
service providers 
Otto 
(2011b) 
• Presenting a case study on the 
organisation of data governance based 
on two of the largest companies from the 
telecommunications industry, namely 
BT and Deutsche Telekom. 
Drive towards data governance 
 
Badrakhan 
(2010) 
• The article discusses the data 
governance strategy that companies need 
to ensure the quality of their corporate 
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Study Name Author(s) Main Conclusion 
data.  
Designing data governance 
structure: an organisational 
perspective 
Imhanwa et 
al. (2013) 
• Focuses on the accountability aspect of 
data governance: the assignment of 
decision rights and responsibilities 
pertaining to data management. 
Some practical experiences in 
data governance 
Panian 
(2010) 
• Offering the common business drivers 
and current market trends behind data 
governance. 
• The key data attributes and the 
components of an effective data 
governance practice.  
• Providing the data governance 
framework components. 
A model for data governance 
organising accountabilities for 
data quality management 
 Wende 
(2007) 
• Outlining a data governance model 
comprised of three components.  
• Data quality roles, decision areas and 
responsibilities to build a matrix, 
comparable to a RACI chart. 
A morphology of the 
organisation of data governance 
Otto (2011) • Developing a morphology of data 
governance organisation on the basis of 
a comprehensive analysis of the state of 
the data governance both in science and 
in practice.  
• Six mini case studies are used to 
evaluate the morphology by means of 
empirical data. 
Explicating performance 
impacts of IT governance and 
data governance in multi-
Neff et al. 
(2013) 
• Analyses the performance impact of a 
combined IT and data governance 
concept.  
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Study Name Author(s) Main Conclusion 
business organisations • The framework is developed by using 
nine exploratory case studies in multi-
business organisations. 
Organising accountabilities for 
data quality management – a 
data governance case study 
Weber et al. 
(2008) 
• Examining a large organisation that has 
adopted an ad-hoc data governance 
model to manage its data. 
• It was found that DQM efforts were 
hampered mainly by the lack of clear 
roles and responsibilities and the lack of 
a mandate to carry out data quality 
improvement initiatives.  
• This research identifies a data 
governance structure with the emphasis 
on collaboration between business and 
IT to support organisations. 
Data governance strategy: a key 
issue in building enterprise data 
warehouse 
Rifaie et al. 
(2009) 
• This paper articulates data governance 
as one of the key issues in building an 
Enterprise Data Warehouse.  
Data governance (how to 
design, deploy, and sustain an 
effective data governance 
program) 
Ladley 
(2012) 
• This book aims to give the reader a brief 
outline about the deployment, 
implementation or maintenance of data 
governance programs. 
Non-invasive data governance Seiner 
(2014) 
• This book aims to put the necessary 
components of data governance into 
place to help stockholders to deliver 
successful and sustainable data 
governance in their organisation. 
Data governance (creating Bhansali • The goal of this book is to assist others 
who are on the journey to drive value 
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Study Name Author(s) Main Conclusion 
value from information assets) (2014) from informational assets using data 
governance. 
• Book chapters present how ideas have 
been adapted as techniques and policies 
for practice in organisations on their 
journey to successful data governance. 
• The case studies in this book are from 
the healthcare and financial sectors. 
Data governance imperative Sarsfield 
(2009) 
• This book aims to present a business 
strategy for corporate data.  
• This book presents a data governance 
definition. It defines generic data 
governance success factors and 
discusses technologies that support data 
governance.  
• Presenting a case study about data 
governance and data quality 
improvement focusing on British 
Telecommunications (BT). 
Developing a data governance 
model in health car 
Reeves 
MG1 (2013) 
• Presents some important suggestions 
when building a data governance model 
in health care.  
Designing a data governance 
framework 
Niemi 
(2011) 
• This paper looks at existing literature 
and the current state of data governance.  
• The authors found out that there is only 
a limited amount of existing scientific 
literature.  
Data governance intelligent 
way of managing data 
Pennanen 
(2014) 
• Data governance issues and advantages 
from the business point of view. 
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Study Name Author(s) Main Conclusion 
The impact of data governance 
on corporate performance: The 
case of a Petroleum Company 
Ndamase 
(2014) 
• Aiming to identify the factors 
influencing data governance in a 
petroleum firm and the significance of 
these influencing factors collectively. 
• Determining the extent to which data 
governance influences corporate 
performance. 
Applying aspects of data 
governance from the Private 
sector to Public Higher 
Education 
Poor (2011) • The goal of this research is to present a 
collage of selected data governance 
practices within the private business 
sector for consideration by individuals in 
public higher education who promote 
and support data quality initiatives. 
Data governance in small 
businesses – why small 
business framework should be 
different 
Nwabude et 
al. (2014) 
• The study looks at data governance in 
small businesses and investigates why 
data governance frameworks in small 
businesses should be different to those in 
larger organisations. 
Using Bolman and Deal’s four 
frames in developing a data 
governance strategy 
Fruehauf et 
al. (2015) 
• The study offers a review of relevant 
literature to examine how the Bolman 
and Deal model can be used in existing 
data governance framework 
development models to enhance their 
effectiveness. 
Data governance and automated 
marketing – A case study of 
expected benefits of organising 
data governance in an ICT 
company 
Hallikas 
(2015) 
• The study seeks to find out what benefits 
employees expect the organisation of 
data governance to bring to an 
organisation and how it benefits the 
implementation of automated marketing 
capabilities. 
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Study Name Author(s) Main Conclusion 
Data governance activities: an 
analysis of the literature 
Alhassan et 
al. (2016) 
• An analysis of the literature of data 
governance activities. 
Data governance, data 
literacy and the management of 
data quality  
Koltay 
(2016) 
• The study aims to review data 
governance, data literacy and the 
management of data quality. 
Taxonomy of literature to 
justify data governance as a 
prerequisite for information 
governance 
(Olaitan et 
al., 2016) 
• The study aims to produce a taxonomy 
of literature to justify data governance as 
a prerequisite for information 
governance. 
A Comprehensive Review of 
Data Governance Literature 
Benfeldt 
(2017) 
• The study presents a comprehensive 
review of data governance literature. 
Data governance for platform 
ecosystems: critical factors and 
the state of practice 
 
Lee et al. 
(2017) 
• The study identifies data governance 
factors for platform ecosystems through 
a literature review.  
• The study then surveys the data 
governance state of practice of four 
platform ecosystems: Facebook, 
YouTube, EBay and Uber.  
• Nineteen governance models in industry 
and academia are compared against the 
identified data governance factors for 
platform ecosystems to reveal the gaps 
and limitations. 
 
Data governance is an emerging trend in enterprise information management (Kamioka et al., 
2017). In the literature, a limited number of studies have discussed this important area. The 
roots of data governance research can be traced back to the early 1980s; however, the first 
efforts to propose a framework for data governance were published in 2007 (Niemi, 2011). 
Niemi (2011) also observed that all existing sources for data governance from researchers 
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and practitioners, at the time he published his paper, focused on the placement of decision-
making authority for Data Quality Management (DQM) and organisational structuring. Otto 
(2011) reported that organisations that believe they have a data governance programme in 
fact have not considered all the aspects required for these programmes to be complete and 
effective. This work was the only attempt in the literature to review the area of data 
governance, up until 2010. It aimed to develop a morphology of data governance 
organisation. Six mini case studies were used in this study to assess the morphology of the 
organisation of data governance. Other researchers, such as Wende (2007), suggested 
transferring knowledge to build IT governance into the development of data governance 
programmes. However,(Imhanwa et al., 2013) argued that organisations should establish a 
data governance structure to take responsibility for data out of the IT department. According 
to Prasetyo & Surendro (2015), similar to IT governance, data governance also needs to align 
with any organisation’s business strategy. Wende and Otto (2007) argue that a data 
governance model helps organisations to structure and document the accountabilities for their 
data quality. Other authors have also related data governance to accountability, such as 
Wende (2007) and Imhanwa et al. (2013). In addition, Adelman (2008) stated that 
organisations must design a data governance model of role responsibilities to identify people 
who have a level of accountability to define, produce and use the data in the organisation. 
Wende (2007) also outlined a data governance model, which comprised three components: 
data quality roles, decision areas and responsibilities. Data governance requires the 
participation and commitment of all IT staff, management and senior-level executives 
(Kamioka et al., 2017).  
Fu et al. (2011) reported the absence of data governance frameworks. They argued that an 
effective data governance framework can help organisations to create a clear mission, achieve 
clarity, increase confidence in using the organisational data, establish accountabilities, 
maintain scope and focus, and define measurable success criteria. In support of Fu et al.’s 
argument, other authors added that a good data governance framework supports compliance 
and legal efforts over the long term by organising data for retrieval and retention as well as 
building better relationships with customers and partners, which enhance income 
opportunities (Moseley, 2008; Panian, 2010; Otto, 2011). Rifaie et al. (2009) recommended 
the implementation of the Enterprise Data Warehouse, in order to achieve an effective data 
governance framework, which should be based on structure, process and communication. 
Despite the repeated calls by researchers for data governance frameworks, this study shows 
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only a handful of them, mainly developed by industry associations such as DAMA, DGI and 
IBM (Adler, 2007; Poor, 2011b; Niemi, 2011; Prasetyo & Surendro, 2015). In 2011, Otto 
proposed a framework for data governance, which consists of goals and structure. The goals 
are divided into formal IT, business and functional goals, while the structure is divided into 
the focus of control, organisational form, and roles and committees. According to DGI, the 
development of a data governance framework is a complex task. The framework could be 
formed of various related items, including programmes, stages, decision domain, universal 
objects and components. DGI divides their framework activities (see Figure 2.5) into three 
components, namely rules & roles, people & organisations, and processes (Thomas, 2006; 
Prasetyo & Surendro, 2015). In addition, IBM's approach to data governance was built from 
the perspective of the vendor’s data governance software provider, so establishing a data 
governance that will require software support (Ibm, 2007; Prasetyo & Surendro, 2015). This 
model shows that organisations need to ensure that the business and IT problems are clearly 
defined (Prasetyo & Surendro, 2015). The IBM model includes 14 elements, 10 of which are 
required and four of which are optional (See Figure 2.6) (Ibm, 2007; Soares, 2012; Prasetyo 
& Surendro, 2015).  
 
Figure 2.5 DGI Framework of Data Governance. Source: (Thomas, 2006) 
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Figure 2.6 IBM data governance unified process. Source: (Soares, 2012) 
Begg and Caira (2012) focused on defining CSFs for effective data governance, which they 
categorised into organisational and technological success factors. The organisational factors 
include the clear definition of roles and responsibilities, business and IT involvement, 
executive sponsorship and the integration of a competency centre. The technological factors 
include the automation of a data integration life cycle to deliver on the goals of data 
governance. Cheong & Chang, (2007) also identified some critical data governance success 
factors including strategic accountability, standards, managerial blind spots, embracing data 
complexities, cross-divisional issue, data quality metrics, partnership with other companies, 
strategic points of control, training and awareness of data stakeholders, and compliance 
monitoring.  
Successful data governance, therefore, requires bringing together a diverse number of experts 
from various departments in any one organisation to achieve consistency, transparency and 
repeatability of processes. This in turn enables the best data-related decision making (Power 
& Street, 2013), establishes accountabilities, maintains scope and focus, and defines 
measurable successes (Begg & Caira, 2012). It also supports compliance and legal efforts 
over the long term by organising data for retrieval and retention (De Hert & 
Papakonstantinou, 2013), and improves income opportunities and customer and partner 
relationships (Weber et al., 2009). Table 2.10 summarises the CSFs for implementing 
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effective data governance, as reported in the literature for non-cloud computing, and 
developed as a result of the aforementioned systematic literature review.    
Table 2.10 The most important CSFs to implement data governance as extracted from the literature 
N Factors Reference Description  
1.  Establish data 
governance structure 
Wende & Otto 
(2007), Wende 
(2007a), Rifaie et 
al. (2009), Otto 
(2011b), Traulsen 
& Tröbs (2011), 
Ladley (2012), 
Neff et al. (2013) 
• Data governance structure should 
consist of the best people in the 
organisation who are specialists and 
are most skilled in the data 
governance aspects. 
2.  Define roles and 
responsibilities 
Wende & Otto 
(2007), Wende 
(2007a), Otto 
(2011b), Traulsen 
& Tröbs (2011), 
Ladley (2012) 
• Define data governance roles and 
responsibilities in the data 
governance team to delegate the 
correct data governance jobs to the 
right people in the organisation so 
that tasks are carried out correctly. 
3.  Develop processes, 
procedures guideline, 
principles, policies and 
standards to support data 
governance 
Wende & Otto 
(2007), Cheong & 
Chang (2007a), 
Wende (2007a), 
Rifaie et al. 
(2009), Otto 
(2011b), Ladley 
(2012), Neff et al. 
(2013) 
• A clearly defined process for 
identifying and regulating data 
governance policies and procedures 
and guidelines to implement data 
governance in the organisation and 
to achieve data governance 
objectives. 
4.  Develop communication 
plan  
Rifaie et al. 
(2009), Ladley 
(2012) 
• Sharing information, activities, 
tasks, scope and objectives between 
the data governance members and 
communication of the results at 
each data governance 
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N Factors Reference Description  
implementation stage to the data 
governance office and to top 
management in the organisation. 
5.  Monitor tool and 
measure metrics 
Wende & Otto 
(2007), Cheong & 
Chang (2007), 
Ladley (2012) 
• Establish a tool to monitor data 
governance performance in the 
organisation, and create matrices to 
measure data governance 
performance in each stage of the 
data governance programme. 
6.  Organisational  Wende & Otto 
(2007), Wende 
(2007a), Panian 
(2010), Otto 
(2011b), Traulsen 
& Tröbs (2011), 
Ladley (2012), 
Neff et al. (2013) 
• Organisational refers to all 
organisational factors that influence 
data governance implementation, 
and that support data governance 
implementation. 
7.  Technological Traulsen & Tröbs 
(2011), Panian 
(2010), Ladley 
(2012)  
• Technological refers to all technical 
factors and technology sources that 
influence data governance 
implementation, and that support 
data governance implementation. 
8.  Accountability Wende & Otto 
(2007), Wende 
(2007a), Traulsen 
& Tröbs (2011), 
Cheong & Chang 
(2007a)  
• An accountability approach that 
focuses on setting data governance 
goals for organisations based on 
criteria established in current data 
governance policy, and allowing 
organisations discretion to 
determine how those goals are met. 
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N Factors Reference Description  
9.  Training and education  Cheong & Chang 
(2007a), Ladley 
(2012) 
• Deliver data governance training, 
education and awareness events for 
organisational staff. 
10.  Awareness of data 
stakeholders  
Traulsen & Tröbs 
(2011),(Salido et 
al., 2010) 
• Deliver data governance awareness 
events for organisational staff about 
the importance of data and its risks. 
11.  Compliance monitoring Wende (2007), 
Traulsen & Tröbs  
(2011), (Salido et 
al., 2010) 
• Continuous process of obtaining 
information to determine if the 
parties required by law to control 
their data governance are doing so. 
12.  Environmental  Wende & Otto 
(2007), Wende 
(2007), (Salido et 
al., 2010) 
• Environmental refers to external 
environmental factors such as 
government legislation and data 
protection acts. The data 
governance teams have to consider 
environmental factors when 
designing data governance 
functions. This means the data 
governance functions have to 
comply with this factor. 
13.  Develop Integration 
process  
Panian (2010), 
Traulsen & Tröbs 
(2011), (Salido et 
al., 2010) 
• Good integration process between 
data governance programmes and 
other programmes in the 
organisation, and a good integration 
process to share and transfer 
information. 
14.  Organisational culture 
change  
Traulsen & Tröbs 
(2011), (Salido et 
al., 2010) 
• Use organisational culture change 
to bring the required change to the 
core culture of the organisation to 
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N Factors Reference Description  
meet data governance objectives. 
15.  Develop change 
management plan 
Wende (2007), 
Traulsen & Tröbs 
(2011), (Salido et 
al., 2010) 
• An initial strategy and strong 
institutional identity are needed to 
ensure the successful 
implementation of data governance. 
Changes in the work process are 
required to fit with the data 
governance process in the 
organisation. 
16.  Develop business case 
for data governance   
Wende (2007), 
Otto (2011), 
(Salido et al., 
2010), Neff et al., 
(2013) 
• The business case can be defined as 
"a formal document that 
summarises the costs, benefits and 
impact of an investment". The main 
activities in this task are finding and 
exploring opportunities that return 
to the organisation from data 
governance implementation, and 
definitions of relevant terms such as 
data governance vision and mission, 
cost of data governance, and 
benefits and risk. 
17.  Assess data governance 
situation 
Traulsen & Tröbs 
(2011), Wende 
(2007), (Loshion, 
2007) 
• To implement effective data 
governance in an organisation, the 
current data governance situation 
needs to be assessed before the 
new/revised system is implemented.  
18.  Aligning data 
governance with the 
overall organisation 
Wende & Otto 
(2007),(Fu et al., 
2011), (Salido et 
al., 2010) 
• Alignment means linking of 
organisational goals with the data 
governance goals, which requires 
common understanding of the 
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N Factors Reference Description  
context  purposes and goals of existing 
strategies in the organisation. The 
alignment will consider many 
strategies and factors that will help 
the organisation to achieve an 
effective data governance strategy. 
19.  Define the sustaining 
requirements  
(Salido et al., 
2010) 
• Define the sustaining requirements 
to ensure data governance 
continues, and improvement is 
possible to achieve its objectives. 
20.  Data governance tools      Wende (2007), 
(Salido et al., 
2010), 
• Develop an automated tool for 
implementing data governance in 
the organisation, and for monitoring 
data governance performance. 
 
2.7.4. Analysis of the State of the Art of Data Governance for Cloud 
Computing  
To recap, one of the main impediments to the wider adoption of the cloud computing model 
has been linked primarily to aspects related to data governance (Groß & Schill, 2012; Mary et 
al., 2011). While security has been shown to be the most cited challenge to cloud adoption, 
Kim & Lee (2015) show that 41% of the security problems in the cloud are related to 
governance and legal issues. Cloud governance is a new term in the IT field, and it is still 
under-developed (Woldu, 2013; Saidah & Abdelbaki, 2014). Microsoft defines cloud 
governance as “defining policies around managing the factors: availability, security, privacy, 
location of cloud services and compliance and tracking for enforcing the policies at run time 
when the applications are running” (Woldu, 2013, p.13). Data governance is considered to be 
one of the most important aspects in cloud governance (Groß & Schill, 2012; Saidah & 
Abdelbaki, 2014). However, a data governance programme built for on-premises IT 
infrastructures cannot be deployed for a cloud infrastructure and service provisioning, which 
would require completely new requirements, design and implementation (Olaitan et al., 
Chapter Two                        Systematic Literature Review of Data Governance 
52 
2016). Undoubtedly, the area of cloud data governance will become an important topic for 
the coming decades (De Hert & Papakonstantinou, 2013), although it is still under-researched 
by both academia and industry due to its novelty (Wende 2007; Begg & Caira 2012). As 
discussed in Chapter One, data governance is still under-developed and under-practised, even 
for traditional IT infrastructures, let alone for cloud computing environments. This section 
presents further analysis of the state of the art of data governance for cloud computing. The 
analysis is based on the results of the presented systematic review conducted for this purpose, 
which has identified only 11 records discussing data governance for cloud computing. Table 
2.11 shows the main existing research contributions on data governance for cloud computing. 
Table 2.11 Academic research on data governance for cloud computing 
Study Name Authors Main Conclusion 
Is data governance in 
cloud computing still 
a mirage or do we 
have a vision we can 
trust? 
Yale (2011) • Provides information about data 
governance and its issues in cloud computing.  
• Provides a list of some concerns 
related to data management and data 
protection in cloud computing. 
Accountability for 
data governance in 
cloud ecosystems 
Felici et al. 
(2013) 
• Focuses mainly on the accountability 
aspect of cloud data governance.  
• In this paper, the authors propose a 
model that allows them to explain cloud data 
governance in terms of accountability 
attributes and cloud-mediated interactions 
between actors. 
Interoperability 
analysis of 
accountable data 
governance in the 
cloud 
Tountopoulos 
(2014) 
• Presenting an accountability-based 
approach for cloud data governance, as a 
means of addressing interoperability 
requirements relating to the protection of 
personal and confidential data involved in 
complex service provision chains in the cloud. 
Architectural 
requirements for cloud 
computing systems: 
an enterprise cloud 
Rimal et al. 
(2011) 
• This paper emphasises the importance 
of data governance for any enterprise cloud, 
especially when dealing with sensitive data.  
Towards user-
centric data 
governance and 
control in the cloud  
Groß & Schill 
(2012) 
• This paper advocates the users’ role in 
managing their data in cloud environments.  
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Governance in the cloud requires the understanding, moderating and regulating of the 
relationships between different cloud actors or stakeholders in terms of roles and 
responsibilities (Badger et al., 2011). Data governance is meant to classify and assign 
responsibilities, communication, labelling and policies (Saidah & Abdelbaki, 2014). There 
are few studies reporting on data governance for cloud services. Almost all existing work on 
data governance for cloud computing focuses on accountability and interoperability 
(Catteddu et al., 2013; Tountopoulos et al., 2014). The research presented by Felici et al. 
(2013) which aim to proposed a model that explains data governance in terms of 
accountability attributes and cloud-mediated interactions between actors. According to these 
authors  and others, it is accountability that identifies the relationships between cloud actors 
in terms of data governance; it also enhances trust between cloud actors (F et al., 2013; 
Toney & Kadam, 2013).  
Accountability could be addressed at different levels – technological, regulatory and 
organisational (Pearson et al., 2012). Felici et al. (2013,p.4) define accountability as 
consisting of: “defining governance to comply in a responsible manner with internal and 
external criteria, ensuring implementation of appropriate actions, explaining and justifying 
those actions and remedying any failure to act properly”. As a result, accountability is only 
one aspect of cloud data governance; therefore, it is not quite enough to achieve cloud data 
governance goals. Cloud data governance needs more input from academic researchers to 
design a data governance strategy or programme to cover all its aspects.   
Cloud data governance has also been overlooked by industry. According to various authors 
(Mary et al., 2011; Cloud Security Alliance, 2015; Hunter, 2015), the Cloud Security 
Alliance, Trustworthy Computing Group, and Microsoft Corporation are regarded as the 
recognised leaders in this area. The cloud data governance working group in Cloud Security 
Alliance currently focuses on the data protection aspect, with the aim of proposing a data 
governance framework for ensuring the availability, integrity, privacy and overall security of 
data in different cloud models; however, this is far from being realised (Cloud Security 
Alliance, 2015). The Trustworthy Computing Group and Microsoft Corporation describe the 
basic elements of a data governance initiative for privacy, confidentiality, and compliance, 
and provide guides to help organisations get started down this path (Salido et al., 2010).  
According to a MeriTalk report in 2014, only 44% of IT professionals in the federal 
government believe their agencies have mature data governance practices in the cloud. This 
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report also suggests that around 56% of agencies are currently in the process of implementing 
data stewardship or data governance programmes (Alexandria, 2014). As a result, the work 
provided by industry regarding cloud data governance is not quite enough to achieve cloud 
data governance goals, and to provide good solutions for decision makers in the organisations 
so that they can understand the important processes required to achieve governance for their 
data in the cloud environment.     
2.7.5. Analysis Barriers to Cloud Data Governance Implementation   
In the literature, scholars have argued that, in spite of the many benefits that can be accrued 
through data governance implementation in organisations, there are difficulties in 
implementing data governance because barriers are deeply embedded in organisations’ 
cultural, technical, economic and political principles and values. Prinzo (2012) classifies the 
data governance barriers as technological, organisational, legal, financial and relating to 
policy and knowledge. However, a number of researchers have recognised the need to design 
a data governance framework for cloud computing(Adelman, 2008; Hoying, 2011; Imhanwa 
et al., 2013). Designing and implementing data governance for cloud computing is potentially 
complex, and it will change according to the roles and responsibilities in the internal process 
of an organisation (Groß & Schill, 2012; Felici et al., 2013). The implementation of cloud 
data governance will face many issues that will influence the implementation decision in the 
organisation; thus, the decision maker should address these issues before implementing cloud 
data governance, thus decreasing the complexity. This section reviews the barriers identified 
in the data governance literature.  
 
Based on a systematic review of data governance, the results show that few sources have 
addressed data governance in general and cloud data governance in particular. The results 
also show that there are currently no empirical studies specifically addressing the barriers to 
cloud data governance. In addition, most of the empirical studies in the literature investigate 
the barriers related to IT governance, information security governance and cloud computing 
individually (Abu Musa, 2009; Ataya, 2013; Alkhater et al., 2014). Based on these resources, 
this study investigates the barriers influencing the implementation of cloud data governance.  
 
To extract the common barriers faced when implementing cloud data governance, this study 
analyses the different barriers, challenges and considerations related to data governance in 
general and cloud data governance in particular that have been discussed in the literature. 
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Therefore, these have been analysed and then classified into eight main barriers, each of 
which has similar definitions and barriers. Under each main barrier, there are sub-barriers or 
different explanations from different resources. In addition, some of the barriers have been 
mentioned in the same expression but in different meanings or contexts. Consequently, they 
have been dealt with based on their meanings or contexts.  
 
The main barriers are the following: organisational barrier, technological barrier, 
environmental barrier, knowledge barrier, cultural barrier, human barrier, functional barrier 
and financial barrier. Figure 2.7 presents a summary of the most common barriers that can 
impact the implementation of cloud data governance as reported in the literature. 
 
 
Figure 2.7 Classification of barriers to cloud data governance implementation 
The main barriers are the following: 
a) Organisational Barrier (OB) 
The organisational barrier refers to organisational dimensions of effectiveness that form 
barriers to cloud data governance implementation in organisations. Based on our finding 
related to organisational barriers identified in the literature(Abu Musa, 2009; Prinzo, 2012; 
Alkhater et al., 2014), this study classifies organisational barriers into nine sub-barriers, as 
follows:  
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• A low priority given to cloud data governance compared to other projects.  
• Inability to communicate the business value of cloud data governance. 
• Lack of focus on cloud data governance charter, mission and vision within the 
organisation.  
• Lack of focus on cloud data governance communication plan within the 
organisation. 
• Lack of focus on cloud data governance change management plan within the 
organisation. 
• Lack of a cloud data governance office within the organisation. 
• Data is not considered as a strategic asset in cloud computing.  
• Lack of time to implement cloud data governance.  
• Cloud computing not quite adopted. 
 
b) Technological Barrier (TB) 
Technological barrier refers to the technical issues that will affect the decisions made 
with regard to cloud data governance implementation in organisations. This study 
classifies technological barrier into six sub-barriers that based on our findings are related 
to technological barriers identified in the literature(Poor, 2011b; Prinzo, 2012; Almarabeh 
et al., 2016). These are as follows: 
• Cloud data governance is perceived as too complex.  
• Lack of technology that is used to implement and monitor cloud data governance 
in organisations.  
• Complexity of storage and processing data in the cloud.  
• Complex cloud deployment models.  
• Complex cloud service delivery models.  
• Lack of simple mechanisms to assess the trustworthiness of potential partners.  
 
c) Environmental Barrier (EB) 
Environmental barrier refers to the legal issues that will affect the decisions made with 
regard to cloud data governance implementation in organisations. This study classifies 
environmental barriers into four sub-barriers that based on our findings are related to 
environmental barriers identified in the literature(Prinzo, 2012; Alsanea, 2015), as 
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follows: 
• Lack of compliance enforcement. 
• Cloud data governance is not build into service level agreement of cloud 
computing with cloud provider.  
• Compliance hazard. 
• Lack of cloud regulation. 
 
d) Functional Barrier  
Functional barrier refers to the data governance function issues that will affect the decisions 
made with regard to cloud data governance implementation in organisations. This study 
classifies the functional barrier into four sub-barriers that based on our findings are related to 
functional barriers identified in the literature(Silic & Back, 2013; Self, 2014). These are as 
follows: 
• Lack of focus on cloud data governance policies within organisations.  
• Lack of focus on cloud data governance procedures within organisations.  
• Lack of focus on cloud data governance processes within organisations.  
• Lack of focus on defined roles and responsibilities for cloud actors.  
 
e) Financial Barrier 
Financial barrier refers to the finance issues that will affect the decisions made with 
regard to cloud data governance implementation in organisations. This study classifies the 
financial barrier into two sub-barriers that based on our findings are related to financial 
barriers identified in the literature(Alkhater et al., 2014; Olaitan, 2016). These are as 
follows: 
• Lack of financial resources.  
• Cost.  
 
f) Cultural Barrier  
Cultural barrier refers to the organisation’s and decision maker’s attitudes related to 
cultural issues that will affect the decisions made with regard to cloud data governance 
implementation in the organisation. This study classifies the cultural barrier into two sub-
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barriers that based on our findings are related to the cultural barriers identified in the 
literature(Silic & Back, 2013; Rebollo et al., 2014). These are as follows: 
• Cloud data governance is not part of the organisational culture.  
• Resistance to change.  
 
g) Knowledge Barrier  
Knowledge barrier refers to the organisation's knowledge issues that influence the 
successful implementation of cloud data governance in organisations. This study 
classifies the knowledge barrier into five sub-barriers that based on our findings are 
related to the knowledge barriers identified in the literature(Rifaie et al., 2009; Weber et 
al., 2009a; Akin, 2014). These are as follows: 
• The organisations do not know where to start when they intend to implement 
cloud data governance.  
• Lack of knowledge and understanding of cloud data governance within the 
organisation.  
• Lack of training on cloud data governance programmes in the organisation.  
• Lack of understanding of how to create a communication plan for cloud data 
governance in the organisation.  
• Lack of understanding of how to build cloud data governance matrices and 
measures in the organisation.  
 
h) Human Barrier  
Human barrier refers to the organisation’s Human Resource (HR) issues that influence 
the successful implementation of cloud data governance in organisations. This study 
classifies the human barrier into three sub-barriers that based on our findings are related 
to the human barriers identified in the literature(Alkhater et al., 2014; Rebollo et al., 
2014). These are as follows: 
• Lack of people to support the implementation of cloud data governance.  
• Lack of executives and stakeholders to support the implementation of cloud data 
governance.  
• Lack of people who have skills and experience related to implementing cloud data 
governance in the organisation.  
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2.7.6. Analysis of Critical Success Factors for Cloud Data Governance 
Implementation   
The CSF approach has been popularised by Rockart and other researchers and is now being 
increasingly used by IS departments, and by consultants, as an aid to IS strategic planning 
(Amberg et al., 2005). This approach has been applied in case studies carried out in UK 
universities (Forster & Rockart, 1989) to determine the organisational information needs of 
heads of departments. According to Williams & Ramaprasad (1996, p.252), they state that 
“there is a great deal of attention devoted to the concept in the IS literature as many argue 
that the use of CSF can have a major impact on the design, development, and implementation 
of IS”.  
In the literature, there are several definitions of CSFs; for example, Forster and Rockart 
(1989) reported that “the critical success factors are areas of activity that should receive 
constant and careful attention from management”(Forster & Rockart, 1989, p.23). Pinto and 
Slevin (1987) defined CSFs as “factors which, if addressed, [would] significantly improve 
project implementation chances” (Müller & Jugdev, 2012, p.758). The purpose of the CSF 
approach is “the determination of the set of factors that the manager considers critical for his 
or her success, once identified, these factors are stated as his or her objectives and the 
information required to monitor their performance is then identified”(Forster & Rockart, 
1989, p.25). Therefore, the complexity of a cloud data governance programme means that 
success in its implementation requires reference to a solid methodical foundation and proven 
scientific theories. It seems that the concept of CSFs provides a good basis for stating what 
criteria should be followed during the implementation of a cloud data governance programme 
(Amberg et al., 2005). 
With regard to cloud data governance, the CSFs refer to the important factors that are 
considered to be critical for the implementation of the cloud data governance programme. 
The results of the systematic review of data governance show that in the literature many 
authors have published a list of CSFs in relation to the implementation of data governance 
programmes in organisations. Table 2.11 above has summarised the most common and most 
important CSFs that have been identified by various authors. Some authors have also 
mentioned important requirements that need to be fulfilled in order to achieve successful data 
governance in the cloud environment (Mary et al., 2011; Smitha et al., 2012; Felici et al., 
2013). 
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 Thus, to extract the common CSFs for implementing cloud data governance, the study 
analyses the different factors and considerations related to data governance in general and 
cloud data governance in particular that have been discussed in the literature. These have 
therefore been analysed and classified into eight main factors, each of which has similar 
definitions and factors. Under each main factor, there are sub-factors or different 
explanations from different resources. In addition, some of the factors have been mentioned 
in the same expression but in different meanings or contexts. Consequently, they have been 
dealt with based on their meanings or contexts. Figure 2.8 presents a summary of the most 
common CSFs that, as reported in the literature, are important for implementing cloud data 
governance. 
 
Figure 2.8 Classification of CSFs for cloud data governance implementation 
The main factors are the following: 
a) Organisational Context  
Cloud computing supports organisations to embrace new business opportunities, improve 
their current business performance, respond to crisis situations and change their current 
business model (Rajendran, 2013; Alkhater et al., 2014). In addition, the data governance 
strategy is essential for supporting business functions in any organisation (Begg & Caira, 
2012). The literature review has identified a significant gap in the research related to 
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appropriate and effective data governance in the cloud. Organisations need to embrace a data 
governance programme in the cloud, and organisational factors are important for data 
governance to be successful. The systematic literature review demonstrates that there are 
many organisational factors that affect an organisation’s implementation of data governance 
and cloud data governance. This study classifies the organisational factors into six sub-
factors:  
• Setting up a clear cloud data governance office structure.  
• Ongoing funding for cloud data governance requirements.  
• Improving staff’s skills and experience in relation to cloud data governance.   
• Providing top management support for cloud data governance implementation.   
• Following the principle of corporate governance.   
• Providing leadership and commitment of top management for the adoption of a risk 
management strategy for the organisation.  
b) Technological Context 
Technology is also a key element for data governance success (Fleissner et al., 2014). 
Therefore, a lack of adequate technology is considered to be a common barrier to successful 
data governance. Technical factors encapsulate data management issues that affect 
organisations’ strategies such as security, privacy, quality and integrity (Traulsen & Tröbs, 
2011; Ladley, 2012). As such, it is incumbent upon organisations that anticipate the 
implementation of data governance to assess all technological characteristics available to 
them in order to effectively implement data governance. However, a recent development in 
technology is the emergence of cloud computing. It is suggested that there are many factors 
acting as barriers to cloud computing, and that a majority of these involve concerns over 
moving business data to the cloud, where it is handled by a third party (Mary et al., 2011). 
Central to these concerns is the loss of control of data, data security and privacy, data quality 
and assurance, data stewardship, etc. The cloud computing model is discussed as a highly 
disruptive technology, with the adoption of its services requiring extremely rigorous data 
governance strategies and programmes, which although necessary can be complex. 
Therefore, it is important to integrate the technological factors in cloud computing with data 
governance functions for successful cloud data governance implementation. There is little 
research reported in the literature about the technological factors that affect an organisation’s 
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implementation of cloud data governance (Mary et al., 2011; Smitha et al., 2012; Felici et al., 
2013). This study classifies the technological factor into four sub-factors:  
• Integrating data governance functions with cloud deployment model features.  
• Integrating data governance functions with cloud service delivery model features.  
• Assessing and managing data risks in cloud computing on time.  
• Automating cloud data governance. 
c) Environmental Context 
Environmental factors refer to external environmental considerations such as government 
legislation and data protection acts (Alkhater et al., 2014). Legal contracts written between 
cloud actors are expressed in very complicated statements. Hence, customers find it very 
difficult to understand the legal and regulatory implications of such agreements (Dogo et al., 
2013). The legal framework for cloud computing still remains at an unsatisfactory level in 
many countries (Maaref, 2012). For example, Middle Eastern countries and Africa lack 
compulsory regulatory support for data protection, governance and privacy (Dogo et al., 
2013; MCIT, 2014). Organisations should be considering all environmental aspects when 
designing cloud data governance functions; this means that cloud data governance functions 
have to comply with the environment. In the literature, there are many reported 
environmental factors that affect an organisation when implementing data governance in the 
cloud (Mary et al., 2011; Felici et al., 2013; Alkhater et al., 2014). This study classifies the 
environmental factor into three sub-factors:  
• Building cloud data governance into the service level agreement of the cloud 
computing project. 
• Supporting a compliance enforcement to implement cloud data governance. 
• Providing a regulatory environment and compliance requirements to support cloud 
data governance implementation.  
 
d) Stakeholders’ Involvement 
 
Organisations are embracing stakeholder management in their strategic operations in order to 
gain a competitive advantage in business (Edelenbos & Klijn, 2006). Stakeholders have 
become an integral part of an organisation’s strategy in their different capacities as 
shareholders, customers, staff, government agents, the general public, suppliers and business 
partners. Therefore, stakeholder involvement raises the chances of the provision of better 
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services and products that are more customer oriented (Edelenbos & Klijn, 2006). In the 
literature, some research suggests that stakeholders' involvement in the data governance 
strategy is important for the success of data governance initiatives in organisations (Weber et 
al., 2009; Begg & Caira, 2012). With regard to cloud data governance, cloud actors are one of 
the most important stakeholders who have to be considered in the cloud data governance 
strategy (Bumpus, 2010). The term ‘cloud actors’ refers to a person or an organisation that 
participates in processes or in a transaction, and/or performs tasks in the cloud computing 
environment. The NIST cloud computing reference architecture distinguishes five major 
actors: the cloud consumer, the cloud provider, the cloud auditor, the cloud carrier and the 
cloud broker (Mell & Grance, 2011). All of the aforementioned have special roles and 
responsibilities in the cloud, so the data governance teams must clearly define the roles and 
responsibilities for all cloud actors. Based on the literature, this study classifies the 
stakeholder involvement factor into three sub-factors:  
• Involvement of board of directors and top management support and ownership to 
support the implementation of cloud data governance. 
• Involvement of the cloud provider in cloud data governance. 
• Involvement of other cloud actors in cloud data governance (cloud broker, cloud 
auditor, cloud carrier). 
e) Strategic Planning 
Strategic planning is considered to be a useful tool to help manage the enterprise, especially 
if the strategy and strategic plans can be successfully deployed throughout the organisation 
(Gates, 2010). The strategic planning factor refers to the preparation for the implementation 
of cloud data governance, which is a critical factor that requires attention before 
implementation commences. As with any project implementation, there are many strategic 
planning factors that should be addressed to ensure that the whole organisation is ready for 
the cloud data governance project. In addition, this factor aims to set up the cloud data 
governance requirements and plan, which are important for the implementation of cloud data 
governance in the organisation. The literature reports that strategic planning is important for 
the success of data governance initiatives in organisations (Wende & Otto, 2007; Otto, 2011; 
Imhanwa et al., 2013). Based on the findings related to strategic planning factors identified in 
the literature, this study classifies the strategic planning factor into seven sub-factors:  
• Analysing and evaluating current cloud data governance. 
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•  Identifying and articulating priorities to implement cloud data. 
•  Setting up clear cloud data governance mission and vision. 
•  Setting up clear communication plan. 
•  Setting up clear change management plan to implement cloud data governance. 
•  Defining data values.  
•  Classifying data in the cloud. 
f) Strategic Management 
Strategic management is a systems approach to identifying and making necessary changes 
and measuring the organisation’s performance as it moves towards its vision (Macnair, 
2010). Strategic management goes beyond the development of a strategic plan, as it includes 
the pre-planning and strategic planning processes (Gates, 2010). Strategic management is the 
deployment and implementation of the strategic plan and the measurement and evaluation of 
the results. Deployment involves completing the plan and communicating it to all employees. 
Implementation involves resourcing the plan, putting it into action and managing those 
actions. In the literature, some research suggests that strategic management in a data 
governance strategy is important for the success of the data governance initiatives in 
organisations (Kunzinger et al., 2010; Otto, 2011; Begg & Caira, 2012; Felici et al., 2013). 
Therefore, with a cloud data governance strategy, the strategic management factor should be 
involved when putting it into action and managing those actions. Based on the literature, this 
study classifies the strategic management factor into seven sub-factors:  
• Setting up clear cloud data governance policies.  
• Setting up clear cloud data governance procedures.  
• Setting up clear cloud data governance processes. 
• Defining clear roles and responsibilities for cloud actors. 
• Creating a strong cloud data governance methodology.  
• Regularly communicating with all cloud data governance participants.  
• Creating a clear risk management strategy. 
g) Strategic Alignment 
It is important to confirm that the data governance strategy is part of the organisation’s 
strategy and it must follow the organisation strategy and be aligned with the other strategies 
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in the organisation (Wende & Otto, 2007; Chao, 2012). Prioritisation is the core business for 
any organisation; this consideration will help to align the data governance strategy with the 
business priorities (Kunzinger et al., 2010). Therefore, the alignment between data 
governance and other strategies in the organisations is one of most important factors when 
implementing cloud data governance. This factor will give cloud consumers the ability to 
measure their success in managing data governance (Ladley, 2012). A sound cloud data 
governance strategy should be aligned with many contexts to address data issues in the cloud 
environment. In the literature, many strategic alignment factors are reported as affecting an 
organisation’s implementation of data governance and cloud data governance (Wende & 
Otto, 2007; Otto, 2011; Ladley, 2012). This study classifies the strategic alignment factor into 
eight sub-factors:  
• Effective alignment with cloud computing regulations.  
• Effective alignment with organisation strategy. 
• Effective alignment with business strategy.  
• Effective alignment with IT strategy.  
• Effective alignment with environmental strategy.  
• Effective alignment with corporate governance.  
• Effective alignment with IT governance.  
• Effective alignment with other strategies. 
h) Monitoring and Ongoing 
As part of the strategy process, the objectives and outcomes of the programme that is being 
implemented must be clearly defined. Successful monitoring delivers information that allows 
organisations to track their progress towards outcomes and make amendments to 
implementation arrangements as necessary (Rutnam, 2013). A data governance programme 
needs to evolve a means to monitor its own effectiveness; therefore, without monitoring, the 
data governance programme will certainly fade away (Ladley, 2012). An over-emphasis on 
technology controls in cloud computing will lead to underlying weaknesses in  data 
governance processes (Cloud Security Alliance, 2015). Therefore, monitoring is important 
for cloud consumers to ensure control of their data in the cloud provider environment, and to 
ensure that their data is very well managed. It is also useful to ensure that all the cloud data 
governance activities are implemented correctly.  
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Thus, the real cloud data governance programme requires ongoing monitoring and evaluating 
to promote continuous improvement. A number of scholars have observed that "you cannot 
manage what you do not measure" (Ladley, 2012). Thus, a cloud data governance 
programme needs tools and metrics to measure and monitor its process. These tools and 
metrics will help cloud consumers to capture and measure the effectiveness and value 
generated from cloud data governance, and monitor compliance and exceptions to defined 
policies and rules. They will also enable transparency and auditability for the data assets of 
the organisation in the cloud environment. However, in the literature there are many 
monitoring and ongoing factors that affect an organisation’s implementation of data 
governance and cloud data governance (Mary et al., 2011; Smitha et al., 2012; Felici et al., 
2013). This study classifies the organisational factor into three sub-factors:  
• Measuring and reporting for continuous improvement of cloud data governance. 
• Training and education of the organisation’s staff on the cloud data governance 
programme. 
• Executing a cloud data governance change plan.  
2.8. Critical Review Findings 
The finding above carries testimony to the interest in the specifics of data governance, where 
multiple challenges remain for its implementation. In addition, much research needs to be 
carried out in this regard before organisations will formally start implementing data 
governance for cloud computing services. Thus, while a few studies have been published that 
provided details of some aspects of data governance, practical work that would unequivocally 
answer the questions regarding how organisations can effectively implement data governance 
is perhaps not as widely available. A host of related issues also need to be addressed, 
including a conceptual model of the data governance for cloud computing and the precise 
nature of the effect of various factors on the implementation of data governance for cloud 
computing services in government organisations. 
The majority of studies undertaken to date are intended to prove the potential advantages that 
could accrue to organisations from implementing data governance, although hardly any 
studies have shown the impact of undertaking this initiative in governmental organisations. 
This study finds many limitations in these studies in terms of data governance in the non-
cloud environment; to the best of the author’s knowledge these include:  
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▪ Currently there is no single approach to the implementation of data governance 
programmes in all organisations. 
▪ All existing research ignores the fact that each organisation requires a specific data 
governance configuration that suits a set of contingencies. 
▪ All existing sources from scholars and practitioners focus on the placement of 
decision-making authority for data quality management (DQM) and organisational 
structuring for data governance in a non-cloud environment. 
▪ Decision-making structures within data governance programmes are poorly designed 
and there is limited information on best practices for the development of governance 
requirements. 
▪ Lack of effective data governance solutions and policies. 
▪ Lack of clarity over the interaction of roles and responsibilities in data governance 
programmes. 
▪ There is a gap between practice and theory identified by the absence of a strategy 
framework for implementing data governance in both the public and private sectors. 
▪ No academic empirical studies show data governance for cloud and non-cloud 
environments. 
Regarding data governance in cloud computing, there is little research focusing on this area 
in terms of accountability and interoperability. Also, there is little research focusing on the 
information security governance framework in cloud computing. 
Another noticeable issue is how much ground governments in developing countries such as 
Saudi Arabia need to cover with regard to cloud data governance before implementing cloud 
computing services (Alkhater et al., 2014; Noor, 2016). The majority of studies undertaken 
gather data from simple questionnaires and similar tools to collect information on the 
adoption of cloud computing in Saudi Arabia (Alkhater et al., 2014; Alsanea, 2015). 
However, there is now an urgent need to undertake significant empirical studies observing 
the effects and the results of the adoption of cloud computing in current data governance by 
government organisations. Furthermore, the prerequisites and basic bottom-line requirements 
for an organisation wishing to implement data governance for cloud computing services are 
not clearly and expressly defined. In the absence of clearly laid-down frameworks and best 
practices for data governance in the cloud, government bodies are often unclear about the 
precise requirements that would enable them to benefit from the functionality of data 
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governance for cloud services. This study finds many limitations in these studies on data 
governance in non-cloud and cloud computing environments in the KSA; to the best of the 
author’s knowledge these include: 
▪ Only one study has carried out an empirical study on an information security 
governance (ISG) framework for IT governance in Saudi Arabian organisations.  
▪ There is no research about data governance in cloud and non-cloud environments for 
organisations in Saudi Arabia. 
▪  There are no empirical studies on data governance for cloud and non-cloud 
environments in Saudi Arabia. 
▪ There is no strategy framework to design, deploy and sustain data governance for 
cloud computing in general and in Saudi Arabia in particular. 
2.9. Chapter Summary  
This chapter aimed to develop knowledge of data governance and cloud computing 
technology, and to identify the research gaps. The systematic literature review guideline was 
used in this chapter to investigate the state of the art of the data governance in traditional 
technology (non-cloud) and in cloud computing. This chapter also aimed to identify the 
significant gaps in knowledge that are present in the current literature regarding data 
governance. A systematic review is provided in this chapter of studies in academic and 
industry fields related to data governance in the cloud and non-cloud environments. The 
published empirical literature relevant to data governance implementation in cloud and non-
cloud environments was reviewed. Critical success factors (CSFs) and barriers to 
implementation of cloud data governance have been discussed. The research gap has been 
identified in this chapter and it has been shown that there is an absence of theoretical and 
empirical studies on the implementation of data governance for cloud computing services in 
general and more specifically in the KSA. In addition, a critique of the relevant literature is 
provided followed by a summary that includes the identification of gaps in the literature. The 
following chapter will present a proposed strategy framework to design, deploy and sustain 
an effective cloud data governance programme. 
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Chapter 3. A Strategy Framework for Cloud Data Governance  
 
3.1. Introduction  
In the light of the previous discussion, it is clear that there is no effective framework to 
implement cloud data governance programmes in organisations. Existing frameworks were 
mostly focused on data governance structure, data quality and the important processes 
required to implement data governance for non-cloud (traditional IT) environments, and 
examples of these frameworks were discussed in Chapter Two. As part of the work presented 
in this thesis, a novel framework to enhance cloud data governance, at this stage for all 
organisations, is proposed. Therefore, this chapter presents the proposed strategy framework 
to design, deploy and sustain an effective cloud data governance programme.  
 
The framework is developed based on an analytic theory and critical success factors (CSFs) 
concept. As part of the framework development in this chapter, the data governance 
taxonomy is extracted from the literature to understand the key dimensions involved in cloud 
data governance. Based on this information, the data governance taxonomy and its key 
dimensions are presented in this chapter before the framework development. Furthermore, the 
first phase in the proposed framework assists cloud consumers to understand the data 
governance situation in their organisations. The second phase helps cloud consumers to 
design data governance activities, while the third phase enables cloud consumers and 
providers to understand how to implement the cloud data governance programme. The fourth 
phase helps the cloud consumer and provider to evaluate and monitor the performance of 
cloud data governance, and the fifth phase helps the cloud consumer and provider with 
improving and sustaining their cloud data governance.  
 
This chapter also describes the components of each phase of the framework, and the way in 
which the different phases of the framework interact with each other. The different 
components’ activities used at each phase of the framework are discussed and a justification 
is given for why these components occur at each phase. Additionally, guidelines on how to 
manage the framework implementation are also presented in this chapter. This study shows 
how the secondary research has informed the development of the framework and an overall 
summary of the framework is presented. 
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3.2. Theoretical Foundation   
This section provides an insight into the theoretical foundation of this research. A theoretical 
basis provides a guide for the researcher in the interpretations of the results of their study 
(Simon & Goes 2011). Both academic researchers and practitioners consider that the loss of 
governance of data in cloud computing has several impacts on cloud users’ strategies and on 
the capacity to meet their mission and goals. Both sides share the consensus view that data 
governance is not a one-size-fits-all proposition (Weber et al., 2009). However, to the best of 
the author’s knowledge, there are no empirical studies in the academic literature that address 
data governance for cloud computing.  
 
This research aims to close this gap by developing a strategy framework to understand how to 
implement a data governance programme for the cloud services on the basis of a 
comprehensive analysis of the data governance in both science and practice. In the following 
section, different approaches and concepts found in the literature will be considered as part of 
the theoretical foundation of this research, enabling afterwards the construction of the 
conceptual framework of the study. These approaches and concepts are the following:  
3.2.1. Analytic Theory 
Analytic theory is useful for understanding the data governance topic, and for understanding 
the existing data governance frameworks (Otto, 2011). Gregor (2002) showed that 
"descriptive theories are needed when nothing or very little is known about the phenomenon 
in question"(Gregor, 2002, p.7). The analytic theory is the most basic type of theory used to 
analyse a phenomenon (Gregor, 2006). Gregor (2006) postulated that the analytic theory is 
useful for describing or classifying specific dimensions or characteristics of individuals, 
groups, situations or events by summarising the commonalities found in discrete 
observations. With the popularity of frameworks, classification schema, and taxonomies in 
IS, the variants of the analytic theory are referred to as classification schema, frameworks or 
taxonomies (Gregor, 2002). In this study, the analytic theory has been chosen as a concept 
with which to make a strategy framework for implementing data governance for cloud 
services. Since this study will be based on the deductive approach, the analytic theory will be 
suitable for conducting the research. In this context, the deductive approach and analytic 
theory are used as they allow the researcher to acquire a more complete view and different 
perspectives of the research problem being studied. The research approach comprises three 
steps: 
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Step 1: Analysis of the scientific and practice-oriented literature related to data governance in 
general and for cloud computing in particular – this was explored in the literature review (see 
Chapter Two). 
Step 2: All data governance frameworks in the sources of literature are analysed and coded 
according to the dimensions of the cloud data governance. 
Step 3: The analysis of both scientific and practice-oriented literature combined with a 
comparison of existing data governance frameworks. This will allow an insight into the 
dimensions, concepts and relationships within this area. Once further analysed and 
generalised, these features will then be developed into a novel strategy framework for cloud 
data governance. Table 3.1 gives gives a summary of using analytic theory for cloud data 
governance. 
Table 3.1 Use of analytic theory for data governance 
Theory Overview 
This theory is one of the types of theory used in information systems. Gregor (2006) 
describes this theory by saying that it "provides a description of the phenomena of interest, 
analysis of relationships among those constructs, the degree of generalizability in 
constructs and relationships and the boundaries within which relationships, and 
observations hold". 
Theory Scope 
The scope of this theory is the methodologies and procedures that have been proposed in 
the scholarly literature – these are systematic reviews, taxonomy and process. 
 
Theory Component Task Means of 
Representation 
Analysis of the 
literature review 
To understand the state of data 
governance in both science and 
practice, and to identify any gaps in 
research. 
Words, diagrams, 
tables. 
Taxonomy To identify and classify specific 
dimensions or characteristics of data 
governance for non cloud (traditional 
IT) and cloud computing. 
Words, diagrams.  
Prescriptive Statements Identify the important processes for 
designing, deploying and sustaining 
cloud data governance programme. 
Words, diagrams, 
tables. 
Framework  Design a strategy framework for an 
effective cloud data governance 
programme. 
Diagrams, process.  
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3.2.2. Critical Success Factors (CSFs) Concept 
In combination with the steps of analytic theory (as mentioned in section 3.2.1), CSFs are 
also used in the development of the strategy framework for cloud data governance. They 
allow a different aspect for the framework development that will not be addressed within the 
existing frameworks. Therefore, the CSFs for implementing data governance for the cloud 
will be considered in this chapter. The CSF concept is a good theoretical basis to support this 
objective. The concept of CSFs has been established over the last 30 years by a number of 
researchers, particularly by Rockart in 1979 (Forster & Rockart, 1989). Currently, this 
approach is increasingly used to support IS strategic planning by consultants and IS 
departments (Amberg et al., 2005). Pinto & Prescott, (1988, p.8) argued that “the majority of 
the studies in the critical success factor research stream have been theoretical and have 
assumed a static view of the importance of various factors over the life of a project”. The 
literature also showed that the CSF concept is important for overall organisational objectives, 
missions and strategies. The CSF concept is appropriate to each unit of business and the 
overall organisational aim in the fulfilment of the organisation’s objectives (Amberg et al., 
2005). Establishing clear CSFs would be a significant element of risk management and of 
eventual data governance programme success (Ladley, 2012). This requires a repetitive 
process for CSF identification, validation and analysis of the constraints underlying each 
CSF, and a determination of the measures needed for each identified CSF (Amberg et al., 
2005). Thus, a successful data governance programme requires a number of CSFs.  
3.3. Cloud Data Governance vs. Non-Cloud Data Governance  
Although the majority of organisations have been interacting with technology (traditional IT) 
to carry out their work in recent years, there is no disputing the fact that cloud computing 
differs greatly from traditional IT (Joint & Baker, 2011). The risk of moving data outside 
organisations is what fundamentally distinguishes cloud computing from traditional IT (in-
house) (Matthews & Muntés-Mulero, 2013). Data stored in a cloud environment is more 
likely to be exposed to risks than in traditional IT, so organisations have to adopt many 
solutions to avoid these risks. However, many organisations lack the resources, time, 
technology or expertise to research and develop cloud computing initiatives and innovations 
(Mukherjee & Sahoo, 2010). Also, decision making relating to the cloud differs from that of 
traditional IT, because the cloud provider will be involved in these decisions. Many 
organisations in different countries are adopting cloud computing at an increasing rate, 
according to a report published by RightScale in 2016. The report was based on a survey of 
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1060 organisation in different countries at various stages of their business life cycles. The 
report states that 80% of organisations have already adopted cloud computing, dividing this 
into 26% cloud beginners (first project), 25% cloud explorers (running apps), and 29% cloud 
focused (heavy use). The report also shows that 9% of the organisations surveyed said that 
they were still planning to adopt cloud computing solutions, and 11% planned to adopt cloud 
computing in the next few years. In addition, 18% of the respondents were using a public 
cloud, 6% were using a private cloud and 71% were using a hybrid cloud (public cloud= 
89%, private cloud=77%). Along with this increase in adopting cloud computing in 
organisations come the associated risks, privacy and security issues, as well as the 
mismanagement and misuse of data. 
 
The main goals of data governance for cloud services are to ensure that the data meets the 
needs of the business and that the cloud consumers have control of their data in order to 
ensure the integrity, security and confidentiality of that data. Also, it is important to develop 
data as a valued organisational asset, to manage and resolve data-related issues, and to lower 
the cost of managing data in the cloud environment. Data governance sets the procedures, 
policies and standards required to manage data in the cloud (Cloud Security Alliance, 2015). 
A few data governance frameworks exist, as presented in the literature review chapter, but 
these frameworks focus on non-cloud (traditional IT) computing. However, there are some 
differences between data governance for non-cloud (traditional IT) and cloud computing with 
regard to implementing some dimensions. Table 3.2 is an attempt to show some of these 
differences.  
Table 3.2 The differences in the five common defined dimensions between the cloud and non-cloud 
(traditional IT) paradigm 
Dimensions Non-Cloud (Traditional IT) Cloud Computing 
Data governance function • All data governance 
policies are handled in-
house. 
• Data policies are 
implemented but then it 
is up to the third party to 
ensure the guidelines are 
followed. 
Data governance office 
structure 
 
• The infrastructure is on-
site, and all aspects of 
data governance are left 
to the local 
administrators. 
• The infrastructure is 
multi-site, thus new 
members are involved in 
the data governance 
structure, such as cloud 
managers, cloud 
providers and cloud 
brokers. 
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Dimensions Non-Cloud (Traditional IT) Cloud Computing 
Organisational • No extra cost. 
• Internal training. 
• Local employees 
involved in data 
governance structure. 
• Extra cost and training. 
• Change management. 
• New skills and 
experience are needed 
for cloud computing. 
• New roles and 
responsibilities. 
• External members are 
involved in the data 
governance structure. 
Technical • The infrastructure is set 
up and maintained by 
local administrators in 
the IT department. 
• Runs programs and 
services on servers by 
local administrators. 
• Data governance policies 
are implemented by 
local administrators. 
• No loss of control and 
governance. 
• Local administrators 
have responsibilities to 
protect data. 
• The infrastructure is set 
up and maintained by a 
third party. 
• Runs programs and 
services on servers by a 
third party. 
• Data governance policies 
are implemented by a 
third party. 
• Loss of control and 
governance. 
• A third party has 
responsibilities to protect 
data. 
 
Environmental 
 
• Less complex regulation. • Cloud regulation 
alignment will be 
considered in data 
governance policies.  
3.4. Data Governance Taxonomy 
As mentioned above in Table 3.2, there are differences between the implementation of data 
governance for non-cloud (traditional IT) and cloud computing based on five common 
dimensions. Based on these differences, this section contributes by showing the taxonomy of 
data governance extracted from the literature review. Moreover, this taxonomy will be 
beneficial for this study, as knowing the key dimensions of data governance for traditional IT 
and cloud computing is important for the generation of the proposed framework.  
 
The taxonomy approach also helps to understand the data governance aspects in cloud and 
non-cloud environments. Thus, this study presents the data governance taxonomy, which is 
considered to be one of the contributions of this research, before developing the proposed 
framework. This study classifies the taxonomy of data governance into two parts: traditional 
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data governance and cloud data governance. This study also presents the sub-taxonomy 
related to a high-level taxonomy of data governance. Figure 3.1 shows the high level of data 
governance taxonomy. 
 
 
 
 
Figure 3.1 High level of data governance taxonomy 
 
3.4.1. Traditional Data Governance 
Several studies published by academia and industry are interested in data governance. Some 
of these studies present the aspects of data governance from their own point of view, because 
they agree that there is no single approach to the implementation of data governance in all 
organisations (Begg & Caira, 2012). This means that each organisation’s approach to data 
governance will be unique and should be aligned with cultural tendencies in the organisation. 
In short, there are common traditional aspects for all organisations’ structures on which the 
data governance approach depends.  
In the taxonomy in this study, traditional data governance is understood as data governance 
structures for traditional IT. This structure will follow the organisation’s structure, which 
determines how to manage data and to ensure a high level of data quality across the 
organisation’s internal departments. This study classifies traditional data governance into 
three categories: people and organisational bodies, policy and technology. Figure 3.2 shows 
the traditional data governance taxonomy. 
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Figure 3.2 Traditional data governance taxonomy 
 
 
• People and Organisational Bodies  
Data governance will influence the mix of data stakeholders involved in data-related 
decisions and actions in an organisation, as well as the amount of effort required of the 
stakeholders. Therefore, in traditional data governance, the people and organisational bodies 
play an important part when organisations implement data governance for their business 
(Jansen & Grance, 2011). The people and organisational bodies element in data governance 
can be defined as: any individual or group that could affect or be affected by the data under 
discussion.  
In traditional data governance, this comprises the following: data governance office, data 
governance council, executive sponsorship, chief information officer (CIO), data 
management committee, compliance committee and data stewards. All of them have specific 
roles and responsibilities within the organisation. The people in traditional governance have 
many tasks: authority, data stewardship, business rules, collaboration, accountability and 
culture attitude (Pokharel, 2013). Figure 3.3 shows the people and organisational bodies 
factors for traditional data governance. 
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Figure 3.3 People and organisational bodies taxonomy in traditional data governance 
 
• Policy and Process 
The aim of a data governance policy is a set of measurable rules for a series of data 
management functions, in the context of organisational scope and policy, for ensuring the 
benefit of a business process (Thomas, 2006). The data governance processes also aim to 
describe the methods used to govern data, and these processes should be standardised, 
documented and repeatable (Thomas, 2006; Soares, 2012). Data governance policies and 
processes should be crafted to support regulatory and compliance requirements for data 
management functions. The policy and process aspects in traditional data governance 
comprise the following: principles, policies, standards and processes. All of these aspects 
consist of defining the statement, rationale, implications and key actions. Figure 3.4 shows 
the policy and process factor for traditional data governance. 
 
Figure 3.4 Policy and process factor in traditional data governance 
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• Technology 
Technology is the most important factor to achieve data governance benefits for 
organisations, and it aims to automate, enforce and control data governance policies. 
Therefore, the role of technology is important after the data governance policy and process 
have been approved by the data governance committee. Technology in data governance refers 
to the engineering methods responsible for implementing and measuring the data governance 
policy. The data governance teams must develop a plan for using the technical tools to 
support the data governance polices within the context of the roles, responsibilities and 
accountabilities (Thomas, 2006; Begg & Caira, 2012). The technology factors in traditional 
data governance are hardware, software and monitoring tools. Figure 3.5 shows the 
technology factors for traditional data governance. 
 
Figure 3.5 The technology factors in traditional data governance 
 
3.4.2. Cloud Data Governance 
Cloud data governance is the second part of the data governance taxonomy in this study, and 
it is the main focus area in this research. Data governance is one of the most important issues 
in the cloud; also, it is an important aspect that contributes to cloud consumers maintaining 
control over and trust in their data when they move to the cloud provider’s environment 
(Catteddu & Hogben, 2009; Tweneboah-koduah, 2014). The research on data governance in 
general and in cloud computing in particular is still limited and in its infancy (Wende, 2007; 
Nwabude et al., 2014). Cloud data governance is an often neglected but necessary component 
of successful cloud computing adoption in organisations. There is a strong consensus that 
cloud computing will lead to changes in the strategy of traditional data governance in 
organisations (Trivedi, 2013). Cloud data governance is a term for applying specific 
functions (e.g., policies and principles) to gain data control in cloud computing services. The 
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goal of cloud data governance is to gain control of cloud consumer data when it is located in 
the cloud provider’s environment. Ideally, cloud data governance complements or is 
integrated into existing data governance processes and it is viewed as an ongoing process. 
Therefore, this study aggregates all the aspects that data governance needs to implement in 
the context of cloud computing in one taxonomy. The taxonomy of cloud data governance 
consists of 10 key elements: data governance office structure, data governance policy and 
process, cloud deployment model, service delivery model, cloud actors, service level 
agreement (SLA), organisational context, technological context, legal context and monitor 
matrix (see Figure 3.6). 
 
 
 
Figure 3.6 Cloud data governance taxonomy 
• Data Governance Office Structure 
A data governance office structure is a key resource for organisations that need to be 
deliberate about how they use data resources and control their data when it moves to the 
cloud computing environment. The data governance office partners with various business 
units to set data governance standards and policies for cloud computing services. This 
includes how data is formatted, stored and accessed in the cloud. It also monitors all data 
C
lo
u
d
 D
at
a 
G
o
v
er
n
an
ce
 
Data Governance Office Structure
Data Governance Functions
Cloud Deployment Model
Service Delivery Model
Cloud Actors
Organisational
Technological
Legal Context
Service Level Agreement 
Monitor Matrix 
Chapter Three                                             A Strategy Framework for Cloud Data Governance  
80 
types in the cloud to ensure compliance with data governance standards and policies, and 
drives the continuous improvement of data quality for organisation. This means that the data 
governance structure includes many work groups. They have to continue working closely 
with the business unit to make significant changes to how data is managed in cloud 
computing. The office is also responsible for building the data governance process and policy 
for cloud computing services, and the distribution of the roles and responsibilities among 
cloud actors. The data governance office structure for cloud computing involves many 
individual members and working groups: executive sponsorship, data management 
committee, compliance committee, data stewardship team, cloud manager, cloud provider 
members, IT members and legal members. Figure 3.7 shows the data governance office 
structure for cloud data governance. In addition, each part of this taxonomy has sub-
taxonomies, all of which will be discussed by this study.   
 
 
  
Figure 3.7 Data governance structure for cloud data governance   
 
• Data Governance Functions  
Establishing consistent policies, standards and operating processes to ensure the accuracy, 
availability and security of data should be part of the data governance strategy as well as 
defining the organisation’s data assets (Ladley, 2012). Therefore, the data governance team 
has to define all data governance polices that support the cloud consumers’ concerns when 
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moving their data to a cloud environment. The data governance policy must comply with 
business policy. The data governance functions (policy and process) can help the organisation 
to make cloud service decisions such as the geographic distribution of data stored, processed 
and in transit, regulatory requirements, data management requirements and audit policies 
(Mary et al., 2011). Good data governance in cloud computing requires transparency and 
accountability, which lead to appropriate decisions that foster trust and assurance for cloud 
consumers (Groß & Schill, 2012; Tountopoulos, 2014). All of these factors should be 
considered when establishing data governance rules for cloud computing services. Thus, the 
cloud provider must follow these rules, which will be written in the SLA. The data 
governance functions for cloud data governance include process, standard, principles and 
procedure. Additionally, the data governance set should include compliance, transformation, 
integration, management, auditability and transparency. Figure 3.8 shows the data 
governance function and its concerns for cloud data governance. 
 
Figure 3.8 Data governance functions and its concerns for cloud data governance 
 
• Cloud Deployment Model 
The deployment model is the basis of cloud computing, and it means that an organisation 
should consider how clouds can be deployed (Mell & Grance, 2011). Cloud computing may 
be deployed privately or hosted on the premises of the cloud customer, shared among a 
limited number of trusted partners, hosted by a third party, or be a publicly accessible service 
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(Eugene, 2013). Therefore, the roadmap of data governance varies greatly based on the cloud 
deployment models supported (public, private, hybrid, community)(Weber, 2011). The data 
governance teams should consider the different characteristics of these deployment models 
when implementing data governance for cloud computing services. Therefore, the data 
governance approach for the cloud can help organisations to keep control of their data at 
different stages of deployment. This consideration will assist an organisation to achieve 
strong data governance for cloud computing services. The cloud deployment models that are 
considered to be part of cloud data governance are private, public, hybrid and community. 
Figure 3.9 shows the cloud deployment model types for cloud data governance. 
 
Figure 3.9 Cloud deployment model types for cloud data governance 
 
• Service Delivery Models 
Cloud computing technology provides on-demand and pay-per-use access in different ways 
to elastic virtualised computing resource pools(Mell & Grance, 2011). These resources are 
abstracted to services so that cloud computing resources can be retrieved as infrastructure 
(IaaS), platform (PaaS) and software (SaaS) services respectively (Groß & Schill, 2012). As 
the cloud computing environment is very different from traditional IT outsourcing in the 
service delivery model, it requires a new approach to data governance and 
management(Becker et al., 2014). Moving to the cloud environment forces the cloud 
consumer to accept the control of the service provider on a number of important issues and 
areas of the business process(Arturo & Alvarez, 2011). To avoid the potential pitfalls of 
extending data governance to the cloud paradigm, organisations should put in place and 
sustain a practical data governance framework to ensure that the cloud computing 
infrastructure and operations are as secure, if not more so, than traditional IT governance 
approaches (Becker et al., 2014). Also, the cloud consumers lose control over their data in 
C
lo
u
d
 D
ep
lo
y
m
en
t 
M
o
d
el
s 
Private Cloud
Public Cloud
Hybrid Cloud
Community Cloud
Chapter Three                                             A Strategy Framework for Cloud Data Governance  
83 
these models. Therefore, the data governance approach for the cloud services should involve 
all cloud service models. The cloud service delivery models that are considered to be part of 
cloud data governance are Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and 
Software as a Service (SaaS). Figure 3.10 shows the cloud service delivery model type for 
cloud data governance. 
 
Figure 3.10 Cloud service delivery model for cloud data governance 
 
• Cloud Actors 
The term ‘cloud actors’ refers to a person or an organisation that participates in a process or a 
transaction and/or performs tasks in the cloud computing environment. According to the 
NIST, cloud computing reference architecture defines five major actors: cloud consumer, 
cloud provider, cloud auditor, cloud carrier and cloud broker (Lui, 2011). As increasingly 
large amounts of data (e.g., personal and confidential) are transferred to the cloud, 
stakeholders’ interactions change and responsibilities are allocated across the entire cloud 
among the cloud actors (Felici et al., 2013). Data governance in the cloud therefore requires 
understanding, moderating and regulating the relationships among cloud actors, and 
identifying the roles and responsibilities between them (Badger et al., 2011).  
The data governance team in an organisation must identify all the responsibilities and 
accountability that support the cloud actors’ roles in data governance for the cloud services. 
The cloud actors that are considered to be part of cloud data governance are the cloud 
consumer, cloud provider, cloud auditor, cloud carrier and cloud broker. Figure 3.11 shows 
the cloud actors for cloud data governance. 
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Figure 3.11 Cloud actors for cloud data governance 
 
 
• Service Level Agreement (SLA) 
One key issue for cloud computing consumers is to provide governance for data that they no 
longer directly control (Cochran & Witman, 2011). One of the best solutions for this issue is 
service level agreements (SLAs) between cloud actors. Cloud SLAs are important to clearly 
set expectations for services between cloud consumers and providers and to provide guidance 
to decision makers on what to expect and what to be aware of with regard to cloud computing 
requirements(Chawngsangpuii & Das, 2014). Before evaluating any cloud SLA, cloud 
consumers must first develop a strong business case for the cloud services, with data 
governance-level policies and requirements, and a strategy for their cloud computing 
environment. The SLA should contain a set of guidelines and policies to assist client 
organisations with defining governance plans for data they may choose to move to a cloud 
provider (Cochran & Witman, 2011).  
These have to comply with legal and regulatory requirements. All of these policies can be 
negotiable between the cloud consumer and cloud provider to identify the target level of data 
governance before the contract is drawn up. The SLA for cloud data governance includes 
data governance functions, data governance requirements, roles and responsibilities, and data 
governance metrics and tools. Figure 3.12 shows the SLA elements for cloud data 
governance. 
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Figure 3.12 SLA elements for cloud data governance 
 
 
• Organisational  
Data governance is a major mechanism for establishing control of an organisation’s data 
assets and enhancing its business value (Ladley, 2012). It is also a critical element in 
implementing a sustainable data management capability that addresses enterprise information 
needs and reporting requirements. The data governance team should work closely with the 
business representatives in an organisation; this will help them to define the data governance 
roadmap, and to establish priorities and realistic time frames that are aligned with the 
organisational circumstances and goals (Otto, 2011). Therefore, the data governance 
functions have to comply with the organisational requirements. The organisational context is 
an important factor in the data governance strategy for cloud computing, because it 
encourages top management to support the implementation of data governance (Groß & 
Schill, 2012). The organisational context means defining all the internal factors that the 
organisation must consider when it manages risks. There are three perspectives for the 
organisational context: strategic, tactical and operational. The data governance for cloud 
computing services should comply with these perspectives. The organisational context for 
cloud data governance includes organisation charts, organisation vision and mission, 
organisation strategy, business model, decision-making processes, training plan, 
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communication plan and change management plan. Figure 3.13 shows the organisational 
context elements for cloud data governance. 
 
Figure 3.13 Organisational context in cloud data governance 
 
• Technical 
The technical context represents the issues related to data that will affect the decisions about 
cloud computing adoption (Alkhater et al., 2014) and the data governance implementation for 
cloud computing services. The data governance team intending to implement data 
governance for cloud computing services needs to align all the technological characteristics 
available at the organisation with the data governance strategy. Thus, the technological 
context should be considered when implementing a data governance solution for cloud 
computing services in an organisation.  
The technical issues that affect the implementation of data governance for the cloud services 
include availability, reliability, security, privacy, quality, compatibility, ownership, auditing, 
integrity, data lock-in and performance (Khajeh-Hosseini et al., 2010; Alkhater et al., 2014). 
This context is expected to be an important, positive and significant factor for decisions about 
data governance implementation. Figure 3.14 shows the technological context for cloud data 
governance. 
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Figure 3.14 Technical context for cloud data governance 
 
• Legal  
The legal context determines the external and internal law and regulatory elements related to 
data that might affect an organisation's intent to adopt cloud technology (Alkhater et al., 
2014), and these elements might affect the implementation of data governance for cloud 
computing services. In addition to these elements, the great legal concern is ensuring that 
data acquired under some form of contract is managed in compliance with such contracts. 
Therefore, the data governance team must understand what is implied about data in the 
contracts that exist before implementing a data governance strategy for the cloud services. 
Also, they must understand the legal/compliance/regulatory issues impacting data(Olaitan, 
2016). Failure to comply with the law when dealing with confidential data erodes trust, which 
can seriously damage the view of the top management in an organisation about the 
trustworthiness of the cloud provider’s services (Mell & Grance, 2011).  
This context is expected to be an important and positive significant factor for the decision 
about data governance implementation. The legal context for cloud data governance includes 
data protection acts, change of control acts and cloud regulations. Figure 3.15 shows the legal 
context for cloud data governance. 
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Figure 3.15 Legal context in cloud data governance 
• Monitor Matrix  
The monitor matrix in data governance is the exercise of authority, control and shared 
decision making over the management of data assets (Salido & Cavit, 2010). The monitor 
should be applied to all phases of the data governance framework to ensure the enforcement 
of data governance functions (principles, policy, process, role and responsibility) and the 
monitoring of risk management between the cloud actors (Mosley, 2008). Moreover, the 
monitor should be applied to ensure that all points of data governance in the SLA are applied 
by the cloud provider. It is important to ensure that the data governance complies with 
organisational, technical and legal contexts and to include this in the monitor matrix. The 
cloud control matrix is one of the most important factors that should be included in the 
monitor matrix (Cloud Security Alliance, 2015) as it will assist with minimising the impact of 
confidential data loss when data is moved to the cloud environment. The data governance 
monitor matrix for cloud computing services includes a cloud control matrix, key 
performance indicators (KPIs) and monitoring tool. Figure 3.16 shows the monitor matrix for 
cloud data governance. 
 
Figure 3.16 Monitor matrix for cloud data governance 
Figure 3.17 shows the data governance taxonomies that include details for each taxonomy.  
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Figure 3.17 the data governance taxonomies that include details for each taxonomy 
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3.5. Key Dimensions of Data Governance 
Many researchers have recognised a need to implement data governance for cloud computing 
(Wendy, 2011; Rimal et al., 2011; Felici et al., 2013). In order to do this, the key dimensions 
must be identified. Identifying the specific data governance dimensions for cloud services is 
potentially a complex process and consequently it needs considerable investigative efforts 
and to involve different stakeholders. To the best of the researcher’s knowledge and 
following the aforementioned systematic review, there is no published research that defines 
the key dimensions of data governance for cloud computing.  
 
In contrast, for traditional IT (non-cloud) computing, although scarce, there is some reported 
research. Therefore, the key dimensions for non-cloud and cloud computing are identified 
and extracted in this section based on the results of the data governance taxonomy in section 
3.4 above.  
 
As illustrated earlier in this chapter, although the data governance for non-cloud and cloud 
computing has some similarities at a higher level, it differs significantly in the details, in 
addition to the fact that some new factors are related only to cloud technology. Therefore, it 
is useful to discuss these similarities and differences. In this section, the key data governance 
dimensions for cloud computing are developed based on the results of the systematic review 
presented in chapter two, and on the results of the data governance taxonomy presented in 
this chapter. 
 
 Figure 3.18 is the author’s view of the key dimensions that could drive data governance for 
non-cloud environments, according to the compiled literature. Data governance for traditional 
IT could be built upon six dimensions, which are described below:  
 
1. Data governance function.  
2. Data governance office structure.  
3. Organisational.  
4. Technical.  
5. Environmental. 
6. Measuring & monitoring tools. 
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Figure 3.18 Key dimensions for data governance for non-cloud computing 
The cloud paradigm, however, introduces new factors that need to be taken into consideration 
when designing and implementing any cloud data governance programme. These new factors 
are described below. By considering these new factors, the key dimensions for implementing 
data governance for cloud computing are derived, as depicted in Figure 3.19.  
• Cloud Deployment Models: This is an important factor to consider in data 
governance. There are primarily four cloud deployment models that differ in terms of 
their level of risk and concerns about control and security, and contractual barriers. 
They are public, private, hybrid and community. To address data governance, the 
level of risk and complexity of each cloud deployment model must be taken into 
consideration (Mell & Grance, 2011). 
• Service Delivery Models: The cloud service can be categorised into three delivery 
models: SaaS, PaaS and IaaS (Bulla et al., 2013). In some of these models, the cloud 
consumer loses control over their data, because the cloud provider has responsibility 
for managing some components in these models (Kshetri, 2012). Therefore, the data 
governance teams should consider all the characteristics of the service delivery model 
and define the policy to enforce control roles and responsibilities.   
• Cloud Actors: They are also a critical factor in data governance for cloud services. 
The term ‘cloud actors’ refers to a person or an organisation that participates in a 
process or a transaction and/or performs tasks in the cloud computing environment. 
According to the NIST, cloud computing reference architecture defines five major 
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actors: cloud consumer, cloud provider, cloud auditor, cloud carrier and cloud broker 
(Kshetri, 2012). All of them have special roles and responsibilities in the cloud, so the 
data governance teams must define the roles and responsibilities for all cloud actors. 
• Service Level Agreement (SLA): One key issue for the cloud consumer is to provide 
governance for data that it no longer directly controls (Cochran & Witman, 2011). 
Contractual barriers between cloud actors are increased. The SLA is an agreement 
that serves as the foundation of expectation for service(s) between the cloud consumer 
and the provider. The agreement states what services will be provided, how they will 
be provided and what happens if the expectations are not met. Therefore, the SLA is 
an important factor for data governance; thus, the cloud consumer and provider have 
to negotiate all aspects of data governance before developing the SLA. As a result, 
these agreements are in place to protect both parties. 
• Data Governance Function: This factor includes important activities for data 
governance which the data governance teams have to take into account when 
implementing a data governance programme (Power & Street, 2013). The outcomes 
from this activity are the policies, principles, processes, decision right, roles and 
responsibilities, communication plans and change management. Therefore, this factor 
is considered the master dimension for data governance and it must comply with the 
other dimensions to produce effective data governance. 
• Data Governance Office Structure: Designing the data governance office structure 
is an important factor to ensure that requisite roles and responsibilities are addressed 
throughout the enterprise at the right organisational levels (Panian, 2010). Several 
common data governance roles have been identified in existing studies on data 
governance; they are Executive Sponsor, Data Governance Council, Data Governance 
Office, Chief Steward, and Business and Technical Data Steward (Wende, 2007; 
Weber et al., 2009). Therefore, they have to collaborate to formulate data governance 
bodies. 
• Organisational: Organisational factors are important for the success of data 
governance (Power & Street, 2013). Data governance requires change management in 
the organisation. It also requires the participation and commitment of IT staff and 
business management, and senior-level executive sponsorship in the organisation 
(Weber et al., 2009b). Moreover, top management support is considered to be the CSF 
for the implementation of data governance (Panian, 2010). The organisation’s staff 
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need to learn about the data governance function, therefore the top management’s 
support will help to improve the staff’s skills. 
• Technical: Technology is the key element for data governance success (Fleissner et 
al., 2014). Therefore, a lack of technology is considered to be a common barrier to 
successful data governance. The technical dimension represents the data management 
issues that will affect an organisation’s strategy such as security, privacy, quality and 
integrity. Thus, organisations that are intending to implement data governance need to 
assess all the technological characteristics that are available to them to achieve 
effective data governance. 
• Environmental: Environmental refers to external environmental factors such as 
government legislation and data protection acts (Power & Street, 2013). The data 
governance teams should consider all aspects of environmental factors when designing 
data governance functions. This means that the data governance functions have to 
comply with this factor. This will contribute to building strong data governance in the 
organisation. 
• Measuring & Monitoring Tool: Measuring and monitoring supports ongoing data 
governance efforts to ensure that all incoming and existing data meets business rules 
(Thomas, 2009). Adding a monitoring component to the data governance programme 
will enhance data quality efforts and make data much more reliable (ISACA 2016).  
 
Figure 3.19 Proposed key dimensions for cloud data governance 
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As mentioned above, the six dimensions are common when implementing data governance for 
cloud or non-cloud (traditional IT) computing; however, they differ in their implementation. 
3.6. Definitions of a Strategy Framework for Cloud Data 
Governance  
As illustrated earlier in chapter One, there is currently no agreed-upon definition for a data 
governance framework within the literature. In order to determine what data governance is, 
chapter One in this study referred to some different definitions offered in the literature. 
However, a strategy framework to implement a cloud data governance programme is even 
harder to define because the area is both novel and constantly evolving. Therefore, to ensure 
consistency within this work it is necessary to provide a definition for a strategy framework 
for cloud data governance.  
 
This novel definition is as follows: a strategy framework for cloud data governance is one 
that operates within the unique features of cloud environments and allows the development of 
a strategy to understand how to design, deploy and sustain an effective data governance 
programme for decisions rights and accountabilities. It encourages desirable behaviour in the 
use of data within the cloud environment by developing policies, guidelines and standards 
that are consistent with the organisation’s strategy and integrating these within the cloud 
computing context. Throughout the rest of this study this definition will be the basis of the 
meaning of a strategy framework for cloud data governance. 
 
3.6.1. Aim of the Framework 
The aim of this framework is to provide a strategy that will help organisations to understand 
the processes involved in designing, deploying and sustaining an effective cloud data 
governance programme.  
 
3.6.2. Analysis of Existing Data Governance Frameworks 
Given the diverse nature of the existing data governance frameworks and the key dimensions 
of cloud data governance described in this chapter, this research examined existing 
frameworks for their use to support the development of a new framework. Table 3.3 shows 
the data governance frameworks comparison chart. 
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Table 3.3 The data governance frameworks comparison chart 
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As can be seen, none of the existing frameworks are completely suitable for the cloud 
paradigm in three important ways. First, they are all targeted towards organisations that have 
adopted traditional IT (in-house) infrastructures. This study recognises that, although 
important for successful implementation, cloud computing characteristics were not 
considered in these frameworks. Second, whereas the existing frameworks can meet the 
needs of traditional IT (in-house), they do not provide a comprehensive framework within 
which organisations can implement data governance for cloud services in a coordinated way 
involving all cloud computing actors; thus, the cloud consumers might not be able to identify 
their roles and responsibilities. Finally, the important phases in designing a strategy for 
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understanding how to implement cloud data governance in organisations were not considered 
in the existing frameworks. 
3.7. The Proposed Cloud Data Governance Framework 
The gap analysis exposed several gaps in all of the previous studies and proposed 
frameworks. The gap was presented in section 3.6.2 – that is, cloud computing characteristics 
were not considered in the existing data governance frameworks in the literature. It was 
therefore realised that in order to mitigate the gaps identified within the literature, it is 
necessary to develop a novel data governance framework for cloud computing. The proposed 
cloud data governance framework addresses the identified gaps and seeks to satisfy the data 
governance requirements for organisations. It facilitates an understanding of preserving 
governance from different stakeholders’ perspectives and builds a communal agreement on 
the data governance requirements of cloud computing services. The proposed framework in 
this study contains five key phases; the main tasks in each phase in the framework are based 
on the interdependencies among its components, and these components should be performed 
when developing data governance. These phases are the following: initial, design, deploy, 
monitor, and sustain phases. 
 
All the phases of the framework are involved in the process of data governance 
implementation for cloud computing services and each phase has a specific task. 
Furthermore, each phase in the framework builds upon the previous one. The initial phase 
covers the understanding of data governance, the data governance situation in the 
organisation and the data governance requirements in order to implement it for cloud 
services. The design phase covers all the tasks that the cloud consumers should complete to 
design data governance strategy requirements. The deployment phase covers the tasks and 
activities required to complete and implement data governance for cloud services. The 
monitoring phase covers all the monitoring tools required to support ongoing data 
governance efforts to ensure that the data governance is implemented correctly, and that it 
meets the cloud consumer’s requirements. The sustain phase covers the important factors that 
promote the sustainability of the data governance strategy, and help the cloud consumers to 
improve their data governance. Figure 3.20 shows the cloud data governance framework 
architecture. 
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Figure 3.20 Cloud data governance framework phases  
 
3.7.1. Detailed Phases of the Proposed Framework 
In this section, the phases of the framework are described in detail, including the processes 
and procedures that are important to perform to achieve the goals of each phase. The 
framework phase details have emerged as a result of the literature review, which included 
CSFs and cloud data governance dimensions. In addition, each component in these phases 
depends on having an understanding of cloud computing characteristics, which have been 
neglected in the literature.  
a) Initial Phase  
This phase covers the understanding of data governance, the data governance situation in the 
organisation and the data governance requirements to implement it for cloud services. This 
phase includes four components: cloud data governance office, business case, assessing cloud 
data governance, and cloud data governance requirements. These are the general components 
most frequently mentioned in the literature on data governance (Wende & Otto, 2007; 
Wende, 2007; IBM, 2007; Rifaie et al., 2009) and adopted in this proposed framework. Other 
sources of information do not explicitly refer to the phase components, but suggest similar 
concepts equivalent to the components of the initial phase of the proposed cloud data 
governance strategy (Ibm, 2007). Each component in this phase needs to take into account 
the cloud computing characteristics, which have been ignored so far in the existing literature. 
Figure 3.21 shows the proposed components of the initial phase.  
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Figure 3.21 The proposed components of the initial phase 
• Cloud Data Governance Office 
Establishing the structure of the data governance office is a critical step to ensure that 
representative groups at all levels are involved (Niemi, 2011). In the literature, data 
governance practitioners and researchers have made a number of recommendations for 
establishing data governance structures in organisations (Wende & Otto, 2007; Wende, 2007; 
IBM, 2007; Rifaie et al., 2009). The data governance structure is important as a clear 
structure ensures that individuals within the organisation understand their role and 
responsibilities within the broader data governance effort for cloud computing services 
(Felici et al., 2013). In the present study, the cloud data governance office is structured 
according to the representative groups who are involved in data governance for the cloud. To 
establish a cloud data governance office, the organisation needs to consider three elements: 
cloud data governance structure including all stakeholders, communication plan, and roles 
and responsibilities, as shown in Figure 3.22.  
 
Figure 3.22 Main elements of the cloud data governance office 
• Business Case  
The business case can be defined as “a formal document that summarises the costs, benefits 
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and impact of an investment” (Maes et al., 2014, p.47). Some researchers and practitioners 
refer to the importance of the business case for data governance (Wende, 2007; Otto, 2011). 
In addition, they show how an established business case for data governance is the CSF when 
implementing effective data governance. The main activities in this component involve 
finding and exploring opportunities to bring profits to the organisation that can be derived 
from effective cloud data governance, defining the data governance vision and mission, the 
cost of data governance, and its benefits and risks. It also involves determining the 
organisation’s expectations and the needs with respect to data governance for cloud 
computing and resolving possible conflicts that may arise while considering possible changes 
necessary for implementing it (Ladley, 2012).  
• Assess  
Assessment can be defined as “a process by which information is obtained relative to some 
known objective or goal”(Kizlik, 2012, p.1). In data governance contexts, assessment refers 
to the ability of the organisation to govern and to be governed (Weber et al., 2009). In the 
literature, researchers have considered the assessment of data governance in organisations, 
concluding that the prior implementation of an assessment strategy is important to achieve 
effective data governance (Wende, 2007; Traulsen & Tröbs, 2011). Furthermore, once the 
cloud data governance business case is understood and approved by top management in the 
organisation, the data governance team can establish and set the criteria for assessing data 
governance in their organisation. The main activities of the data governance assessment 
process involve determining the current state of data governance, the mechanisms and the 
capability of an organisation (Ladley, 2012) to change some of its processes when 
implementing data governance for cloud computing services. It is necessary to identify the 
risk and any issues that may emerge when data moves to cloud computing environments. 
Therefore, the assessment process helps an organisation to measure how well equipped it is in 
a particular area of data governance or to prepare it for a new effort.  
• Cloud Data Governance Requirements 
Identifying the cloud data governance requirements is an important task in the initial phase, 
therefore the policies, rules, process and principles of engagement must be outlined in 
advance (ISACA 2016). Data governance should also be flexible so that it can be expanded 
or contracted depending on an organisation’s needs. The literature does not explicitly refer to 
this task, but suggests similar concepts within the initial phase of data governance 
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development (IBM, 2007). Designing data governance means tailoring it to an organisation’s 
specific culture, organisational structure and current decision-making processes (Russom, 
2008). However, organisations that have strong data governance for on-premises applications 
cannot depend on its effectiveness in cloud environments. Furthermore, the cloud data 
governance framework should consider the requirements of data governance for traditional IT 
computing as well as those specific to cloud computing. In addition, data governance for 
cloud computing services must include solid rules, because the features offered by the cloud 
providers vary (Eugene 2013). Therefore, organisations may need to rewrite rules that are no 
longer adequate when they need to move their data and services to cloud computing 
environments (Eckerson, 2011; Alkhater et al., 2014). As a result, the rules of data 
governance are very important for cloud consumers, who must identify their data governance 
requirements before implementing the transfer.  
As a result, the main deliverables of this phase involve the setup of many initial activities to 
launch the cloud data governance strategy. They involve establishing the structures of a cloud 
data governance office, building a data governance business case, assessing the current data 
governance in the organisation, and identifying the data governance requirements for cloud 
computing services. These activities enable cloud consumers to know their requirements, to 
take control of their data in the cloud, and to define their target level when they implement 
data governance for the cloud.  
b) Design Phase 
 
This is an important phase in the framework, which aims to design cloud data governance 
activities. The design phase includes four components: cloud data governance functions 
(covering issues related to data), integration with cloud computing characteristics, alignment 
with other strategy efforts in the organisation, and understanding the contractual context. 
Most of the current research on data governance is focused on some of the components in this 
phase such as data governance functions and alignment with other strategy efforts in the 
organisation (Wende & Otto, 2007; Cheong & Chang, 2007; Rifaie et al., 2009). However, 
the previous studies did not take into account the integration with cloud computing 
characteristics and the contractual context because they were concerned with internal data 
governance design. However, the advent of cloud technology means that cloud computing 
characteristics and the contractual context should be considered in data governance design. 
Figure 3.23 shows the proposed components of the design phase.  
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Figure 3.23 The proposed components of the design phase 
• Cloud Data Governance Functions 
Data governance functions relate to the functional areas that the data governance team have 
to understand and undertake when implementing a data governance programme (Wende & 
Otto, 2007). Most previous studies show that the data governance functions are the backbone 
of data governance (Cheong & Chang, 2007; Wende, 2007; Rifaie et al., 2009; Otto, 2011). 
Thus, the data governance functions play an important role in implementing effective data 
governance. In cloud data governance, the cloud data governance office will establish the 
data governance functions based on an assessment report, covering issues related to data in 
the cloud, such as compliance, transformation, integration, management, accountability, 
auditability and transparency, and avoidance of conflicts of interest. Therefore, this 
component involves identifying the data governance functions in order to establish levels of 
control in the cloud environments, taking account of an organisation’s capabilities. The main 
functions that have been reported in the literature are policy, process, procedure and 
standards.  
• Integrating with the Cloud Computing Context 
Moving data to cloud computing environments has become a growing trend for many 
organisations in the last few years (Sengupta et al., 2011). There is, as a consequence, a 
growing worry about the security, integrity and confidentiality of data stored in cloud 
computing environments (Sengupta et al., 2011). Existing studies on data governance do not 
take into account issues concerned with integrating older systems with cloud computing 
characteristics because they focus on traditional IT and data governance designs internal to 
organisations. Since the advent of cloud technology, it is important to consider cloud 
computing characteristics in the cloud data governance design. The main process in this 
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component involves integrating the cloud data governance functions with those relating to the 
cloud computing context, which includes integration with cloud deployment models (public, 
private, hybrid, community) and service delivery models (SaaS, PaaS, IaaS) (Bumpus, 2010). 
The different characteristics of each model will be considered in this component. Thus, this is 
an important component for implementing data governance in cloud computing 
environments.  
• Align with Other Strategies  
The main activity is to align data governance functions with other strategy efforts in the 
organisations that own data (Niemi, 2011). Most previous studies show that the alignment of 
data governance functions with other strategies in an organisation is important in order to 
implement effective data governance, and to avoid process errors caused by conflicts with 
other strategies (Wende & Otto, 2007; Rifaie et al., 2009; Otto, 2011). Previous studies in the 
literature have considered the importance of alignment with data governance functions such 
as business strategy, organisational context, technical context, corporate governance and IT 
governance (Wende & Otto, 2007; Cheong & Chang, 2007; Otto, 2011). On the other hand, 
other strategies have been ignored in previous studies, which do not consider the design of 
data governance for the cloud computing environment, including its environmental context 
(e.g., cloud regulation) and cloud governance. In addition, in this study’s framework, this 
component aims to align all the strategies in the organisation with cloud data governance 
functions.  
• Contractual Context  
Developing the contractual context is important for the successful implementation of any 
project (Joint & Baker, 2011), and it is important to draft an SLA between the cloud 
consumer and cloud provider (Cochran & Witman, 2011). Previous studies ignore this 
because they focus on data governance in traditional IT environments and internal operations. 
In the present framework, the contractual context will be considered as part of the design for 
data governance for cloud services. The main activity in this component involves developing 
data governance level agreements between the cloud consumer and cloud provider. It begins 
with negotiation between the cloud consumer and provider to verify the ability of the latter to 
achieve the required level of cloud data governance. Thus, this contractual arrangement 
constitutes an agreement in which the cloud consumer and provider will make their best 
effort to achieve the cloud data governance objectives. At the end of the process, the cloud 
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data governance level agreements will form part of the SLA. 
c) Deploy Phase 
This phase involves implementing all the processes of cloud data governance in the real 
world (Felici et al., 2013). Thus, this phase represents the execution of activities related to the 
cloud data governance programme. The main aim of this phase is to manage the 
transformation of data assets that are non-governed so that they become governed. In this 
phase, many components that are important for completing the implementation of the cloud 
data governance programme need to be considered. The phase consists of two components: 
the configuration of the cloud data governance programme and its implementation. In the 
literature, a few studies refer to the components in this phase, while others do not explicitly 
refer to them but suggest similar concepts within the initial phase of implementing data 
governance (Ibm, 2007; Otto, 2011; Groß & Schill, 2012). Figure 3.24 shows the proposed 
components of the deploy phase. 
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Figure 3.24 The proposed components of the deploy phase 
 
• Configuring the Cloud Data Governance Programme  
This component is the first step towards executing cloud data governance in the real world. 
The main activity in this task involves configuring the cloud data governance activities that 
are defined in the design phase. Another outcome is the configuring of specific 
responsibilities for each cloud data governance committee and team.  
• Implementing the Cloud Data Governance Programme 
This component is the final step towards launching the cloud data governance programme in 
the real world. The main activity involves executing the cloud data governance activities in 
order to achieve the programme’s objective. Therefore, this component helps cloud 
consumers to manage the transformation of their data assets to the cloud provider’s 
environment, from non-governed to governed (Poor, 2011).  
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d) Sustain Phase  
This phase is crucial for the proposed framework because it aims to enable the sustainability 
of cloud data governance in the organisation over time. The literature shows that establishing 
sustainable data governance is a critical factor for the implementation of an effective data 
governance, and to ensure that data governance continues, improves and remains able to 
achieve its objectives (Truong & Dustdar, 2012). Some researchers show that this phase 
never ends, and that it is not really a phase with distinct start and stop dates (Ladley, 2012). 
There will always be a need to manage the transformation of non-governed data assets in the 
cloud so that they become governed. In the literature, many tasks have been presented as a 
means to achieve sustainability in data governance (Rifaie et al., 2009; Traulsen & Tröbs, 
2011). The most frequently discussed tasks will be considered in the present framework. In 
this study’s framework, the sustain phase includes four components: identify CSFs, education 
and training plan, execute the change management plan, and execute the cloud data 
governance change plan. Figure 3.25 illustrates the proposed components of the sustain 
phase. 
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Figure 3.25 The proposed components of the sustain phase 
• Identify Critical Success Factors 
Critical success factors (CSFs) can be defined as “the factors which if addressed, 
significantly improve project implementation chances”(Amberg et al., 2005, p.2). Their 
identification is the first step in the sustain phase of cloud data governance. Several studies 
have indicated that the identification of CSFs is very important for effective data governance 
(Wende & Otto, 2007; Wende, 2007; Traulsen & Tröbs, 2011). The main activities in this 
component involve identifying the CSFs that need to be addressed to achieve an effective 
cloud data governance programme, and to help the cloud data governance programme to 
continue for a long time. The CSFs will need to consider new mechanisms and technology 
that relate to data governance and cloud computing. Having identified the CSFs, cloud 
consumers should be prepared to change some processes in their organisation to sustain cloud 
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data governance.  
• Education and Training Plan 
The provision of an education and training plan is an important task to enable data 
governance to continue and to improve the process (Cheong & Chang, 2007). In the 
literature, most researchers refer to the training plan as an important task for the education of 
data governance members and data users on implementation (Cheong & Chang, 2007). In 
addition, setting up a training plan contributes to sustaining the cloud data governance 
programme. Education and training plans have to consider distinct levels of training, 
including setting the stage as well as educating those with a high-level view of data 
governance. They also need to cover awareness and ability to use cloud data governance 
policies and procedures, as well as actual hands-on development for use of new procedures 
and tools (Traulsen & Tröbs, 2011). Over time, educational and training material will require 
updating; this updating will be based on changes to the cloud data governance programme 
and cloud computing characteristics (Ladley, 2012).  
• Execute the Change Management Plan  
The change management plan is important when implementing data governance in an 
organisation, since it will help to align the data governance strategy with other strategies in 
the organisation (Ladley, 2012). In the literature, many researchers and practitioners suggest 
implementing a change management plan when applying data governance in organisations 
(Wende, 2007; Traulsen & Tröbs, 2011). Both sides agree that the execution of a change 
management plan is important to ensure that data governance continues (Ladley, 2012). The 
main activity in this component involves developing a formal change management plan for 
cloud data governance. This will require establishing metrics to measure change and 
identifying requirements for change (Ladley, 2012). Therefore, the change management plan 
should be fairly detailed, and should encompass the development of the cloud data 
governance structures so that the cloud consumer has well-managed data assets in the cloud 
computing environment.  
• Execute the Cloud Data Governance Change Plan 
The implementation of a change plan for data governance is important in order to improve 
and sustain current data governance in an organisation. In the literature, some studies 
recommend that the data governance team should implement plans to ensure that data 
governance is achieved in the right way and that it achieves its objectives (Truong & Dustdar, 
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2012). Therefore, the main activity in this component involves defining the change plan for 
cloud data governance. This change plan will be based on the requirements and elements that 
need to be addressed in order to ensure that cloud data governance is sustainable. In cloud 
data governance, many elements will need to be addressed, such as updating the cloud data 
governance functions based on an assessment of data risks in the cloud environment, 
improving and changing the cloud data governance level agreement between the cloud 
consumer and provider, training, monitoring, and ensuring a positive culture.  
In sum, the main deliverables of this phase involve activities that help cloud consumers to 
sustain and improve cloud data governance. These are identifying the CSFs, developing an 
education and training plan, executing a change management plan, and executing a data 
governance change plan. 
e)  Monitor Phase  
This phase is a significant phase in the proposed framework; it aims to support the 
monitoring of cloud data governance efforts, to ensure that all incoming and existing data in 
the cloud environment meet the cloud data governance rules. It also aims to ensure that the 
cloud provider considers and enforces the cloud data governance rules and requirements, and 
that cloud data governance is heading in the right direction. In the literature, most studies 
show that the monitoring of data governance activities will greatly enhance data quality and 
improve data management (Wende & Otto, 2007; Cheong & Chang, 2007; Wende, 2007; 
Fernandes et al., 2014). The outputs of the monitor phase (e.g. reports, alerts etc.) will allow 
the cloud consumers greater insight into the areas and processes that reduce the quality of 
data. This then highlights areas of focus in order to improve the processes. The monitor phase 
in the proposed framework will consider all the procedures that are in the other framework 
phases. Therefore, cloud consumers have to establish monitoring mechanisms and tools to 
ensure that they can maintain high levels of cloud data governance on an ongoing basis. 
There are two components that are considered in the monitor phase: metrics & KPIs, and 
tools. Figure 3.26 shows the proposed components of the monitor phase. 
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Figure 3.26 The proposed components of the monitor phase 
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• Metrics and KPIs 
Data governance cannot be managed without reliable metrics (Rifaie et al., 2009). Therefore, 
those involved in cloud data governance will need to develop a means to monitor their own 
effectiveness. The main activities in this component involve developing the metrics and KPIs 
for cloud data governance. The metrics and KPIs will evolve from simple surveys and the 
assembling of simple statistics for true monitoring of data governance activity in the cloud 
environment. The focus should be on the assessment of the various elements of data 
governance, and a range of data issues in cloud computing.  
• Cloud Data Governance Tool 
The selection of technologies used for monitoring cloud data governance is important. In the 
literature, most studies suggest that not only is designing a monitor tool important, but that 
these tools should be based on modern technology (Wende, 2007; Fernandes et al., 2014). 
Some work even suggests that monitoring cloud data governance in the organisation requires 
the latest technology (Shimba, 2010). However, the literature does not consider technology 
devoted to monitoring cloud data governance. Therefore, the main activity in this component 
involves developing an automated tool to monitor the activities of the cloud data governance 
programme. This tool should be based on modern technology compatible with cloud 
computing technology. The cloud data governance tool should consider the many activities of 
cloud data governance such as administration of the cloud data governance functions, 
administration of rules and responsibilities, and workflow for addressing cloud data 
governance issues and audits. Therefore, this tool will help cloud consumers to achieve an 
effective cloud data governance programme and make the correct decisions. 
3.7.2. Holistic Framework to Design, Deploy and Sustain Cloud Data 
Governance Programme  
The framework phases and their components were already discussed and described in detail 
in section 3.7.1. The organisations require a holistic framework to understand the important 
processes that help their decision makers to develop an effective cloud data governance 
programme. Therefore, this research therefore adopts a holistic view to develop a strategy 
framework for cloud data governance that covers all phases and their components. Figure 
3.27 presents the proposed strategy framework for cloud data governance, which includes the 
main phases of the framework and their components.  
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Figure 3.27 The proposed strategy framework for cloud data governance 
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3.8. Managing the Proposed Framework Implementation 
The proposed framework was developed based on five major phases, and each phase has 
important components. The proposed process is illustrated in Figure 3.28.  
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Figure 3.28 Stages to implement the cloud data governance framework 
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The management and implementation of this framework is a very important factor in securing 
the desired results. In this study, we propose a process for the successful implementation of 
the proposed framework. This process will be based on three stages: pre-implementation, 
implementation and post-implementation, and these are discussed below: 
a) Pre-Implementation Stage  
This stage refers to the preparation for the implementation of the proposed cloud data 
governance framework. Many factors should be addressed in this stage to ensure that the 
cloud data governance project is ready for implementation in the organisation. This stage 
covers the initial and design phases of the proposed framework, and its steps are described 
below:  
Step 1: Establishing a cloud data governance office responsible for defining cloud data 
governance requirements in organisations and monitoring cloud data governance 
implementation. 
Step 2: Establishing the structure for the cloud data governance office and identifying roles 
and responsibilities for the cloud data governance office teams or members. Additionally, in 
this step, the communication plan between the cloud data governance office teams or 
members should be addressed to create an effective office in the organisation. Thus, cloud 
data governance needs members that are involved in its structures; they may be cloud 
managers, cloud provider members and cloud brokers. In addition, in order to build the best 
cloud data governance office structure, the organisation should have classified representative 
groups involved in cloud data governance operating at three levels, namely strategic, tactical 
and operational. 
Step 3: Defining and building the cloud data governance business case to understand the 
value that cloud data governance can bring to the organisation (Eugene, 2013). The business 
case for cloud data governance will be concerned with the organisation’s ability to alter age-
old perceptions, to show the holistic impact of cloud data governance. It will try to persuade 
top management that this will lead to change outcomes through an improved business 
process. There are many steps that should be considered in the cloud data governance 
business case, such as the data governance vision and mission, the cost of data governance, 
and its benefits and risks.  
Step 4: Setting up a data governance assessment guide to determine the current state of data 
governance, mechanisms and the capability of an organisation to change some of its 
processes when implementing cloud data governance (Huang & Nicol, 2013). Evaluating and 
identifying the risks and issues relating to data when it moves to a cloud computing 
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environment form part of the assessment procedure (Catteddu & Hogben, 2009). In this step, 
the organisation (cloud consumer) also should assess its cloud data governance based on a 
cloud data governance maturity model to determine its current level and its target level for 
the cloud data governance programme.  
Step 5: Defining and identifying the essential requirements for cloud data governance. 
Identifying all requirements before implementing the cloud data governance programme is 
very important (Mell & Grance, 2011), and the cloud data governance requirements should 
be tailored to the organisation’s culture, organisational structure, requirements, budget and 
current decision-making processes. 
Step 6: Defining and establishing the cloud data governance functions. The data governance 
functions refer to master activities for data governance (Loshion, 2007), which data 
governance committees have to take into account when implementing the cloud data 
governance programme. The cloud data governance functions consist of many activities, 
namely the devising of policies, principles, process and standards, and determining who has 
the rights to make key decisions (The Data Governance Institute, 2015). Setting up the cloud 
data governance functions (good standards and practices) will help cloud consumers to gain 
control of their data in the cloud environment. Cloud business objectives and risks related to 
their data in the cloud environment should be considered when setting up the cloud data 
governance functions. Therefore, it is important that the organisation (cloud consumer) 
establishes the cloud data governance functions at the very first stage before choosing a cloud 
provider as this will lead to an effective cloud data governance programme. 
Step 7: Integrating the cloud data governance functions that have been defined in the 
previous step within the cloud computing context. The integration should be focused on 
integrating the characteristics of the cloud deployment models (public, private, hybrid, 
community) and service delivery models (SaaS, PaaS, IaaS) (Mell & Grance, 2011). This 
step is important to ensure that the consumer’s data is well governed in the different cloud 
deployment and delivery models. 
Step 8: Aligning the cloud data governance functions with other factors in other strategy 
efforts in the organisation. This alignment will help cloud consumers to achieve an effective 
cloud data governance strategy and programme (Lui, 2011). Thus, the cloud data governance 
strategy becomes one of several important strategies in the organisation (Cloud Security 
Alliance, 2015b). Any new strategy adopted in the organisation at a later point should align 
with the cloud data governance strategy. 
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Step 9: Defining the cloud data governance level agreement, which includes the cloud data 
governance requirements, before negotiating and developing a legal contract with the cloud 
provider.  
Step 10: Negotiating a cloud data governance level agreement with the cloud provider. In this 
step, the cloud consumer informs the cloud provider of its requirements for the cloud in 
general and, more specifically, for data governance, before moving its data to the cloud 
provider’s environment (Cochran & Witman, 2011). The cloud consumer should understand 
all the factors that may influence the negotiation before starting it. For example, they should 
understand the complex infrastructure of negotiations, and be aware of the context of the 
negotiation and negotiation culture. It is important that legal teams on both sides 
(consumer/provider) are fully involved in the negotiation. In sum, all data governance 
policies will need to be negotiated between the cloud consumer and provider in order to 
identify the target level of data governance before the contract is written. 
Step 11: Developing an SLA and legal contract with the cloud provider; the cloud data 
governance requirements should be included in the SLA. 
b) Implementation Stage  
This stage refers to the cloud provider implementing and deploying the cloud data 
governance programme in real time. It involves executing the activities related to cloud data 
governance and managing the transformation of non-governed data assets so that they 
become governed data assets. Many factors should be addressed in this stage to implement 
the cloud data governance programme. This stage covers the deploy phase in the framework. 
The implementation steps are highlighted below: 
Step 1: Configuring the activities of the cloud data governance programme so that they are 
consistent. The cloud provider should configure the cloud data governance functions that 
have been defined in the SLA.  
Step 2: Reviewing and testing the configuration of the cloud data governance activities 
before implementing the cloud data governance programme in real time.  
Step 3: Implementing and deploying the cloud data governance programme in real time, and 
managing the transformation of the cloud consumer’s non-governed data assets into governed 
data assets. 
c) Post-Implementation Stage  
This stage refers to monitoring and following up, in order to make continuous improvements 
towards the success of the cloud data governance programme. This stage involves monitoring 
the performance and effectiveness of the cloud data governance programme and ensuring that 
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it can be sustained in the long term. There are many factors that should be addressed in this 
stage to implement the cloud data governance programme. This stage covers the monitor and 
sustain phases in the framework. The post-implementation steps are highlighted below: 
 
Step 1: Setting up activities for monitoring the cloud data governance programme’s 
performance and effectiveness. This step aims to ensure that the cloud data governance 
functions and requirements are enforced by the cloud provider as set out in the data 
governance level agreement; it also ensures that the cloud data governance is heading in the 
right direction (Pearson et al., 2012). In this step, the cloud consumer should develop a tool, 
matrices and KPIs to present the monitoring results.  
Step 2: Setting up activities and developing a mechanism for sustaining the cloud data 
governance programme. This step aims to ensure the continuity of the cloud data governance 
programme, and to see that improvements are made in order to achieve its objectives.  
3.9. Chapter Summary     
This chapter presents one of the core contributions of this thesis, i.e. a strategy framework to 
design, deploy and sustain an effective cloud data governance programme. This chapter starts 
by defining the theoretical foundations, which were the analytic theory and CSF concept, and 
the proposed framework aim was also outlined in this chapter. The data governance 
taxonomy and key dimensions for data governance in cloud and non-cloud environments 
were considered and presented in this chapter before developing the framework. Then, the 
existing data governance frameworks were analysed based on the key dimensions of cloud 
data governance and the results were described in this chapter. Five phases of the framework, 
which were the initial phase, design phase, deploy phase, monitor phase and sustain phase 
and their components were presented and discussed in detail based on the literature review. 
Then, the proposed framework was developed in this chapter based on these phases and their 
components. Finally, the steps for implementing the proposed framework were also presented 
in this chapter. The following chapter will discuss and present the cloud data governance 
maturity model and its assessment matrix development. 
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Chapter 4. Cloud Data Governance Maturity Model & 
Assessment Matrix 
 
4.1. Introduction  
To recall, loss of data governance is cited as one of the main concerns for organisations when 
considering moving their data to cloud computing (Tountopoulos et al., 2014; Jones et al., 
2017). In Chapter Three, a strategy framework to understand how to design, deploy and 
sustain an effective cloud data governance programme was developed. It is important, 
however, to develop tools to assess the utility of the strategy framework. Therefore, this 
chapter aims to develop a maturity model and an assessment matrix as an approach.  
 
The results of the systematic literature review in Chapter Two show that there seems to be a 
lack of research in the field of data governance in general and cloud data governance in 
particular, linked to maturity models and assessment matrices. While there are a few data 
governance maturity models in the literature, these models do not cover the important 
features in cloud computing and some changes are required to assess the data governance for 
cloud services. Thus, this chapter aims to enrich the research area and to develop a new 
approach for organisations that will enable them to achieve their cloud data governance 
effectively and efficiently. In addition, this research aims to provide a contribution for 
developing managers, professionals and any person interested in the study of cloud data 
governance by providing a roadmap and models of best practice in order to improve their 
cloud data governance programmes. Therefore, this research aims to develop a new maturity 
model and assessment matrix for cloud data governance. It also provides a methodology and 
new concept for an organisation to develop an improved roadmap for its cloud data 
governance by reaching a specified maturity level. 
 
The concept of a maturity model has been applied within the field of Information Systems for 
several decades (Frick, 2012). Maturity approaches came from the field of quality 
management and were extended to the IT field in order to manage software development 
(Crowston & Qin, 2010). The maturity model can be considered as a measurement model that 
allows organisations to evaluate their capabilities with regard to a certain problem area 
(Blommerde & Lynch, 2016). In the literature there are a few data governance maturity 
models (Adler, 2007; Nascio, 2009) and the literature shows the great interest shown by 
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industry in data governance maturity models. There is also an absence of maturity models for 
data governance in academic research, as developing the data governance maturity model for 
cloud computing required incorporating some important features related to cloud computing. 
However, the existing data governance maturity models ignore these features. Therefore, the 
existing maturity models do not solve this study’s research problem since they are focused on 
data governance for non-cloud environments. It is clear from the above that there is a need 
for a maturity model that includes all the best practices and all the aspects of data governance 
for cloud computing, which are not included in the current maturity models. This chapter 
presents, for the first time, a cloud data governance maturity model; it takes account of the 
range of dimensions in the cloud data governance framework that support an organisation to 
implement a cloud data governance programme. These dimensions will also be described 
based on the levels of the maturity model. In addition, based on the cloud data governance 
maturity model concept, a cloud data governance assessment matrix will be developed as a 
tool to measure the current state of the cloud data governance in organisations.  
4.2. Study Findings of the Systematic Literature Review 
Maturity models are widely used by information system domains. In order to achieve the aim 
of this chapter, which is to develop a cloud data governance maturity model, the state of 
maturity models in information systems (IS) research is investigated. The systematic 
literature review guidelines as proposed by Kitchenham and Charters (2007) were used to 
identify the maturity models. Five research questions were developed, and they aimed to 
generate a comprehensive overview of maturity model research, especially with regard to 
research designs, research methods and the theoretical foundations of the existing maturity 
models. The maturity model domains and methods for validating maturity models were 
considered in these questions (see Appendix B for more details). Based on the systematic 
literature review process, 89 articles published in leading Information Systems (IS) journals 
and conference proceedings during the past six years were collected and analysed. The 
majority of the articles (58) have been published in journals, and 31 were presented at 
conferences. The results show that the research on maturity models generally increased 
during the period 2011-2014: there were 19 articles in 2011, 18 articles in 2012, 26 articles in 
2013, 17 articles in 2014, and only nine articles in the whole of the last three years, from 
2015 to 2017 (see Figure 4.1).  
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Figure 4.1 The distribution of articles across journals and conferences per year for maturity models 
development in IS research 
Looking at research question 1 (RQ1), which focuses on the research designs applied to 
develop the existing maturity models, the study shows that most of the maturity models were 
developed based on an empirical research design (40 articles). A design-oriented approach 
was also used to develop maturity models: 18 articles were based on a design science 
research approach. In addition, a conceptual research design was considered in the 
development of maturity models in many (29) articles (see Figure 4.2).  
 
Figure 4.2 Number of articles per research design for developing maturity models in IS research 
As for RQ2, which focuses on the research methods applied by the researcher to develop the 
existing maturity model, the results in Figure 4.3 show that nine methods were applied in the 
literature to develop the existing maturity models. The literature review method was the main 
method considered to develop the existing maturity models; it was used in 49 articles. Thirty-
eight articles were based on other methods: concept development, workshop, focus group, 
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action research and the Delphi method. Finally, the other 12 articles were based on mixed 
methods.  
 
Figure 4.3 Number of articles per research method for developing maturity models in IS research 
 
Furthermore, the theoretical foundations that were used by the existing studies in the 
literature for developing the maturity models were looked at in RQ3. The literature analysis 
results show that most of the articles (54 articles, 61%) used existing maturity models as the 
theoretical foundation, and the other 35 articles (39%) were based on concept construction as 
the theoretical foundation (see Figure 4.4).  
 
 
Figure 4.4 The number of articles based on the theoretical foundation classification for developing 
maturity models in IS research 
 
The literature suggests that the Capability Maturity Model (CMM) and it successor the 
Capability Maturity Model Integration (CMMI) are the main domain foundations of existing 
maturity models in information systems (25 articles). However, 10 articles developed 
maturity models based on other maturity models: ISO, CobiT, SOA, SSE-CMM, OPM3 and 
NIMM (see Figure 4.5).  
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Figure 4.5 The numbers of articles that used existing maturity models for developing maturity models 
in IS research 
In addition, maturity models’ validation has been considered in this study in RQ4. This 
question aims to discover whether the existing maturity models have been validated and how 
they are validated to fit their purpose. The percentages quoted show that 51% of the maturity 
models were not validated whilst 49% were validated (see Figure 4.6). 
 
 
Figure 4.6 The number of articles that validated or did not validate the maturity models in IS research
  
Regarding the methods that were used to validate the existing maturity models, the literature 
shows that the case study and interview were the main methods used: 11 articles validated the 
maturity models by case study, and 11 articles by interview. The other articles validated their 
maturity models based on surveys, questionnaires, focus groups, workshops and others (see 
Figure 4.7). 
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Figure 4.7 The validation methods for maturity models in IS research 
Regarding the question about maturity model domains (RQ5), the study discovered a variety 
of approaches to maturity model research in the information systems domain. The most 
common domains in these articles were: e-government, software development, project 
management, mobile learning, cloud computing, governance, risk management, compliance, 
information security, IT governance, interoperability, collaboration, business intelligence, 
telemedicine and knowledge management (see Figure 4.8). 
 
Figure 4.8 Number of articles based on maturity model domains in IS research  
4.3. Cloud Data Governance Maturity Model 
The concept of a maturity model is an approach used for organisational assessment and 
development (Saleh, 2011). The maturity model defines a pathway of improvement for the 
processes of organisational aspects (Frick, 2012). It is classified by a number of maturity 
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levels; these levels often range from one to five, where one is a lack of maturity and five is 
fully mature (Debreceny & Gray, 2013). This path will assist in enabling the organisation to 
become mature. According to Wibowo & Waluyo (2015, p.90), maturity generally can be 
defined as “the state of being complete, perfect or ready”. Therefore, maturity models allow 
an organisation to evaluate its capabilities with regard to a certain problem area (Hamel & 
Herz, 2013). In this research, the maturity model aims to define a pathway to improve the 
cloud data governance processes in organisations. The cloud data governance Maturity 
Model is intended as a tool to evaluate the organisation’s ability to implement data 
governance for cloud computing services. This model defines important processes to manage, 
measure and control all aspects of cloud data governance in organisations, based on the 
construction of a framework for cloud data governance that was developed in Chapter Three. 
It also considers a tool for assessing the current state of cloud data governance awareness and 
effectiveness in the organisation. Through this model, organisations can evaluate current gaps 
in their cloud data governance practices and define new opportunities for implementing cloud 
data governance, based upon observable behaviours. In addition, this model enables 
organisations to:  
• Assess where they currently are, where they want to be and the steps they need to take 
to get there in terms of cloud data governance. 
• Gain an informed, objective, documented assessment of the maturity of their 
organisation with regard to cloud data governance.  
• Objectively identify, uncover, highlight and detail the strengths and weaknesses of 
their cloud data governance capabilities.  
• Gain knowledge of existing capabilities and levels of understanding around processes 
relating to cloud data governance dimensions.  
• Challenge internal assumptions and normalise methods for persistently examining 
cloud data governance processes and practices.  
• Define future levels for improving cloud data governance and develop a roadmap to 
govern more effectively across the organisation.  
The cloud data governance maturity model will contribute to organisations’ understanding of 
their current position with regard to cloud data governance implementation and it will enable 
them to identify their future path. This contribution will be achieved by classifying the 
activities of the cloud data governance framework components or dimensions based on the 
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five maturity levels. These levels range from one to five, where one is a lack of maturity and 
five is fully mature. 
4.4. Cloud Data Governance Maturity Model Development  
To recall, the results of the systematic literature review in section 4.2 show that some of the 
existing maturity models in the literature were developed based on the concept construction 
of their area as the theoretical foundation. Therefore, the conceptual construction of cloud 
data governance has been chosen as the theoretical foundation to develop the cloud data 
governance maturity model in this chapter.  
This study follows three phases to develop the proposed maturity model construction, 
namely: pre-design, design and post-design. Each phase of the maturity model development 
will achieve its goals by following a process. Figure 4.9 shows the roadmap to develop a 
cloud data governance Maturity Model.  
 
Figure 4.9 Roadmap for constructing the cloud data governance Maturity Model 
 
4.4.1. Pre-Design Phase 
The pre-design phase is the initial phase in building the cloud data governance Maturity 
Model. This phase helps to gain an understanding of the research problem and objectives, and 
it has two steps: problem identification and definition of objectives for a solution. 
• Problem Identification 
This step specifies the research problem and gaps; this study uses a literature review 
technique to identify the research problem and research gaps related to cloud data 
governance. To identify the research gaps, this study reviewed the existing studies related to 
maturity models to understand the maturity model concept, the state of the problem and the 
available solutions. Therefore, based on the systematic literature review results in Chapter 
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Two and in this chapter, there seems to be a lack of research in the field of data governance 
in general, and cloud data governance in particular, linked to the maturity models and 
assessment matrices. The results show industry has developed three maturity models related 
to data governance, and that there are no maturity models for cloud data governance. Victor, 
(2016, p.23) stated that an “organization also experiences lack of awareness on the 
governance mechanism with only a few of the individuals within an organization being aware 
of the data governance mechanisms”. Therefore, cloud data governance maturity models are 
useful to measure and assess the current state of cloud data governance implementation in 
organisations.  
• Definition of Objectives for a Solution 
This step provides a definition of the research goal and objectives of the cloud data 
governance Maturity Model, which in this study is developed to fill the existing research gap. 
This model is a solution in this study, which aims to measure cloud data governance in 
organisations. The maturity model will consider the framework presented in Chapter Three as 
a theoretical foundation. The maturity model design will be discussed in the next section.  
 
4.4.2. Design Phase 
This phase aims to design the maturity model for cloud data governance. In the literature, the 
majority of the existing maturity models were developed based on two components in order 
to achieve their goals: dimensions and maturity levels (Ryu et al., 2006; Saleh, 2011; Fath-
allah et al., 2014). In this research, the proposed cloud data governance Maturity Model was 
developed based on three components: outcomes, dimensions and maturity levels.  
• Development and Design of Artefact 
This step aims to describe the proposed maturity model of cloud data governance and its 
components. The development of the maturity model is built upon three steps. Firstly, the 
maturity model outcomes need to be identified. Secondly, the maturity levels used to measure 
the dimensions need to be defined and named in order to fit with the data governance 
concept. Finally, the maturity model will be built upon the framework dimensions that were 
presented in Chapter Three. The architecture of the cloud data governance Maturity Model is 
illustrated in Figure 4.10. The components of the cloud data governance Maturity Model are 
explained below.  
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Figure 4.10 Cloud data governance Maturity Model architecture 
a) Outcomes 
This component refers to expected outcomes; which will be achieving by implementing the 
there are some common expected  literature,cloud data governance maturity model. In the 
aturity ore, the cloud data governance Moutcomes among existing maturity models. Theref
organisations to achieve important outcomes  eenabl todeveloped in this research  odel wasM
Chapter Four                                                                   Maturity Model & Assessment Matrix 
124 
The expected  .mefor their cloud data governance programthat help them to achieve maturity 
below. are outlined  and 114.in Figure  edoutcomes are highlight  
 
Figure 4.11 Cloud data governance Maturity Model outcomes 
• Determine the Current State of Cloud Data Governance  
Data governance is one of the most important components of the cloud computing strategy 
for any organisation; thus, an organisation should determine the current state of its cloud data 
governance and identify any gaps (Hoying, 2011). One of the most important outcomes in 
this model is allowing organisations to determine and assess the current state of their cloud 
data governance. Therefore, the expected outcome of this component will help organisations 
to update and improve their cloud data governance programme in the future to achieve their 
targets. 
• Identify the Strengths and Weaknesses of Cloud Data Governance 
One of the cloud data governance maturity model’s outcomes is that it allows an organisation 
to identify the strengths and weaknesses of its cloud data governance programme. Strengths 
and weaknesses are concerned with the positive and negative aspects of the cloud data 
governance that are under direct control of the organisation or a decision maker. Therefore, to 
achieve an effective cloud data governance programme, the organisation must determine the 
strength and weakness factors as well as the opportunity and threat factors that affect its 
cloud data governance(Rivera et al., 2017). After determining the current state of its cloud 
data governance, the organisation can identify the strengths and weaknesses of its cloud data 
governance.  
• Identify the Organisation’s Target Maturity Level for Cloud Data Governance 
The cloud data governance Maturity Model will describe the overall maturity levels and the 
maturity level for each cloud data governance dimension. Based on the organisation’s 
requirements and the current state of the cloud data governance, the target cloud data 
governance maturity level will be selected. Once the level and dimensions are defined and 
assessed, the next step is to determine the organisation’s target maturity level for each 
dimension (Saleh, 2011; Rivera et al., 2017). Therefore, not all dimensions of the cloud data 
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governance should operate at the highest level of maturity. The organisation may not want to 
expend the resources to move those dimensions to a high level of maturity and will accept the 
risk that the cloud data governance objectives have a higher probability of failure as a result. 
• Improve Cloud Data Governance Processes 
Loss of data governance is still considered the top risk associated with moving to the cloud 
(Hsu, 2012). In using cloud computing infrastructures, the client necessarily cedes control to 
the cloud provider on a number of issues that may affect security (Rebollo et al., 2014). At 
the same time, SLAs may not offer a commitment to provide such services on the part of the 
cloud provider, thus leaving a gap in security defences (Catteddu & Hogben, 2009). With an 
effective data governance programme, organisations can take control of their data in the 
cloud environment. The data governance programme requires the alignment of the cloud data 
governance dimensions to improve its process and ensure its efficiencies. Therefore, when 
organisations implement the cloud data governance maturity model, it will help them to 
improve their cloud data governance processes by understanding their position and 
discovering new opportunities.  
 
b) Cloud Data Governance Maturity Levels  
In the proposed cloud data governance Maturity Model, the maturity levels define a scale for 
measuring the maturity of an organisation's cloud data governance and for evaluating the 
capability of its cloud data governance process. It is difficult for cloud computing 
practitioners and decision makers to know what level of data governance they are achieving 
with their investments in cloud data governance (Owuonda & Orwa, 2016). It is even harder 
to estimate how well these investments can be expected to protect their data in the future, as 
data protection policies, regulations and the threat environment are constantly changing 
(Saleh, 2011). Therefore, this leads an organisation to develop a cloud data governance 
Maturity Model that allows it to have its practices, processes and methods evaluated against a 
clear set of artefacts that establish a benchmark (Caralli et al., 2012). These artefacts typically 
represent best practice and may incorporate standards or other codes of practice that are 
important in a particular domain or discipline (Caralli et al., 2012). 
 
The proposed cloud data governance Maturity Model consists of five levels: level 1: non-
cloud data governance; level 2: initial cloud data governance; level 3: moderate cloud data 
governance; level 4: advanced cloud data governance; and level 5: converged cloud data 
governance. Each level in this maturity model comprises a set of process goals that, when 
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satisfied, stabilise an important component of the cloud data governance process. Achieving 
each level of the cloud data governance Maturity Model establishes a different component in 
the cloud data governance process, resulting in an increase in the capability of the 
organisation to achieve an effective cloud data governance programme. Cloud data 
governance is believed to improve as the organisation moves up these five levels. 
Furthermore, section 4.5.1 in below will presents cell text formulation to determine the 
characteristics of these levels to assess the maturity of the cloud data governance programme 
based on the dimensions of the strategy framework in this research. The cloud data 
governance maturity levels are as illustrated in Figure 4.12. 
 
Figure 4.12 The cloud data governance maturity levels 
 
c) Cloud Data Governance Maturity Dimensions 
The maturity model dimensions refer to the crucial domains that are used by the maturity 
model to measure the field of study (Adler, 2007). When determining the maturity model, 
components or attributes should first be defined to achieve the maturity model’s objective 
(Rose & Guide, 2013). In this study, the dimensions aim to cover the area of cloud data 
governance that help organisations implement data governance for cloud computing in their 
business. The components of the proposed framework presented in Chapter Three were 
chosen as the dimensions for the maturity model in this research. These components were: 
cloud data governance office, preparation requirements, cloud data governance functions, 
contextual alignment, contextual integration, contractual context, deploy context, monitor 
requirements and sustain requirements. The cloud data governance dimensions are illustrated 
in Figure 4.13. 
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Figure 4.13 The cloud data governance dimensions 
 
These dimensions have been discussed in detail in Chapter Three, and the proposed maturity 
model will measure cloud data governance in organisations based on these dimensions. Each 
dimension in this maturity model will be measured and assessed by its sub-dimensions, based 
on the maturity levels. The sub-dimensions are as illustrated in Table 4.2. 
 
Table 4.1 The cloud data governance sub-dimensions used to assess the core dimensions 
Dimension  Assessment by 
Cloud Data Governance 
Office  
Structure, communication plan, roles and responsibilities.  
Preparation Requirements Business case, assess cloud data governance requirements, 
data classification.  
Cloud Data Governance 
Functions 
Policies, principles, processes, standards.  
Contextual Alignment Environmental strategy, technical strategy, organisational 
strategy, IT governance strategy, corporate governance 
strategy, business strategy, cloud governance strategy, e-
government strategy.  
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Dimension  Assessment by 
Contextual Integration Cloud deployment models, cloud service delivery models. 
Contractual Context Negotiation with cloud provider, cloud data governance 
level agreement.  
Deploy Context Configuration of cloud data governance programme, 
review and test cloud data governance programme, 
implement cloud data governance programme.  
Monitor Requirements Dashboard, metrics and KPIs, cloud data governance tool. 
Sustain Requirements Identify CSFs, evaluate the effectiveness of the cloud data 
governance programme, education and training plan, 
execute change management plan, execute cloud data 
governance change plan.  
 
4.4.3. Post-Design Phase 
This phase aims to validate and evaluate the proposed cloud data governance maturity model 
to make sure that it achieves its objective. The results of the systematic literature review 
presented above in this chapter showed that the most common validation and evaluation 
methods used in the literature were: surveys, case studies, questionnaires, focus groups, 
interviews and workshops (Poeppelbuss et al., 2011; Helgesson et al., 2012). Therefore, a 
case study in Saudi Arabia has been chosen in this research to validate the maturity model 
based on a number of criteria through a focus group. The results of this validation will be 
considered and used to improve the maturity model, to make sure that it is effective. The 
validation process and results will be presented in Chapter Seven.  
 
4.5. Assessment Matrix 
Managing and improving organisational capabilities is a significant and complex challenge 
(Maier et al., 2012). Performance assessments are commonly used to support management 
and enable improvement. One way of assessing organisational capabilities is by means of an 
assessment matrix; while assessment matrices may share a common structure, their content 
differs and very often they are developed anew (Maier et al., 2012; Blommerde & Lynch, 
2016). An assessment matrix can be defined as “a term given to what is essentially a 
“checklist” whose purpose is to evaluate how well developed a particular process or 
programme is” (Barnes et al., 2012, p.585). According to another definition of the maturity or 
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assessment matrix: a “maturity matrix is a management assessment tool developed for 
evaluating an organization's level of progress towards a goal” (Galán, 2017, p.410). Based 
on this study’s systematic literature review, there are many assessment matrices in the 
literature that have been developed by researchers and practitioners to assess organisations in 
different fields (Pohlman, 2010; Maier et al., 2012; Barnes et al., 2012; Blommerde & Lynch, 
2016). Most of these matrices have been developed based on process areas related to specific 
fields and maturity levels. In the case of the data governance assessment matrix, it is designed 
to be an interactive data governance diagnostic tool for assessing both the current state of 
data governance readiness and the its maturity within an organisation (Adler, 2007; Rivera et 
al., 2017). The literature review shows that a few assessment matrices for data governance 
were developed such as those by IBM, SaS and the University of Stanford(Adler, 2007; 
Nascio, 2009). These assessment matrices have been developed to assess data governance in 
general based on their framework dimensions, for non-cloud services.  
In order to develop an assessment matrix, Maier et al. (2012) suggested a roadmap consisting 
of four phases – planning, development, evaluation and maintenance, where each phase has a 
number of decision points. The first phase, which is the planning phase, includes: specify 
audience, define aim, clarify scope and define success criteria. The development phase 
includes; select process areas (content), select maturity levels (rating scale), formulate cell 
text (intersection of process areas and maturity levels) and define administration mechanism. 
The evaluation phase includes. validation and verification. The last phase is the maintenance 
phase and it includes; check benchmark, maintain results database, and document and 
communicate development process and results. Figure 4.14 shows the phases and decision 
points of the roadmap to develop an assessment matrix.  
 
Figure 4.14 Phases and decision points of roadmap to develop an assessment matrix. Source: (Maier 
et al., 2012) 
In the case of the cloud data governance assessment matrix, it is the application of the focus 
area’s maturity model in the field of cloud data governance. In this study, the assessment 
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matrix has been developed as a tool to identify the current state of cloud data governance in 
an organisation and it helps the organisation to achieve its target of achieving effective cloud 
data governance outcomes. The cloud data governance assessment matrix also aims to 
identify the strengths and weaknesses of cloud data governance, and it provides guidelines to 
improve cloud data governance in the organisation.  
With regard to the assessment matrix development, most of the assessment matrices in the 
literature use two key components to analyse the state of maturity, which are process areas 
and maturity levels, with statements that describe each process area in each level (Schipper, 
2002; Barnes et al., 2012; Blommerde & Lynch, 2016). In the literature, there are differences 
between maturity models and assessment matrices (Schipper, 2002; Maier et al., 2012). The 
maturity model highlights the scope of the assessment based on process areas and maturity 
level, whereas the maturity matrix has a more detailed approach (Schipper, 2002). The next 
section will present and discuss the assessment matrix development for cloud data 
governance, based on the findings of this research.  
4.5.1. Cloud Data Governance Assessment Matrix Development  
In this study, the cloud data governance assessment matrix is developed to support the cloud 
data governance maturity model developed as part of this thesis. The proposed cloud data 
governance maturity model was developed to define an organisation’s maturity level based 
cloud data governance Framework, developed in Chapter Three. The cloud data governance 
maturity model uses two key components to analyse the state and improve the processes of 
cloud data governance in the organisation: cloud data governance dimensions and maturity 
level.  
 
This study adopts the development and evaluation phases suggested by Maier et al. (2012). 
While this section presents the development process, the validation and evaluation processes 
will be presented in Chapter Seven. The development phase aims to define the architecture of 
the assessment matrix; and it includes three decision points; select process areas (content), 
select maturity levels (rating scale) and formulate cell text (intersection of process areas and 
maturity levels). Thus, the cloud data governance assessment matrix was developed based on 
three components; cloud data governance dimensions, maturity level and formulated cell text 
(intersection of dimensions and maturity levels). In terms of the cloud data governance 
dimensions and maturity level, these have been discussed in the maturity model section 
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above. Additionally, the selection of process areas and maturity levels will influence the 
formulation of the cell text and ultimately form the basis for assessment (Maier et al., 2012; 
Moultrie et al., 2016).  
 
With regard to formulating the cell text, once the process and levels of maturity assigned to 
each dimension are identified, in the literature some authors reported that one of the most 
important steps in developing an assessment matrix is the identification and formulation of 
behavioural characteristics for processes (Barnes et al., 2012; Maier et al., 2012; Blommerde 
& Lynch, 2016; Moultrie et al., 2016). Furthermore, the process characteristics need to be 
described at each level of maturity, and each level should build on the level before, meaning 
that to achieve level 3 it is expected that requirements of  levels 1-2 have also been 
demonstrated; thus, the descriptions should be clear, concise and precise (Maier et al., 2012; 
Rose & Guide, 2013).  
 
In terms of differentiating between the maturity levels, Maier et al. (2012) and Moultrie et al. 
(2016) suggested that it requires: a) some decision points on whether the cell text is 
“prescriptive” or “descriptive”; b) a justification of the information source; and c) a decision 
on the mechanism to be used to formulate the text descriptions (Maier et al., 2012; Moultrie 
et al., 2016). These decision points are considered in this study to differentiate between 
maturity levels in the cloud data governance assessment matrix. The descriptive approach 
was used to formulate the cell text; this means that the focus is on a detailed account of the 
individual case and there are a number of aspects that should be considered, such as the 
underlying rationale, characteristics and knowledge of the subject area (Maier et al., 2012).  
 
Regarding the information source, there are a number of options available in the literature to 
formulate the text descriptions in each cell (Maier et al., 2012; Moultrie et al., 2016). The 
first option is synthesising viewpoints from a sample representing the future recipients of the 
assessment. The second option is reviewing and comparing practices of a number of 
organisations, for example, through empirical studies, reviewing written case studies in 
literature, and best practice guides.  
 
Therefore, this study follows the options of reviewing written case studies and best practice 
guides in the literature, and these will be validated and evaluated by experts in many 
organisations through a focus group. With regard to the mechanism of formulating the text 
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descriptions, identifying extreme ends of the scale is one of the main mechanisms that has 
been used in the literature (Maier et al., 2012; Barnes et al., 2012; Moultrie et al., 2016; 
Blommerde & Lynch, 2016). Therefore, this study adopts this mechanism, which is used to 
determine the best and worst practices, and then to determine the characteristics of all the 
levels in between.  
 
To formulate the text descriptions for each level in the assessment matrix, it is important 
avoid any confusion, by creating a clear distinction between the levels, which allows for 
more accurate diagnosis of the situation. For this these terms are used as differentiators: Does 
not exist, Informal, Semi-formal (complete and incomplete), and Formal. As for the 'does not 
exist' it means that the organisation does not have or support or even recognise that cloud 
data governance sub-dimension. The formality in this context refers to the degree at which 
any one sub/dimension is adopted and embedded into the organisation's structure, officially, 
which can range between informal, semi-formal and formal. The completeness, ok the other 
hand, refers to the state of implementation of any one sub-dimension, which can be fully 
implemented (complete) or partially implemented (incomplete). Figure 4.15 shows the 
adopted roadmap to differentiate between the maturity levels in the assessment matrix. 
 
 
Figure 4.15 Roadmap to discriminate between the maturity levels in the maturity matrix 
The proposed assessment matrix was constructed with five levels, and nine core categories 
(dimensions) were added as cross-reference categories for the five levels. The result was an 
assessment matrix, the cells of which were completed with descriptions of the process being 
performed at various levels of maturity, and each level has been built on the level before. The 
sub-category (sub-dimensions) for each dimension of cloud data governance were embedded 
in this matrix. The assessment matrix for each dimension is outlined as follows:  
a) Cloud Data Governance Office 
The assessment matrix aims to describe the level of maturity of the organisation by 
establishing the cloud data governance office dimension. This dimension is assessed by three 
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sub-dimensions: structure, roles and responsibilities, and communication plan, as illustrated 
in Table 4.3.  
Table 4.2 The cloud data governance office assessment matrix 
 
Sub-
dimensions/ 
level 
 
Level 1 
 
Level 2 
 
Level 3 
 
Level 4 
 
Level 5 
Structure No structure 
to the cloud 
data 
governance 
office. 
Informal 
structure to the 
cloud data 
governance 
office 
underway. 
Semi-formal 
structure to the 
cloud data 
governance 
office 
underway but 
incomplete.  
 
Semi-formal 
structure to the 
cloud data 
governance 
office 
underway and 
complete. 
Formal 
structure to the 
cloud data 
governance 
office – a part 
of the 
organisation 
structure. 
Roles and 
Responsibilities 
No roles and 
responsibil-
ities for 
cloud data 
governance. 
Informal roles 
and 
responsibilities 
for cloud data 
governance 
underway. 
Semi-formal 
roles and 
responsibilities 
for cloud data 
governance 
underway but 
incomplete. 
Semi-formal 
roles and 
responsibilities 
for cloud data 
governance 
underway and 
complete. 
Formal roles 
and 
responsibilities 
for cloud data 
governance 
team are 
documented, 
implemented 
and monitored. 
Communication 
Plan 
No 
communicat-
ion plan for 
cloud data 
governance. 
Informal 
communication 
plan for cloud 
data 
governance 
underway. 
Semi-formal 
communication 
plan for cloud 
data 
governance 
underway but 
incomplete. 
Semi-formal 
communicat-
ion plan for 
cloud data 
governance 
underway and 
complete. 
Formal 
communicat-
ion plan 
between cloud 
data 
governance 
teams is 
defined, 
documented 
and updated. 
 
b) Preparation Requirements 
 
The assessment matrix aims to describe the level of maturity of the organisation by 
identifying the important requirements that support the decision to implement an effective 
cloud data governance programme. This dimension is assessed by four sub-dimensions: 
business case, assess, data governance requirements and data classification, as illustrated in 
Table 4.4. 
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Table 4.3 The preparation requirements assessment matrix  
 
Sub-
dimensions/ 
level 
 
Level 1 
 
Level 2 
 
Level 3 
 
Level 4 
 
Level 5 
Business Case No business 
case of cloud 
data 
governance. 
Informal 
business case 
of cloud data 
governance 
underway. 
Semi-formal 
business case 
of cloud data 
governance 
underway but 
incomplete. 
 
Semi-formal 
business case 
of cloud data 
governance 
underway and 
complete. 
Formal business 
case of cloud 
data governance 
is developed, 
documented and 
updated. 
Assess No 
assessment 
criteria for 
cloud data 
governance. 
Informal 
assessment 
criteria for 
cloud data 
governance 
underway. 
Semi-formal 
assessment 
criteria for 
cloud data 
governance 
underway but 
incomplete. 
Semi-formal 
assessment 
criteria for 
cloud data 
governance 
underway and 
complete. 
Formal 
assessment 
criteria and 
process for 
cloud data 
governance are 
implemented, 
documented and 
monitored. 
Data 
Governance 
Requirements 
No 
requirements 
for cloud data 
governance. 
Informal 
requirements 
for cloud data 
governance 
underway. 
Semi-formal 
requirements 
for cloud data 
governance 
underway but 
incomplete. 
Semi-formal 
requirements 
for cloud data 
governance 
underway and 
complete. 
Formal 
requirements for 
cloud data 
governance are 
defined, 
documented, 
and updated. 
Data 
Classification 
No cloud data 
assets are 
classified in 
cloud data 
governance. 
Informal 
classification 
of cloud data 
assets in cloud 
data 
governance 
underway. 
Semi-formal 
classification of 
cloud data 
assets in cloud 
data 
governance 
underway but 
incomplete. 
Semi-formal 
classification of 
cloud data 
assets in cloud 
data 
governance 
underway and 
complete. 
Formal 
classification of 
cloud data assets 
in cloud data 
governance is 
defined, 
documented, 
and updated. 
c) Cloud Data Governance Functions 
The assessment matrix aims to describe the level of maturity of the organisation by defining, 
setting up and implementing the cloud data governance functions. This dimension is assessed 
by four sub-dimensions: policies, standards, processes and procedures, as illustrated in Table 
4.5. 
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Table 4.4 The cloud data governance functions assessment matrix 
Sub-
dimensions/ 
level 
 
Level 1 
 
Level 2 
 
Level 3 
 
Level 4 
 
Level 5 
Policies No policies 
specifically 
covering 
relevant aspects 
of cloud data 
governance. 
Informal 
policies of 
cloud data 
governance 
underway. 
Semi-formal 
policies of 
cloud data 
governance 
underway but 
incomplete. 
Semi-formal 
policies of 
cloud data 
governance 
underway and 
complete. 
Formal policies of 
cloud data 
governance are 
defined and 
regularly reviewed 
and approved by 
cloud data 
governance office. 
Processes No processes 
specifically 
covering 
relevant aspects 
of cloud data 
governance. 
Informal 
processes of 
cloud data 
governance 
underway. 
Semi-formal 
processes of 
cloud data 
governance 
underway but 
incomplete. 
Semi-formal 
processes of 
cloud data 
governance 
underway and 
complete. 
Formal processes 
of cloud data 
governance are 
defined and 
regularly reviewed 
and approved by 
cloud data 
governance office. 
Standards No standards 
specifically 
covering 
relevant aspects 
of cloud data 
governance. 
Informal 
standards of 
cloud data 
governance 
underway. 
Semi-formal 
standards of 
cloud data 
governance 
underway but 
incomplete. 
Semi-formal 
standards of 
cloud data 
governance 
underway and 
complete. 
Formal standards 
of cloud data 
governance are 
defined and 
regularly reviewed 
and approved by 
cloud data 
governance office. 
Procedure No procedures 
specifically 
covering 
relevant aspects 
of cloud data 
governance. 
Informal 
procedures of 
cloud data 
governance 
underway. 
Semi-formal 
procedures of 
cloud data 
governance 
underway but 
incomplete. 
Semi-formal 
procedures of 
cloud data 
governance 
underway and 
complete. 
Formal procedures 
of cloud data 
governance are 
defined and 
regularly reviewed 
and approved by 
cloud data 
governance office. 
 
d) Contextual Integration 
The assessment matrix aims to describe the level of maturity of the organisation by 
integrating the cloud data governance functions within the cloud deployment model and 
service delivery models considered by the organisation when adopting cloud computing. This 
dimension is assessed by two sub-dimensions: cloud deployment models and cloud service 
delivery models, as illustrated in Table 4.6. 
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Table 4.5 The contextual integration assessment matrix   
 
Sub-
dimensions/ 
level 
 
Level 1 
 
Level 2 
 
Level 3 
 
Level 4 
 
Level 5 
Cloud 
Deployment 
Models 
No integration 
of cloud data 
governance 
with the 
characteristics 
of the cloud 
deployment 
models.   
Informal 
integration of 
cloud data 
governance 
underway with 
the 
characteristics 
of the cloud 
deployment 
models. 
Semi-formal 
integration of 
cloud data 
governance 
underway with 
the 
characteristics 
of the cloud 
deployment 
models but 
incomplete. 
Semi-formal 
integration of 
cloud data 
governance 
underway with 
the 
characteristics 
of the cloud 
deployment 
models and 
complete. 
Formal 
integration of 
cloud data 
governance with 
the 
characteristics of 
the cloud 
deployment 
models is 
implemented 
and regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
Cloud 
Service 
Delivery 
Models. 
No integration 
of cloud data 
governance 
with the 
characteristics 
of the cloud 
service 
delivery 
models.   
Informal 
integration of 
cloud data 
governance 
underway with 
the 
characteristics 
of the cloud 
service delivery 
models. 
Semi-formal 
integration of 
cloud data 
governance 
underway with 
the 
characteristics 
of the cloud 
service delivery 
models but 
incomplete. 
Semi-formal 
integration of 
cloud data 
governance 
underway with 
the 
characteristics 
of the cloud 
service delivery 
models and 
complete. 
Formal 
integration of 
cloud data 
governance with 
the 
characteristics of 
the cloud service 
delivery models 
is implemented 
and regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
 
e) Contextual Alignment 
The assessment matrix aims to describe the level of maturity of the organisation by aligning 
the cloud data governance functions with the other important strategies in the organisation. 
This dimension is assessed by eight sub-dimensions: environmental strategy, technical 
strategy, organisational strategy, IT governance strategy, corporate governance strategy, 
business strategy, cloud governance strategy and e-government strategy, as illustrated in 
Table 4.7. 
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Table 4.6 The contextual alignment assessment matrix 
 
Sub-
dimensions/ 
level 
 
Level 1 
 
Level 2 
 
Level 3 
 
Level 4 
 
Level 5 
Environmental 
Strategy 
No alignment 
of cloud data 
governance 
with 
environmental 
strategy.  
Informal 
alignment of 
cloud data 
governance 
with the 
environmental 
strategy. 
Semi-formal 
alignment of 
cloud data 
governance with 
the 
environmental 
strategy – 
underway but 
incomplete. 
Semi-formal 
alignment of 
cloud data 
governance with 
the 
environmental 
strategy – 
complete. 
Formal 
alignment of 
cloud data 
governance 
with the 
environmental 
strategy – 
egularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
Technical 
Strategy 
No alignment 
of cloud data 
governance 
with the 
technical 
strategy. 
Informal 
alignment of 
cloud data 
governance 
with the 
technical 
strategy. 
Semi-formal 
alignment of 
cloud data 
governance with 
the technical 
strategy – 
underway but 
incomplete. 
Semi-formal 
alignment of 
cloud data 
governance with 
the technical 
strategy – 
complete. 
Formal 
alignment of 
cloud data 
governance 
with the 
technical 
strategy – 
regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
Organisational 
Strategy 
No alignment 
of cloud data 
governance 
with the 
organisational 
strategy. 
Informal 
alignment of 
cloud data 
governance 
with the 
organisational 
strategy. 
Semi-formal 
alignment of 
cloud data 
governance with 
the 
organisational 
strategy – 
incomplete. 
Semi-formal 
alignment of 
cloud data 
governance with 
the 
organisational 
strategy – 
complete. 
Formal 
alignment of 
cloud data 
governance 
with the 
organisational 
strategy – 
regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
IT Governance 
Strategy 
No alignment 
of cloud data 
governance 
with the IT 
governance 
strategy. 
Informal 
alignment of 
cloud data 
governance 
with the IT 
governance 
strategy. 
Semi-formal 
alignment of 
cloud data 
governance with 
the IT 
governance 
strategy –  
Semi-formal 
alignment of 
cloud data 
governance with 
the IT 
governance 
strategy – 
Formal 
alignment of 
cloud data 
governance 
with the IT 
governance 
strategy – 
regularly 
Chapter Four                                                                   Maturity Model & Assessment Matrix 
138 
Sub-
dimensions/ 
level 
 
Level 1 
 
Level 2 
 
Level 3 
 
Level 4 
 
Level 5 
incomplete. complete. reviewed and 
approved by 
cloud data 
governance 
office. 
Corporate 
Governance 
Strategy 
No alignment 
of cloud data 
governance 
with the 
corporate 
governance 
strategy. 
Informal 
alignment of 
cloud data 
governance 
with the 
corporate 
governance 
strategy. 
Semi-formal 
alignment of 
cloud data 
governance with 
the corporate 
governance 
strategy –  
incomplete. 
Semi-formal 
alignment of 
cloud data 
governance with 
the corporate 
governance 
strategy –  
complete. 
Formal 
alignment of 
cloud data 
governance 
with the 
corporate 
governance 
strategy –
regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
Business 
Strategy 
No alignment 
of cloud data 
governance 
with the 
business 
strategy. 
Informal 
alignment of 
cloud data 
governance 
with the 
business 
strategy. 
Semi-formal 
alignment of 
cloud data 
governance with 
the business 
strategy – 
incomplete. 
Semi-formal 
alignment of 
cloud data 
governance with 
the business 
strategy – 
complete. 
Formal 
alignment of 
cloud data 
governance 
with the 
business 
strategy –  
regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
Cloud 
Governance 
Strategy 
No alignment 
of cloud data 
governance 
with the cloud 
governance 
strategy. 
Informal 
alignment of 
cloud data 
governance 
with the cloud 
governance 
strategy. 
Semi-formal 
alignment of 
cloud data 
governance with 
the cloud 
governance 
strategy –  
incomplete. 
Semi-formal 
alignment of 
cloud data 
governance with 
the cloud 
governance 
strategy – 
complete. 
Formal 
alignment of 
cloud data 
governance 
with the cloud 
governance 
strategy – 
regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
E-government No alignment 
of cloud data 
Informal 
alignment of 
Semi-formal 
alignment of 
Semi-formal 
alignment of 
Formal 
alignment of 
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Sub-
dimensions/ 
level 
 
Level 1 
 
Level 2 
 
Level 3 
 
Level 4 
 
Level 5 
Strategy governance 
with the e-
government 
strategy. 
cloud data 
governance 
with the e-
government 
strategy. 
cloud data 
governance with 
the e-
government 
strategy 
underway but 
incomplete. 
cloud data 
governance with 
the e-
government 
strategy – 
complete. 
cloud data 
governance 
with the e-
government 
strategy – 
regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
 
f) Contractual Context  
The assessment matrix aims to describe the level of maturity of the organisation by 
developing a cloud data governance level agreement that includes cloud data governance 
requirements. This begins with negotiations between the cloud consumer and cloud provider 
to verify the ability of the cloud provider to achieve the required level of data governance. 
This dimension is assessed by two sub-dimensions: negotiation with cloud provider and 
cloud data governance level agreement, as illustrated in Table 4.8. 
Table 4.7 The contractual context assessment matrix 
 
Sub-
dimensions/ 
level 
Level 1 Level 2 Level 3 Level 4 Level 5 
Negotiation 
with Cloud 
Provider 
No 
negotiation 
with cloud 
provider for 
cloud data 
governance. 
Informal 
negotiation 
with cloud 
provider for 
cloud data 
governance. 
Semi-formal 
negotiation 
with cloud 
provider for 
cloud data 
governance, 
underway but 
incomplete. 
Semi-formal 
negotiation 
with cloud 
provider for 
cloud data 
governance, 
underway and 
complete. 
Formal negotiation 
with cloud provider 
for cloud data 
governance is 
implemented, 
documented and 
regularly reviewed 
and approved by 
cloud data 
governance office. 
Cloud data 
governance 
level 
agreement 
No cloud data 
governance 
level 
agreement. 
Informal 
cloud data 
governance 
level 
agreement. 
Semi-formal 
cloud data 
governance 
level 
agreement, 
underway but 
incomplete. 
Semi-formal 
cloud data 
governance 
level 
agreement, 
underway and 
complete. 
Formal cloud data 
governance level 
agreement is 
implemented and 
regularly reviewed 
and approved by 
cloud data 
governance office, 
and it is part of the 
cloud SLA. 
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g) Deploy Context 
The assessment matrix aims to describe the level of maturity of the organisation by 
implementing a formal cloud data governance programme to manage the transformation of its 
data assets in the cloud computing environment, from non-governed to governed. This 
dimension is assessed by three sub-dimensions: configuring the cloud data governance 
programme, reviewing and testing the cloud data governance programme and implementing 
the cloud data governance programme, as illustrated in Table 4.9. 
Table 4.8 The deploy context maturity matrix 
 
Sub-
dimensions/ 
level 
Level 1 Level 2 Level 3 Level 4 Level 5 
Configuring 
the Cloud 
Data 
Governance 
Programme 
No approach 
to 
configuring 
the cloud data 
governance 
programme. 
Informal 
approach to 
configuring the 
cloud data 
governance 
programme. 
Semi-formal 
approach to 
configuring 
the cloud data 
governance 
programme, 
underway but 
incomplete. 
Semi-formal 
approach to 
configuring the 
cloud data 
governance 
programme, 
underway and 
complete. 
Formal approach 
to configuring 
the cloud data 
governance 
programme is 
implemented and 
regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
Reviewing 
and Testing 
the Cloud 
Data 
Governance 
Programme 
No approach 
to reviewing 
and testing 
the cloud data 
governance 
programme. 
Informal 
approach to 
reviewing and 
testing the 
cloud data 
governance 
programme. 
Semi-formal 
approach to 
reviewing and 
testing the 
cloud data 
governance 
programme, 
underway but 
incomplete. 
Semi-formal 
approach to 
reviewing and 
testing the cloud 
data governance 
programme, 
underway and 
complete. 
Formal approach 
to reviewing and 
testing the cloud 
data governance 
programme is 
implemented and 
regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
Implementing 
the Cloud 
Data 
Governance 
Programme 
No 
implementat-
ion approach 
to the cloud 
data 
governance 
programme. 
Informal 
implementation 
approach to the 
cloud data 
governance 
programme. 
Semi-formal 
implementat-
ion approach 
to the cloud 
data 
governance 
programme, 
underway but 
incomplete. 
Semi-formal 
implementation 
approach to the 
cloud data 
governance 
programme, 
underway and 
complete. 
Formal 
implementation 
approach to the 
cloud data 
governance 
programme – 
regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
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h) Monitor Requirements 
The assessment matrix aims to describe the level of maturity of the organisation by 
developing mechanisms for monitoring the cloud data governance programme. This 
dimension is assessed by three sub-dimensions: dashboard, metrics and KPIs, and cloud data 
governance tools, as illustrated in Table 4.10.  
Table 4.9 The monitor requirements assessment matrix 
 
Sub-
dimensions/ 
level 
Level 1 Level 2 Level 3 Level 4 Level 5 
Dashboard No dashboard 
to monitor the 
operation and 
performance 
of cloud data 
governance. 
Informal 
dashboard to 
monitor the 
operation and 
performance 
of cloud data 
governance. 
Semi-formal 
dashboard to 
monitor the 
operation and 
performance of 
cloud data 
governance, 
underway but 
incomplete. 
Semi-formal 
dashboard to 
monitor the 
operation and 
performance of 
cloud data 
governance, 
underway and 
complete. 
Formal dashboard 
to monitor the 
operation and 
performance of 
cloud data 
governance is 
implemented and 
regularly 
reviewed and 
approved by cloud 
data governance 
office. 
Metrics and 
KPIs 
No metrics 
and KPIs to 
measure and 
monitor cloud 
data 
governance. 
Informal 
metrics and 
KPIs to 
measure and 
monitor cloud 
data 
governance in 
place. 
Semi-formal 
metrics and 
KPIs to 
measure and 
monitor cloud 
data 
governance, in 
place but 
incomplete. 
Semi-formal 
metrics and 
KPIs to 
measure and 
monitor cloud 
data 
governance, in 
place and 
complete. 
Formal metrics 
and KPIs to 
measure and 
monitor cloud 
data governance 
are implemented 
and regularly 
reviewed and 
approved by cloud 
data governance 
office. 
Cloud Data 
Governance 
Tool 
No tool to 
measure and 
monitor cloud 
data 
governance. 
Informal tool 
to measure and 
monitor cloud 
data 
governance. 
Semi-formal 
tool to measure 
and monitor 
cloud data 
governance, but 
incomplete. 
Semi-formal 
tool to measure 
and monitor 
cloud data 
governance and 
complete. 
Formal metrics 
and tools based on 
modern 
technology to 
monitor cloud 
data governance 
are implemented 
and regularly 
reviewed and 
approved by cloud 
data governance 
office. 
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i) Sustain Requirements 
The assessment matrix aims to describe the level of maturity of the organisation by 
developing mechanisms to sustain and continue the cloud data governance programme for a 
long time. This dimension is assessed by five sub-dimensions: identify CSFs, evaluate the 
effectiveness of the cloud governance data program, education and training plan, execute the 
change management plan and execute the cloud data governance change plan, as illustrated in 
Table 4.11. 
Table 4.10 The sustain requirements assessment matrix 
 
Sub-
dimensions/ 
level 
Level 1 Level 2 Level 3 Level 4 Level 5 
Identify 
Critical 
Success 
Factors 
(CSFs) 
No approach 
to identify 
CSFs to 
sustain cloud 
data 
governance 
programme.  
Informal 
approach to 
identify CSFs 
to sustain 
cloud data 
governance 
programme. 
Semi-formal 
approach to 
identify CSFs 
to sustain cloud 
data 
governance 
programme, 
underway but 
incomplete. 
Semi-formal 
approach to 
identify CSFs 
to sustain cloud 
data 
governance 
programme, 
underway and 
complete. 
Formal approach 
to identify CSFs 
to sustain cloud 
data governance 
programme is 
implemented 
and regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
 
 
Evaluation of 
the 
Effectiveness 
of Cloud Data 
Governance 
Programme 
No approach 
to evaluating 
the 
effectiveness 
of cloud data 
governance 
programme. 
Informal 
approach to 
evaluating the 
effectiveness 
of cloud data 
governance 
programme. 
Semi-formal 
approach to 
evaluating the 
effectiveness of 
cloud data 
governance 
programme, 
underway but 
incomplete. 
Semi-formal 
approach to 
evaluating the 
effectiveness of 
cloud data 
governance 
programme, 
underway and 
complete. 
Formal approach 
to evaluating the 
effectiveness of 
cloud data 
governance 
programme is 
implemented 
and regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
Education and 
Training Plan 
No plan to 
educate and 
train 
employees on 
cloud data 
governance 
programme.   
Informal plan 
is 
implemented 
to educate and 
train 
employees on 
cloud data 
governance 
programme. 
Semi-formal 
plan is 
implemented to 
educate and 
train employees 
on cloud data 
governance 
programme, 
underway but 
Semi-formal 
plan is 
implemented to 
educate and 
train employees 
on cloud data 
governance 
programme, 
underway and 
Formal plan is 
implemented to 
educate and 
train employees 
on cloud data 
governance 
programme and 
is regularly 
reviewed and 
approved by 
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Sub-
dimensions/ 
level 
Level 1 Level 2 Level 3 Level 4 Level 5 
incomplete. complete. cloud data 
governance 
office. 
Execute 
Change 
Management 
Plan 
No plan to 
execute 
change 
management 
of cloud data 
governance 
programme.   
Informal plan 
is 
implemented 
to execute 
change 
management 
of cloud data 
governance 
programme. 
Semi-formal 
plan is 
implemented to 
execute change 
management of 
cloud data 
governance 
programme, 
but incomplete. 
Semi-formal 
plan is 
implemented to 
execute change 
management of 
cloud data 
governance 
programme, 
complete. 
Formal plan is 
implemented to 
execute change 
management of 
cloud data 
governance 
programme and 
is regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
Execute Cloud 
Data 
Governance 
Change Plan 
No plan to 
execute 
change of 
cloud data 
governance. 
Informal plan 
to execute 
change of 
cloud data 
governance. 
Semi-formal 
plan to execute 
change of cloud 
data 
governance, 
underway but 
incomplete. 
Semi-formal 
plan to execute 
change of 
cloud data 
governance, 
underway and 
complete. 
Formal plan is 
implemented to 
execute change 
of cloud data 
governance 
programme and 
is regularly 
reviewed and 
approved by 
cloud data 
governance 
office. 
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4.5.2. Structure of the Assessment Matrix Implementation and Use   
The assessment matrix for cloud data governance is a valuable tool for the assessment and 
improvement of the cloud data governance process in organisations. It is a practical tool 
aimed at supporting the implementation of cloud data governance programmes. This section 
aims to present the structure of the assessment matrix implementation and use. Implementing 
the assessment matrix will provide information on the overall level of maturity of the cloud 
data governance in the organisation in a number of ways:  
• Providing the overall maturity level for the cloud data governance in the organisation 
based on nine core dimensions.  
• Providing the maturity level for each core dimension of the cloud data governance in 
the organisation based on its sub-dimensions.  
• Providing the maturity level for each sub-dimension in each core dimension of the 
cloud data governance in the organisation.  
To implement and use the cloud data governance assessment matrix, the assessment criteria 
will be developed based on the content of this assessment matrix, and the results of the 
assessment could be shown graphically. These criteria will be used as statements given to 
organisations to assess the maturity levels of their cloud data governance, based on the 
defined dimensions. The statements are based on the content of the assessment matrix for 
each sub-dimension.  
An assessment scenario starts by using multiple statements to assess the sub-dimensions for 
the first dimension. After assessing these sub-dimensions, the maturity level for this 
dimension will be calculated. This scenario will be repeated until all the dimensions of the 
cloud data governance have been assessed. At the end, the overall maturity level for the cloud 
data governance in the organisation will be calculated, based on nine main dimensions. 
Figure 4.16 shows the high architecture to implement and use the cloud data governance 
assessment matrix.  
Chapter Four                                                                   Maturity Model & Assessment Matrix 
145 
 
Figure 4.16 The structure to implement the cloud data governance assessment matrix. 
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4.6. Chapter Summary   
This chapter presents the cloud data governance maturity model and an assessment matrix. 
The systematic literature review showed that the main maturity models in the literature have 
been developed in two ways: based on the Capability Maturity Model (CMM) and based on 
the conceptual construction of the topic. Therefore, the maturity model in this research was 
developed based on the conceptual construction of the cloud data governance as a theoretical 
foundation. In this chapter, the maturity model was developed based on three components: 
outcomes, maturity levels and dimensions. The dimensions represent the components of the 
strategy framework required to design, deploy and sustain an effective cloud data governance 
programme, which was presented in Chapter Three. This chapter summarises the aims and 
motivation for the maturity model, and then describes the dimensions used to measure the 
maturity of cloud data governance in an organisation. The maturity levels were also defined 
and described in this chapter, along with the relationship between the dimensions and the 
levels of the maturity model. This study follows a systematic methodology for developing the 
cloud data governance maturity model. This methodology includes three phases: Pre-Design, 
Design and Post-Design. Each phase has many tasks within it to achieve its aims and 
objectives. With regard to the assessment matrix, this chapter explained the development 
process and how to implement the assessment matrix. In the assessment matrix, each level 
used a statement to describe the current state of the cloud data governance dimensions in the 
organisation. Finally, the structure of the assessment matrix implementation and use was 
presented in this chapter. The following chapter will discuss and present the state of cloud 
data governance in Saudi Arabia, based on the analysis of the findings of the quantitative data 
collected from the questionnaire.  
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Chapter 5. State of Cloud Data Governance in Saudi Arabia  
 
5.1. Introduction  
This chapter presents and discusses the findings from the quantitative data collected from the 
questionnaire. The questionnaire aimed to identify the current situation of data governance 
for cloud computing in public sector organisations in Saudi Arabia. Critical success factors 
and barriers that influence the implementation of cloud computing in Saudi Arabia have also 
been considered in this questionnaire in order to support the development of a strategy 
framework for cloud data governance. Descriptive data analysis was chosen as an appropriate 
way to analyse the descriptive questionnaire data; frequency and percentage were calculated 
for each variable. This chapter presents the purpose of the questionnaire in section 2, while 
section 3 discusses and presents the questionnaire development. Section 4 presents the 
descriptive statistics of the results finding and finally, the chapter is summarised in section 5.  
5.2. Purpose of the Questionnaire 
The aim of this questionnaire was to investigate the implementation of data governance 
related to cloud computing in Saudi Arabia. In addition, this questionnaire aimed to identify 
the current state of data governance for cloud computing in Saudi Arabia. Critical success 
factors and barriers that influence the implementation of data governance for cloud 
computing in Saudi Arabia were also considered in this questionnaire. However, many 
reasons motivated the design of this questionnaire. The first motivation for this questionnaire 
was to gather feedback from organisations in Saudi Arabia in order to determine the best 
solution for cloud consumers to maintain governance of their data in cloud environments. 
Another motivation was that the literature shows the lack of empirical studies related to the 
implementation of a cloud data governance programme or strategy in organisations. In the 
Saudi context, to the best of the author’s knowledge, cloud computing in the country’s public 
sector is still not well covered by researchers in the academic community, and there is no 
literature on cloud data governance in Saudi Arabia organisations. Therefore, this study is 
among the first exploratory studies to provide an empirical study on cloud data governance in 
the public sector organisations of Saudi Arabia. Certainly, this questionnaire focused on the 
issues and benefits of data governance and cloud data governance implementation from the 
users’ perspective, looking at public sector views. 
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5.3. Questionnaire Development  
This section presents the steps that were undertaken to develop the questionnaire.  
5.3.1. Questionnaire Design 
The questionnaire questions were developed and derived from the literature review results 
discussed in Chapter Two. Questionnaires can be administered so that they are answered by 
the respondents themselves (self-administered) or administered by an interviewer (Siniscalco 
& Auriat, 2005). In this study, a self-administered questionnaire was used to obtain a larger 
number of respondents. The self-administered questionnaire offers many advantages for the 
researcher such as: less time spent on administration, easier questioning of larger numbers of 
people, and no interviewer bias (Burgess, 2001). The survey question types can be classified 
into three structures: closed-ended, open-ended and contingency (Meadows, 2003). The 
closed-ended questions request the respondent to choose one answer among a possible set of 
answers: the response that most closely represents his/her viewpoint (Meadows, 2003). Open-
ended questions are free-response questions that are not followed by any choices and the 
respondent must answer by supplying a response, usually by entering a number, a word or a 
short text (Meadows, 2003). On the other hand, a contingency question is a special type of 
closed-ended question because it applies only to a sub-group of respondents (Burgess, 2001). 
This study developed its questionnaire based on all three types of questions.  
The questionnaire consisted of four parts; the first part covered information about the 
participant who was taking part in the study. The second part covered general information 
about data governance in terms of its definition, importance and benefits. The state of cloud 
computing adoption, the current state of data in the cloud, the concerns and type of 
knowledge/expertise regarding cloud computing that is lacking in organisation were covered 
in the third part. Finally, the fourth part covered cloud data governance in terms of its current 
state, barriers and CSFs. 
5.3.2. Questionnaire Translation  
Questionnaire translation is the most frequently chosen route to implementing “equivalent” 
instruments in cross-national and cross-lingual survey research (Harkness & Schoua-
Glusberg, 1998). Saunders et al. (2009) stated that “translating questions and associated 
instructions into another language requires care, especially if your translated or target 
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questionnaire is to be decoded and answered by respondents in the way you intended”. In this 
study, the survey questionnaire was provided in two languages, English and Arabic. The 
respondents targeted are Saudi Arabian, thus the study cannot ignore the fact that the first 
language in Saudi Arabia is Arabic, even if some of the targeted respondents were fluent in 
English. The translation process was conducted in this study in two phases in order to obtain 
the best accuracy and adequacy. First, the questionnaire was translated by the researcher into 
English. Then, the English version was translated back into Arabic by a professional 
translation service located in Saudi Arabia. The researcher asked five Saudi academic 
members (PhD holders at Staffordshire University) and IT managers in Saudi Arabian 
organisations to assist in examining the Arabic version and evaluating how closely it matched 
the English version. After that, minor amendments took place in the Arabic version, which 
was then sent back to the professional translation office; the English versions can be found in 
the Appendix E.  
5.3.3. Pilot Study 
Piloting the study is one of the most important processes to determine questionnaire 
reliability and validity and for error testing (Burgess, 2001). In this study, a pilot study was 
conducted in two phases. A workshop was conducted to test the participants’ comprehension 
of the questionnaire, to ensure that the questions were related to their objectives and were 
easy to understand, and to test the technical compatibility with different devices (computer, 
laptop, iPad and smartphone). The workshop consisted of six members from the Mobile 
Fusion Centre at Staffordshire University. The second phase of the pilot study was conducted 
with information system professionals from government organisations and academia in Saudi 
Arabia who speak Arabic and English fluently. Fifteen questionnaires were sent to these 
professionals. Some changes were made following the comments from the pilot participants, 
including changes to some questions to ensure and provide more clarity. 
5.3.4. Administration of the Questionnaire 
A number of researchers have begun to conduct research via the internet using electronic 
mail (email) and web-based questionnaires (Fox et al., 2003; Siniscalco & Auriat, 2005). The 
internet offers many advantages over more traditional methods of research; these advantages 
have been cited for web-based questionnaires as reduced cost, and ease and speed of 
administration (Fox et al., 2003). Therefore, the questionnaire in this study was distributed 
using a web-based questionnaire platform (Qualtrics online survey software). The Qualtrics 
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online survey software allows the researcher to design a version of the questionnaire based on 
multiple languages in one link. In addition, the questionnaire was available in Arabic and in 
English; the link was sent to the participants by email and by social media applications such 
as WhatsApp to the public sector organisations in Saudi Arabia during the period from 
13/11/2016 to 31/1/2017.  
5.4. Descriptive Statistics  
This section aims to analyse and describe the statistics for the results of the empirical data in 
the questionnaire. 
5.4.1. Response Rate  
Response rate refers to the percentage of people who respond to a survey, and it is calculated 
by dividing the number of participants who completed the questionnaire by the total number 
of participants who were asked to participate (Burgess, 2001; Fox et al., 2003; Weill & Ross, 
2007). In this study, out of 429 questionnaires distributed during the period from 13/11/2016 
to 31/1/2017, 292 responses were received. From those responses, 206 responses were found 
to be complete and valid. Another 86 responses were discarded because 77 were not 
complete, and 9 respondents did not agree to complete the questionnaire. The response rate of 
68.06% is considered a very good response rate. The sample shows a confidence interval of 
4.13% at 95% confidence level. In this study, 206 valid questionnaires have been received, 
thus; the sample size in this study is sufficient for data analysis and to achieve the purpose of 
this exploratory study(Abu-Musa, 2010; Fan et al., 2016). 
5.4.2. Demographic Analysis  
The following table, Table 5.1, provides a general overview of the demographic 
characteristics of the participants: organisation size, organisation sector, role in the 
organisation, number of IS specialists, participant’s experience, data governance experience 
and cloud computing experience. The Pie charts below show individual characteristics of the 
participants demographic.    
Table 5.1 The demographic characteristics of the participants 
Characteristics 
Frequency  
(n) 
Percent (%) 
Organisation Size:   
More than 5000 employees  69 33.50% 
5000-1000 employees  64 31.07% 
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Characteristics 
Frequency  
(n) 
Percent (%) 
1000-500 employees 
Less than 500 employees  
Organisation Sector: 
Military  
Financial Services  
Healthcare  
Education  
Telecommunication &  
Information Technology  
Other 
Role in the organisation: 
CEO 
CIO 
Vice President  
IT Manager  
Cloud Manager  
IT Specialist  
Other  
Number of IS Specialists: 
Less than 10 Specialists 
Between 11 and 20 Specialists 
Between 21 and 30 Specialists  
Between 31 and 40 Specialists  
Between 41 and 50 Specialists  
More than 50 Specialists 
31 
42 
 
39 
31 
33 
42 
25 
 
36 
 
10 
15 
7 
42 
6 
59 
67 
 
68 
22 
29 
20 
9 
58 
15.05% 
20.39% 
 
18.93% 
15.05% 
16.02% 
20.39% 
12.14% 
 
17.48% 
 
4.85% 
7.28% 
3.40% 
20.39% 
2.91% 
28.64% 
32.52% 
 
33.05% 
10.67% 
14.07% 
9.70% 
4.36% 
28.15% 
Participant’s experience in 
current job: 
  
More than 10 years  72 32.52% 
Between 5 and 10 years  53 25.73% 
Between 2 and 5 years  64 31.06% 
Less than 2 years   
Participant’s data governance 
experience: 
No experience and knowledge  
No experience but good 
knowledge  
More than 10 years  
Between 5 and 10 years  
Between 2 and 5 years 
Less than 2 years   
17 
 
 
47 
55 
31 
27 
33 
13  
8.25% 
 
 
22.82% 
26.69% 
15.05% 
13.11% 
16.02% 
6.31% 
Participant’s cloud computing 
experience: 
No experience and knowledge  
No experience but good 
knowledge  
More than 10 years  
Between 5 and 10 years  
Between 2 and 5 years 
Less than 2 years   
 
 
42 
68 
30 
33 
24 
9 
 
 
20.38% 
33.01% 
14.56% 
16.02% 
11.65% 
4.38% 
Chapter Five                                                  State of Cloud Data Governance in Saudi Arabia 
152 
 
 
 
Figure 5.1 Organisation size  
 
 
 
Figure 5.2 Organisation sector 
 
 
Figure 5.3 The respondents’ role in their organisation 
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Figure 5.4 The number of IS specialists in the organisation 
 
 
 
 
Figure 5.5 The respondents’ experience in current job 
 
 
 
Figure 5.6 The respondents’ experience with data governance 
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Figure 5.7 The respondent’s experience with cloud computing 
5.4.3. Data Governance 
The respondents were asked to define the term ‘data governance’; thus, this section aims to 
analyse and describe the results of the empirical data findings related to data governance and 
this is considered to be the second part of the questionnaire survey. The data governance term 
has been investigated in this part based on its definition, importance and benefits.  
• Data Governance Definition 
There is no official definition of data governance in the literature; thus, this study adopts the 
popular data governance definition that has been defined by the Data Governance Institute 
(DGI). The DGI defines data governance as “the framework for decision rights and 
accountabilities to encourage desirable behavior in the use of data, to promote desirable 
behavior, data governance develops and implements corporate-wide data policies, 
guidelines, and standards that are consistent with the organization’s mission, strategy, 
values, norms, and culture” (Thomas, 2009).  
The goal of the data governance definition question is to investigate and understand if this 
definition agrees with the concept of data governance in public sector organisations in Saudi 
Arabia. The approach taken by Kooper et al. (2011) was adopted to measure the information 
governance definition status in organisations based on the IBM definition. The responses to 
the data governance definition question were classified as follows: 
• The definition is essentially the same in my organisation.  
• My organisation has another definition.  
• My organisation has no definition for data governance.  
20%
33%15%
16%
12%
4%
Cloud Computing Experience
No experience and knowledge
No experience but good
knowledge
More than 10 years
Between 5 and 10 years
Between 2 and 5 years
Less than 2 years
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• Do not know. 
The respondents were asked to describe areas where their organisation’s definition of data 
governance differed from that of the DGI. Figure 5.8 provides a pie chart detailing the 
participants’ responses.  
 
Figure 5.8 The respondents’ answers regarding the data governance definition 
• Importance of Implementing a Data Governance Programme 
To identify the importance of implementing a data governance programme in the 
organisation, the survey asked the respondents to indicate the importance of doing so in their 
own organisation. The responses to the data governance definition question were classified as 
follows: important, not important and do not know. The results are illustrated in Figure 5.9.  
 
 
Figure 5.9 The respondents’ answers regarding the importance of implementing a data governance 
programme 
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• Benefits from Implementing a Data Governance Programme in Organisations 
In terms of the benefits to be gained from implementing a data governance programme, the 
respondents were asked to assess the value of data governance in achieving specific benefits 
from their perspectives. In the literature, a few sources highlight some benefits of data 
governance, and most of the literature presents governance and information governance 
benefits (Salido et al. 2010; Debreceny & Gray 2013; Medved, 2014). Thus, based on the 
different benefits that have been proposed in the literature, this study reviews and identifies 
the most common benefits listed in the literature of implementing data governance in 
organisations. These benefits have been assessed by the respondents. All participants used the 
scale of 1 to 5 (5 = essential and 1 = not at all valuable). The results show that more than 60% 
of the respondents see the high value of data governance (rated “essential” or “very 
valuable”, 5 or 4) with mean =>3.95 (see Table 5.2).  
Table 5.2 Data governance benefits for Saudi Arabia’s public sector 
 
Benefits / Scale 
Essential Very 
valuable 
Valuable Somewhat 
valuable 
Not at all 
valuable 
Statistical    
% % % % % Mean S.D 
Data can be a strategic asset 60.91 28.93 7.11 2.54 0.51 4.47 0.78 
Data governance ensures 
trusted and used of data to 
make decisions 
59.39 30.46 7.11 1.52 1.52 4.45 0.81 
Data Governance can ensure 
data quality 
57.87 28.93 8.63 3.55 1.02 4.39 0.86 
Data Governance can ensure 
policy compliance 
50.25 28.93 16.24 3.55 1.02 4.24 0.92 
Data Governance can ensure 
repeatable business processes 
37.06 31.98 23.86 3.55 3.55 3.95 1.03 
Data Governance can ensure 
cross functional collaboration 
42.64 36.04 16.24 4.06 1.02 4.15 0.91 
Data Governance can ensure 
change awareness throughout 
the organisation 
45.69 38.07 12.18 2.54 1.52 4.24 0.87 
Governance leverages data to 
achieve operational goals 
50.76 29.44 16.24 3.05 0.51 4.27 0.87 
Cost issues can be reduced 
by data governance 
46.70 31.98 15.23 3.55 2.54 4.17 0.98 
Making data consistent 51.27 30.46 13.71 3.55 1.02 4.27 0.90 
Data governance can be 
Improving business planning 
52.79 32.99 11.17 2.03 1.02 4.35 0.83 
Data governance can be 
improving financial 
performance 
49.75 32.49 12.69 4.06 1.02 4.26 0.90 
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5.4.4. Cloud Computing Adoption 
This section aims to investigate cloud computing adoption in public sector organisations in 
Saudi Arabia. The respondents were asked to specify the current state of cloud computing 
adoption in their organisations in terms of its general state, deployment model state and cloud 
service delivery models. In addition, cloud computing benefits and concerns were considered 
in the questionnaire survey.   
• The Current State of Cloud Computing  
The current state of cloud computing refers to the extent to which cloud computing has been 
adopted in public sector organisations in Saudi Arabia. This study adopted the measurement 
approach to investigate cloud computing adoption status, as described by Oliveira et al., 
(2014). The current state of cloud adoption was measured using closed questions (Yes, No, 
Don't Know). With regard to the option “No”, sub-question options were added in order to 
investigate the organisation’s plan for adopting cloud computing. The results show that only 
29% of the participants reported that their organisations have adopted cloud computing 
services. The results are shown in Figure 5.10.  
 
Figure 5.10 The current state of cloud computing adoption by Saudi Arabia’s public sector 
With regard to the participants who reported that their organisations had not adopted cloud 
computing, further data was obtained from the sub-questions. The results show that 33.50 % 
of the other public sector organisations in Saudi Arabia are planning to adopt cloud 
computing in the next two years. The results are shown in Figure 5.11. 
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Figure 5.11 Organisations’ plans for cloud computing adoption in Saudi Arabia’s public sector 
• Cloud Computing Deployment Model Adoption  
To identify the cloud deployment model adoption, the questionnaire asked the respondents 
who had reported that their organisations had already adopted some cloud computing services 
to describe the type of deployment model adopted. The question was formulated based on 
multiple-choice questions to allow the respondents to choose all the cloud deployment model 
types that had been adopted by their organisations. The results are shown in Figure 5.12.  
 
 
Figure 5.12 Cloud computing deployment models adopted by Saudi Arabia’s public sector 
• Cloud Service Delivery Model Adoption  
To identify the cloud service delivery model adoption, the questionnaire asked the 
respondents who reported that their organisations had already adopted some cloud computing 
services to describe the type of service delivery model adopted. The question was formulated 
based on multiple-choice questions to allow the respondents to choose all the cloud service 
delivery model types that had been adopted by their organisation. The results are shown in 
Figure 5.13. 
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Figure 5.13 The type of cloud service delivery models adopted by Saudi Arabia’s public sector 
 
• Organisation’s Data is Stored in the Cloud  
The questionnaire asked the respondents who reported that their organisations had already 
adopted some cloud computing services to describe the percentage of the organisation’s data 
that is stored in the cloud environment. The results are shown in Figure 5.14. 
 
 
Figure 5.14 Percentage of an organisation’s data that is stored in the cloud computing environment in 
Saudi Arabia’s public sector 
 
In terms of the percentage of an organisation’s data stored in a cloud environment that is not 
managed or controlled by the organisation’s specialist, this question was answered by 60 
respondents whose organisations had adopted cloud computing. The results are shown in 
Figure 5.15. 
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Figure 5.15 Organisation’s data stored in the cloud that is not managed or controlled by the 
organisation in Saudi Arabia’s public sector 
• Data Classification in Cloud Computing  
Regarding classifying an organisation’s data in a cloud computing environment based on its 
sensitivity, this question was answered by 60 respondents whose organisations had adopted 
cloud computing. The results show that only 32% of the participants reported that their 
organisations have classifying their data in cloud computing. Figure 5.16 shows the state of 
data classification in cloud computing. 
 
 
Figure 5.16 State of data classification in cloud computing in Saudi Arabia’s public sector 
 
• Type of Knowledge/Lack of Expertise within the Organisation regarding Cloud 
Computing 
The aim of this question was to investigate the type of knowledge/lack of expertise/ regarding 
cloud computing within organisations that were adopting cloud computing. The question was 
answered by 60 respondents and it allowed them to tick the appropriate multiple-choice 
response. Figure 5.17 shows the results.  
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Figure 5.17 Type of knowledge/lack of expertise within the organisation with regard to cloud 
computing in Saudi Arabia’s public sector 
 
• The Level of Concern in the Organisation when adopting Cloud Computing 
Cloud computing is a recent stage in the ICT evolution of recent decades, and it brings some 
benefits to organisations (Maaref, 2012; Khalil et al., 2014). Although cloud computing 
offers a range of benefits, decision makers are influenced by a number of concerns when 
deciding whether or not to adopt cloud computing (Rajvanshi et al., 2013; Merrill & Kang, 
2014; Khalil et al., 2014). In the literature, some sources highlight the cloud computing 
concerns that are influencing the adoption of cloud computing in organisations. Therefore, 
based on the cloud computing concerns extracted from the literature, the study identified the 
common concerns, and the respondents were asked to assess these concerns from their 
perspectives. Based on the obtained results, there seems to be a general agreement among all 
participants (=> 53%) that the majority of the identified concern are significant concerns for 
adopting cloud computing in the public sector in Saudi Arabia, with mean =>3.47. Table 5.3 
shows the cloud computing concerns based on the participants’ responses.  
Table 5.3 Cloud computing concerns Saudi Arabia’s public sector 
 
Concerns / Scale 
Extremely 
concerned 
Moderately 
concerned 
Somewhat 
concerned 
Slightly 
concerned 
Not at all 
concerned 
 
Mean 
% % % % % 
Insufficient financial benefits 27.41 26.90 21.32 13.71 10.66 3.47 
Immature Cloud Computing 38.07 22.34 23.35 9.64 6.60 3.76 
Not know where their data is 
being held 
44.67 23.86 16.75 7.61 7.11 3.91 
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Concerns / Scale 
Extremely 
concerned 
Moderately 
concerned 
Somewhat 
concerned 
Slightly 
concerned 
Not at all 
concerned 
 
Mean 
% % % % % 
Lack of functionalities 30.96 26.40 26.90 12.69 3.05 3.69 
Lack of performance 30.96 29.95 21.83 13.71 3.55 3.71 
Loss of control 44.16 27.92 17.26 8.60 2.03 4.04 
Loss of data governance 43.15 27.92 18.27 9.64 1.02 4.03 
Vendor lock-in 30.96 22.84 32.99 8.63 4.57 3.67 
Insecure availability 31.98 29.95 23.86 10.66 3.55 3.80 
Integration issues 27.92 32.49 25.89 8.63 5.08 3.70 
Trust issues 47.21 27.41 16.75 5.08 3.55 4.10 
Privacy issues 50.25 28.43 12.18 4.06 5.08 4.15 
Compliance issues 31.47 36.04 22.34 7.11 3.04 3.86 
Legal issues 39.09 34.01 15.74 6.09 5.07 3.96 
Security issues 48.22 24.37 17.77 5.08 4.56 4.07 
 
5.4.5. Cloud Data Governance  
Cloud computing is an emerging technology, and recently it has been receiving a great deal 
of attention in government organisations (Smitha et al., 2012). There are differences between 
cloud computing and a traditional infrastructure (on the organisation’s premises), as the cloud 
makes it possible to access information from anywhere at any time, while a traditional 
infrastructure setup requires the organisation or person wishing to access the data to be in the 
same location as the data storage device – the cloud takes away that step (Huth & Cebule, 
2014). Part of the empirical study focused on the implementation of a data governance 
programme for cloud computing in public sector organisations in Saudi Arabia. The study 
aimed to obtain sufficient information about the current state of cloud data governance 
programmes in public sector organisations and their perspective regarding cloud data 
governance. The gathered data can be processed in three categories centred on the current 
state of cloud data governance, and the barriers and obstacles that are preventing 
organisations from implementing a cloud data governance programme. Additionally, the 
CSFs for implementing a cloud data governance programme have been investigated in this 
study. 
• Cloud Computing Brings New Issues for Data Governance Compared to 
Traditional Infrastructure 
The questionnaire asked the respondents to describe whether cloud computing brings new 
issues for data governance compared to traditional infrastructure (on the premises). The 
results show that most of the participants (58%) agree the cloud computing brings new issues 
for data governance. Figure 5.18 shows the respondents’ answers.  
Chapter Five                                                  State of Cloud Data Governance in Saudi Arabia 
163 
 
 
Figure 5.18 Cloud computing brings new issues for data governance compared to traditional 
infrastructure (on the premises) 
• The Current State of Cloud Data Governance Programme Implementation 
The current state of cloud data governance refers to the extent of cloud data governance 
programme implementation in public sector organisations in Saudi Arabia. Kooper et al. 
(2011) adopted an approach to measure information governance status in IBM. Therefore, 
this study adopted this measurement approach to investigate the current state of cloud data 
governance programme implementation in public sector organisations in Saudi Arabia. This 
was measured using closed questions (Yes, No, Don't Know). The results show that only 
14% of the participants reported that their organisations have implemented cloud data 
governance programme. Figure 5.19 shows the current state of implementation of cloud data 
governance programmes.  
 
Figure 5.19 The current state of implementation of a cloud data governance programme in Saudi 
Arabia’s public sector 
Further data was obtained from those participants who reported that their organisation had 
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not implemented a cloud data governance programme, via sub-questions. The results show 
that 25.89 % of the other public sector organisations in Saudi Arabia are planning to 
implement cloud data governance programme in the next two years. The results are shown in 
Figure 5.20. 
 
Figure 5.20 The current state of implementation of a cloud data governance programme by Saudi 
Arabia’s public sector 
 
• The Levels of the Cloud Data Governance Process Within the Organisations 
To investigate the levels of cloud data governance in the organisations that had implemented 
a cloud data governance programme, the questionnaire asked the respondents to describe the 
level of the cloud data governance programme achieved in their organisations. This question 
was answered by 28 respondents. Based on the CMM, five levels define a scale for 
measuring the maturity of an organisation’s software processes; these levels are Initial, 
Repeatable, Defined, Managed and Optimised (Software Engineering Institute, 2010). 
Therefore, this study adopted this measurement approach to investigate the levels of cloud 
data governance process within public sector organisations in Saudi Arabia. Moreover, the 
‘Don’t know’ option was also included in the responses to this question. The results show 
that the cloud data governance implementation in the Saudi organisations is still in initial 
level and it needs more efforts to get to the high maturity level of cloud data governance. 
Figure 5.21 shows the levels of cloud data governance processes within Saudi organisations. 
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Figure 5.21 The levels of the cloud data governance processes within Saudi organisations 
 
• The Source of Threats to the Cloud Data Governance Profile 
The aim of this question was to understand the source of threats to the cloud data governance 
profile in the respondents’ organisations; this question was answered by 28 respondents who 
were implementing cloud data governance programmes in their organisations. Figure 5.22 
shows the source of threats to the cloud data governance profile.  
 
Figure 5.22 The source of threats to the cloud data governance profile in Saudi Arabia’s public sector 
 
5.4.6. CSFs for Implementing Cloud Data Governance in Saudi Arabia  
The literature review identified different CSFs related to data governance. These were 
therefore analysed and extracted; some of the CSFs were mentioned in the same expression 
but in different meanings or contexts. This study has dealt with CSFs based on their 
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meanings or contexts. In addition, these factors have been classified into eight main factors, 
and under each main factor there are sub-factors. The main factors are namely: organisational 
(OF), technological (TF), environmental (EF), stakeholder’s involvement (SIF), strategic 
planning (SPF), strategic management (SMF), strategic alignment (SAF), and monitoring & 
ongoing (MOF). In addition, this study aims to examine those CSFs that influence the 
implementation of cloud data governance in the public sector in Saudi Arabia. In the survey, 
the questions were presented as variables with coding options where applicable. A Likert 
scale was coded from 1 to 5, with 1 representing “Strongly Agree”, and 5 representing 
“Strongly Disagree”. This section analyses the findings of our study related to the CSFs. The 
study uses statistical tests to measure the respondents’ answers – mean, standard deviation 
(SD) and variance. To recall, Table 5.4 presents all identified CSFs. 
 
Table 5.4 All identified CSFs of cloud data governance  
Code CSFs 
OF1 Setting up a clear cloud data governance office structure 
OF2 Ongoing funding for cloud data governance requirements 
OF3 Improvement of staff’s skills and experience in cloud data governance 
OF4 Top management support for cloud data governance implementation 
OF5 Business case 
OF6 Leadership and commitment of top management to the adoption of a risk 
management strategy for the organisation 
TF1 Integrate data governance functions with cloud deployment model features 
TF2 Integrate data governance functions with cloud service delivery model features 
TF3 Data risk in cloud computing is assessed and managed on time 
TF4 Automation of cloud data governance 
EF1 Building cloud data governance into the SLA of the cloud computing project 
EF2 Support compliance enforcement to implement cloud data governance 
EF3 Regulatory environment & compliance requirements to support cloud data 
governance implementation 
SIF1 Involvement of board of directors & top management support and ownership to 
support the implementation of cloud data governance 
SIF2 Involvement of cloud provider in cloud data governance 
SIF3 Involvement of other cloud actors in cloud data governance (cloud broker, cloud 
auditor, cloud carrier) 
SPF1 Analysis and evaluation of the current state of cloud data governance 
SPF2 Identify and articulate priorities to implement cloud data governance  
SPF3 Setting up a clear cloud data governance mission and vision 
SPF4 Setting up a clear communication plan 
SPF5 Setting up a clear change management plan to implement cloud data governance 
SPF6 Defining data value 
SPF7 Classify data in the cloud 
SMF1 Setting up clear cloud data governance policies 
SMF2 Setting up clear cloud data governance procedures 
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SMF3 Setting up clear cloud data governance standards 
SMF4 Setting up clear cloud data governance processes 
SMF5 Defining clear roles and responsibilities for cloud data governance team 
SMF6 Configuring cloud data governance programme activities 
SMF7 Regular communication with all cloud data governance participants 
SMF8 Create a clear risk management strategy 
SAF1 Effective alignment with cloud computing regulation 
SAF2 Effective alignment with organisation’s strategy 
SAF3 Effective alignment with business strategy 
SAF4 Effective alignment with IT strategy 
SAF5 Effective alignment with environmental strategy 
SAF6 Effective alignment with corporate governance 
SAF7 Effective alignment with IT governance 
SAF8 Effective alignment with other strategies 
MOF1 Measuring and reporting for continuous improvement of cloud data governance 
MOF2 Training and education of the organisation’s staff on the cloud data governance 
programme 
MOF3 Execute a cloud data governance change plan 
 
 
Table 5.5 shows the analysis of CSFs affecting the implementation of cloud data governance 
in the Saudi public sector, based on the participants’ responses to the designated 
questionnaire, provided in (Appendix E). Based on the obtained results, there seems to be a 
general agreement among all participants (=> 73%) that all of the identified CSFs are 
significantly important for implementing effective cloud data governance in the public sector 
in Saudi Arabia, with mean =>4. One can notice that for two CSFs, SPF6 and TF1, at least 
20% of the respondents were neutral.  
 
Table 5.5 Statistical analysis of CSFs affecting cloud data governance implementation in the Saudi 
public sector 
CSFs / 
Scale 
Strongly 
agree 
Agree Neither 
agree nor 
disagree 
Disagree Strongly 
disagree 
Statistical 
% % % % % Mean S.D Variance 
OF1 48.22 32.99 15.74 2.54 0.51 4.18 0.85 0.72 
OF2 42.64 32.99 19.80 3.55 1.02 4.13 0.92 0.84 
OF3 49.24 33.50 13.71 3.05 0.51 4.28 0.85 0.72 
OF4 46.70 34.01 16.75 2.54 0.00 4.25 0.82 0.67 
OF5 43.65 37.06 16.75 1.52 1.02 4.21 0.84 0.71 
OF6 46.19 35.53 14.21 3.05 1.02 4.23 0.87 0.77 
TF1 36.04 39.09 20.81 3.55 0.51 4.13 0.87 0.75 
TF2 47.72 34.52 15.23 1.52 1.02 4.29 0.85 0.72 
TF3 44.16 37.56 16.24 2.03 0.00 4.22 0.83 0.68 
TF4 46.19 34.52 17.77 1.52 0.00 4.26 0.84 0.71 
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CSFs / 
Scale 
Strongly 
agree 
Agree Neither 
agree nor 
disagree 
Disagree Strongly 
disagree 
Statistical 
% % % % % Mean S.D Variance 
EF1 46.19 32.99 16.24 4.57 0.00 4.21 0.87 0.76 
EF2 40.61 39.59 17.26 2.03 0.51 4.18 0.82 0.67 
EF3 41.12 38.58 16.24 3.55 0.51 4.16 0.86 0.74 
SIF1 45.18 32.99 18.27 2.54 1.02 4.19 0.89 0.79 
SIF2 38.58 41.62 15.74 2.54 1.52 4.07 0.87 0.75 
SIF3 46.19 35.53 16.24 1.52 0.51 4.14 0.92 0.85 
SPF1 40.61 41.12 15.23 1.52 1.52 4.18 0.85 0.72 
SPF2 45.69 32.49 16.24 5.08 0.51 4.18 0.91 0.84 
SPF3 44.67 36.55 14.72 4.06 0.00 4.23 0.84 0.71 
SPF4 43.65 38.07 14.72 2.54 1.02 4.21 0.86 0.73 
SPF5 43.65 37.06 16.75 1.52 1.02 4.21 0.84 0.71 
SPF6 41.12 31.98 21.32 4.57 1.02 4.08 0.94 0.89 
SPF7 47.21 30.46 17.77 4.57 0.00 4.20 0.89 0.79 
SMF1 48.22 35.53 13.71 1.02 1.52 4.28 0.85 0.72 
SMF2 47.21 36.55 13.20 2.54 0.51 4.27 0.82 0.68 
SMF3 48.73 34.01 14.21 2.03 1.02 4.27 0.85 0.73 
SMF4 45.18 36.55 16.24 1.52 0.51 4.24 0.81 0.66 
SMF5 48.22 35.53 12.69 2.03 1.52 4.27 0.87 0.76 
SMF6 42.13 37.06 15.23 4.06 1.52 4.13 0.92 0.85 
SMF7 43.65 38.07 15.74 2.03 0.51 4.22 0.82 0.67 
SMF8 49.24 35.03 12.18 2.54 1.02 4.29 0.85 0.72 
SAF1 50.25 32.49 13.71 3.55 0.00 4.29 0.83 0.70 
SAF2 44.67 36.55 15.23 2.54 1.02 4.21 0.86 0.75 
SAF3 45.69 34.01 17.26 2.03 1.02 4.21 0.87 0.76 
SAF4 50.76 29.44 17.77 2.03 0.00 4.29 0.83 0.68 
SAF5 49.24 32.49 15.74 2.54 0.00 4.28 0.82 0.67 
SAF6 49.75 31.47 16.75 1.52 0.51 4.28 0.83 0.69 
SAF7 46.19 35.03 16.24 2.03 0.51 4.24 0.83 0.69 
SAF8 42.13 34.52 19.80 2.54 1.02 4.14 0.89 0.79 
MOF1 50.76 32.99 13.20 1.52 1.52 4.30 0.86 0.75 
MOF2 39.59 39.09 15.74 5.58 0.00 4.13 0.87 0.76 
MOF3 44.67 36.04 16.24 3.05 0.00 4.22 0.83 0.68 
 
 
Figure 5.23 provides an overall ranking of the importance of the identified CSFs for 
implementing cloud data governance in the Saudi public sector, based on the participants’ 
responses. To do this, an overall mean for each main factor was calculated.  
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Figure 5.23 Ranking of the cloud data governance CSFs from the perspective of the Saudi Arabian 
public sector 
5.4.7. Barriers to Implementing Cloud Data Governance in Saudi 
Arabia 
The literature review found that different barriers related to data governance have been 
discussed in different sources. Therefore, this study has analysed and extracted those barriers; 
some of those barriers have been mentioned in the same expression but in different meanings 
or contexts. This study has dealt with them based on their meanings or contexts. In addition, 
those barriers have been classified into eight main barriers, and under each main barrier there 
are sub-barriers. The main barriers are namely: organisational (OB), Technological (TB), 
Environmental (EB), Functional (FB), Financial (FIB), Cultural (CB), Human (HB) and 
Knowledge (KB). The sub-barriers have been coded based on the main category code. In the 
survey, the questions were presented as variables with coding options where applicable. A 
Likert scale was coded from 1 to 5, with 1 representing ‘Strongly Agree’, and 5 representing 
‘Strongly Disagree’. This section analyses the findings of our study related to the barriers to 
the implementation of cloud data governance. The study uses statistical tests to measure the 
respondents’ answers by mean, standard deviation (SD) and variance. To recall, Table 5.6 
presents all identified barriers.  
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Table 5.6 All identified barriers of cloud data governance 
Code  Barriers 
OB1 The priority of cloud data governance compared to other projects 
OB2 The inability to communicate the business value of cloud data governance 
OB3 Lack of focus on cloud data governance charter, mission and vision within the 
organisation.  
OB4 Designing a communication plan. 
OB5 The change management plan 
OB6 Lack of a cloud data governance office in the organisation 
OB7 Organisations do not view data as a strategic asset in the organisation 
OB8 Lack of time to implement cloud data governance in the organisation 
OB9 Cloud computing not quite adopted in the organisation 
TB1 Cloud data governance being perceived as too complex 
TB2 Lack of technology used to implement and monitor cloud data governance in the 
organisation 
TB3 The complexity of storage and processing data in the cloud 
TB4 Complexity of the cloud deployment models 
TB5 Complexity of the cloud service delivery models 
TB6 Lack of simple mechanisms to assess the trustworthiness of potential partners 
EB1 Lack of compliance enforcement in the organisation 
EB2 Cloud data governance is not built into the SLA of the cloud computing service with 
the cloud provider 
EB3 Compliance hazard 
EB4 Lack of cloud regulation 
FB1 Lack of focus on cloud data governance policies 
FB2 Lack of focus on cloud data governance procedures 
FB3 Lack of focus on cloud data governance processes 
FB4 Lack of focus on defined roles and responsibilities for cloud actors within the 
organisation 
FIB1 Lack of financial resources 
FIB2 Cost  
CB1 The cloud data governance is not part of most Saudi Arabian organisations’ culture 
CB2 Resistance to change 
KB1 The organisations do not know where to start when they intend to implement cloud 
data governance 
KB2 Lack of knowledge about cloud data governance 
KB3 Lack of training on the cloud data governance programme in the organisation 
KB4 Lack of understanding of how to create a communication plan for cloud data 
governance in organisations 
KB5 Lack of understanding of how to build cloud data governance matrices and measures 
in the organisation 
HB1 Lack of people who support the implementation of cloud data governance in the 
organisation 
HB2 Lack of executive and stakeholder support 
HB3 Lack of people who have skills and experience to implement cloud data governance 
in the organisation 
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Table 5.7 shows the analysis of the barriers affecting cloud data governance implementation 
in the Saudi public sector, based on the participants’ responses to the designated 
questionnaire, provided in (Appendix E). Based on the obtained results, there seems to be a 
general agreement among all participants (=> 58%) that the majority of the identified barriers 
are significant barriers for implementing effective cloud data governance in the public sector 
in Saudi Arabia, with mean =>3.35. There is one exception – the lack of time to implement 
cloud data governance in the organisation (OB8). The results show that the majority of 
respondents (81.73%) do not believe that this is a barrier to implementing cloud data 
governance in the public sector in Saudi Arabia (mean = 2.46). 
 
Table 5.7 Statistical analysis of the barriers affecting cloud data governance implementation in the 
Saudi public sector 
Barriers 
/ Scale 
Strongly 
agree 
Agree Neither agree 
nor disagree 
Disagree Strongly 
disagree 
Statistical 
% % % % % Mean S.D Variance 
OB1 44.16 32.49 15.74 5.58 2.03 4.11 1.00 .99 
OB2 37.06 36.04 20.81 5.08 1.02 4.03 .88 .77 
OB3 43.15 35.03 19.29 1.02 1.52 4.17 .93 .87 
OB4 39.09 38.07 18.27 3.05 1.52 4.10 .88 .77 
OB5 38.58 33.50 21.83 4.06 2.03 4.03 .91 .82 
OB6 45.18 31.98 17.26 2.54 3.05 4.14 .97 .95 
OB7 34.52 31.98 23.86 6.60 3.05 3.88 1.05 1.11 
OB8 12.18 6.09 25.38 27.92 28.43 2.46 1.29 1.67 
OB9 41.12 30.96 21.83 4.57 1.52 4.06 .97 .95 
TB1 33.50 31.47 25.89 6.60 2.54 3.87 1.03 1.07 
TB2 33.50 28.93 23.86 9.64 4.06 3.88 1.13 1.28 
TB3 32.99 26.90 27.41 10.15 2.54 3.88 1.09 1.19 
TB4 23.86 34.01 30.96 7.11 4.06 3.66 1.04 1.09 
TB5 26.40 32.49 29.95 8.12 3.05 3.71 1.04 1.08 
TB6 34.52 33.50 24.87 4.57 2.54 3.93 1.00 1.00 
EB1 32.99 29.95 31.47 3.55 2.03 3.88 .98 .96 
EB2 38.58 28.93 25.89 4.57 2.03 3.97 1.00 1.01 
EB3 29.95 29.44 34.01 5.08 1.52 3.81 .97 .94 
EB4 54.31 29.95 12.18 3.55 0.00 3.35 .83 .68 
FB1 40.10 34.52 20.81 2.03 2.54 4.08 .96 .91 
FB2 40.61 34.52 21.32 1.02 2.54 4.10 .94 .88 
FB3 42.64 35.03 17.77 2.54 2.03 4.14 .93 .87 
FB4 44.67 31.47 18.78 3.55 1.52 4.15 .95 .89 
FIB1 31.98 31.98 17.77 8.12 10.15 3.68 1.28 1.63 
FIB2 31.98 28.43 21.83 11.68 6.09 3.69 1.21 1.45 
CB1 43.15 31.47 20.30 2.54 2.54 4.10 .98 .95 
CB2 51.27 31.47 14.72 2.54 0.00 4.31 .81 .66 
KB1 30.96 31.98 24.87 7.61 4.57 3.80 1.11 1.22 
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Barriers 
/ Scale 
Strongly 
agree 
Agree Neither agree 
nor disagree 
Disagree Strongly 
disagree 
Statistical 
% % % % % Mean S.D Variance 
KB2 43.65 29.95 19.80 3.55 3.05 4.08 1.02 1.04 
KB3 44.67 35.03 15.74 1.52 3.05 4.17 .95 .91 
KB4 41.12 32.49 18.78 4.06 3.55 4.04 1.04 1.08 
KB5 39.09 31.47 23.35 3.05 3.05 4.01 1.01 1.02 
HB1 40.10 33.50 20.30 3.55 2.54 4.05 .99 .97 
HB2 40.61 30.96 21.83 5.08 1.52 4.04 .98 .96 
HB3 41.62 29.44 20.81 6.60 1.52 4.03 1.01 1.02 
 
Figure 5.24 provides the overall ranking of the importance of the identified barriers for 
implementing cloud data governance in the Saudi public sector, based on the participants’ 
responses. To do this, an overall mean for each main barrier was calculated.  
 
Figure 5.24 Ranking of the cloud data governance barriers from the perspective of the Saudi Arabian 
public sector 
5.5. Chapter Summary   
This chapter has discussed and presented the analysis findings of the quantitative data 
collected from the questionnaire. The questionnaire aimed to identify the current situation of 
cloud computing adoption and cloud data governance implementation in the public sector 
organisations of Saudi Arabia. Regarding cloud computing adoption, the results show that 
only 29% of the participants reported that their organisations have adopted cloud computing 
services, and 33.50 % of the participants showed that their organisations are planning to 
adopt cloud computing in the next two years. With regards to a cloud data governance 
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participants showed that their organisations are planning to implement cloud data governance 
programme in the next two years. Thus, the results show that cloud data governance 
processes within Saudi organisations are still in initial level. CSFs and barriers that influence 
the implementation of cloud data governance in Saudi Arabia have also been considered in 
this questionnaire to support the development of a strategy framework for cloud data 
governance. Based on the obtained results, there seems to be a general agreement among all 
participants that the identified CSFs and barriers are influence the implementation of cloud 
data governance in Saudi Arabia. In addition, cloud data governance CSFs and barriers have 
been ranked based on the perspective of the Saudi Arabian public sector. The validation and 
evaluation of the cloud data governance framework will be presented in the following 
chapter. 
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Chapter 6. Validation and Evaluation of the Cloud Data 
Governance Framework  
 
6.1. Introduction  
A validation technique is a key part of the framework/model development process; it 
increases confidence in the framework/model and makes it more valuable (Kennedy et al., 
2005). Validation can be defined as “the process of determining the degree to which a model 
is an accurate representation of the real world from the perspective of the intended uses of 
the model”(Oberkampf & Trucano, 2008, p.719). Therefore, validation provides evidence to 
substantiate how accurately the computational model simulates the real world for the system 
of focus. In comparison to the real world, the assessment of accuracy will be provided by 
expert opinion. In the existing works, many methods have been used to validate frameworks 
and models, namely: surveys, case studies, questionnaires, focus groups, interviews and 
workshops (Kennedy et al., 2005; Oberkampf & Trucano, 2008; Fernández & Llorens, 2009). 
In this research, the proposed framework was validated through a focus group for the Case 
Study of Saudi Arabia, and the proposed framework was evaluated and assessed by Structural 
Equation Modelling (SEM) based on the questionnaire finding. 
6.2. Design of the Validation Approach  
The motivation of this thesis was to support the Saudi Public Section implement effective 
cloud data governance programmes, therefore the outcomes of the research was validated by 
for this Case Study.  A Focus group approach was adopted for this purpose. This approach is 
an effective one, for exploring the awareness, behaviour, concerns, beliefs, experiences, 
motivation, operating practices and intentions related to a particular topic and sub-issues 
(Freitas et al., 1998). The focus group is particularly useful for generating an in-depth 
understanding of issues, since a skilled moderator can amplify individual responses through 
group comments or individual feedback. In addition, a skilled moderator can follow up or 
probe certain tangents or views that were unanticipated in the design of the moderator’s 
guide, often yielding new information or additional nuances of existing information 
(Rennekamp & Nall, 2002). The focus group comprised for our case study involved ten (10) 
participants, all of whom have some experience related to data governance. The data from the 
focus group and the discussion were documented by writing notes. In addition, a 
questionnaire was distributed to the focus group members, examining two different types of 
basic questions: open-ended questions and closed questions. This questionnaire was used to 
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validate the proposed framework and to elicit recommendations, information and knowledge 
from the participants to improve the framework. The focus group data was analysed to update 
and improve the proposed framework, in order to produce the final version of the framework. 
One focus group session was used to validate this work, as follows:  
• Conduct one focus group involving participants from government organisations 
(cloud consumers) and from telecommunication and information technology industry 
(cloud providers) in Saudi Arabia. 
• Distribute the questionnaire to validate the proposed framework in order to:  
o Validate the framework design. 
o Validate the framework phases. 
o Validate the components of the framework phases. 
o Validate the usability of implementing the framework. 
o Obtain suggestions from the participants to improve the cloud data governance 
framework.  
• Perform content analysis of collected data. 
• Provide a report on the collated content analysis, detailing suitable content and a 
format for validating the proposed framework. 
6.3. Focus Group Scope 
The scope of the focus group session was based on three tasks: define and explain the 
research problem, describe the focus group discussion and update the proposed framework of 
cloud data governance after validation by the focus group participants. Figure 6.1 shows the 
focus group process and the session’s scope. 
 
Figure 6.1 Focus group session’s scope 
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a) Define Problem Statement 
The focus group started by defining the research problem to the focus group participants. The 
research problem emanated from organisations’ concerns when they move their data to a 
cloud computing environment (Mary et al., 2011). The literature review shows that the loss of 
data governance in cloud computing environments is considered to be one of the main issues 
when organisations are thinking about adopting cloud computing (Groß & Schill, 2012). 
There is no clear solution to help organisations to understand how to design, deploy and 
sustain a cloud data governance programme. This work provides a solution by developing a 
strategy framework to design, sustain and deploy an effective cloud data governance 
programme; this will help organisations to understand how to develop their own cloud data 
governance programme.  
b) Focus Group Description  
This section highlights and describes the focus group session, as follows:  
• Focus Group Session 
This focus group is called the cloud data governance framework focus group; its discussion 
was based on the given guidelines (see Appendix D). The process of the validation session 
took around three hours, including:  
1. Presentation, in which the background of the research was discussed, including the 
problem, aim, objectives, and the desired outcomes of the research.  
2. Presentation of the proposed framework and explanation of the framework 
implementation. 
3. Open discussion to gather the participants’ experience and thereby validate the 
proposed framework.  
4. Closed questions with a five-point Likert scale to obtain feedback from the focus 
group participants. 
5. Gathering feedback through the use of open-ended questions and open discussion to 
obtain feedback from the focus group participants to improve and update the proposed 
framework. 
 
c) Deliverables 
A deliverable in this context is any unique and verifiable result of the focus group discussion 
that details changes and improvements that must occur to complete a process, phase, 
framework objective, framework design or phase component. The deliverable within this 
stage permitted improvements and updates to be made to the proposed framework. These 
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were driven by the recommendations and results of the validation, provided by the focus 
group.  
6.4. Participant Profiles  
The focus group comprised 10 participants, who were coded P1 to P10; 7 participants were 
from government organisations, and 3 participants were from cloud providers. The 
participants from government organisations were representatives of the Ministry of Interior, 
Ministry of Finance, Ministry of Education, Directorate General for Passports, Prince 
Mohammad bin Abdulaziz Hospital and King Abdulaziz City for Science and Technology. 
The cloud provider participants represented the three biggest cloud provider companies in 
Saudi Arabia: Mobily, STC and Elm. The participants in this focus group were chosen to be 
similarly homogenous with respect to their education, and recent experience with cloud 
computing, building strategy and aspects of governance. To gather feedback from a mix of 
participants with different organisations, the focus group session was conducted with all the 
participants at the same time. Table 6.1 shows the participants’ demographics. 
Table 6.1 The demographic characteristics of the participants 
Participant 
group 
 
Participant 
code 
 
Position 
Experience 
in current 
job 
Cloud 
experience 
Strategy 
experience 
Governance 
experience 
 
 
 
 
Government 
Organisation 
   P1  
 
IT Manager 11 years 2-5 Years 2-5 Years 1-2 Years 
P2 
CIO 2-5 Years 5-10 years 1-2 Years 2-5 Years 
P3 
IT Manager 5-10 years 2-5 Years 2-5 Years 1-2 Years 
P4 Data centre 
administrator 
13 years 
>10 
1-2 Years 1-2 Years <1 year 
P5 CIO/IT 
Manager 
18 years 
>10 
5-10 years 5-10 years 5-10 years 
P6 
IT Manager 
13 years 
>10 
1-2 Years 2-5 Years 2-5 Years 
P7 
IT Manager 
12 years 
>10 
1-2 Years 1-2 Years <1 year 
 
Cloud 
Provider 
P8 Cloud 
Manager 
5-10 years 2-5 Years 1-2 Years 5-10 years 
P9 Data centre 
administrator 
12 years 
>10 
5-10 years 5-10 years 5-10 years 
P10 Cloud 
Manager 
1-2 Years 2-5 Years 1-2 Years 
2-5 Years 
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6.5. Data Analysis  
Both quantitative and qualitative data analysis tools have been used in this research for 
validation purposes, based on the participants’ feedback. In terms of the quantitative 
feedback, a five-point Likert scale was used to validate each statement in the validation 
criteria: these are framework design, framework phases, components of the framework 
phases and usability. Regarding qualitative feedback, the validation of the framework 
contained open-ended statements to give a short rationale for the participants’ opinions and 
the opportunity to express further comments and recommendations to update and improve the 
framework. It was necessary to find an equilibrium between both the validation results and 
the participants’ suggestions to improve the framework. This was to ensure that the proposed 
framework would be more accurately implemented across the different organisations. Figure 
6.2 shows the balancing point to obtain an accurate framework.  
 
Figure 6.2 The balancing point for accuracy of the framework 
6.5.1. Framework Design Validation  
The goal of this step is to investigate whether the framework design achieves the research 
aim and objectives. This step includes seven statements, which were coded St 1.1 to St 1.7. A 
Likert scale ranging from 5 (strongly agree) to 1 (strongly disagree) was used to indicate 
whether the participants agreed or disagreed with each statement, in order to rate the design 
of the framework. Figure 6.3 shows the participants’ feedback on these statements. 
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Figure 6.3 The participants’ feedback on validation statements of the framework design 
Figure 6.3 shows the participants’ feedback on the seven statements regarding the validation 
of the framework design. The results show that the majority of the participants agreed with 
these statements with mean => 3.5. Based on the results above, Table 6.2 shows the means of 
the participants’ feedback to validate the framework design.  
Table 6.2 The means of the participants’ feedback on the statements to validate the framework design 
St 1.n Statements Mean 
1.  Framework provides a strategy to design, deploy and sustain an effective cloud 
data governance programme. 
4.60 
2.  Framework supports organisational learning and innovation in cloud data 
governance. 
3.80 
3.  Framework provides a structured methodology for supporting decision makers to 
understand important processes to implement a cloud data governance programme. 
4.50 
4.  Framework will help organisations to reduce the cost, time and effort involved in 
the cloud data governance process. 
3.50 
5.  Framework reduces loss of data governance in cloud computing. 4.10 
6.  Framework helps government organisations to implement their cloud data 
governance programme. 
4.50 
7.  Framework helps government organisations to control their data in the cloud 
computing environment. 
4.00 
 
6.5.2. Framework Phases Validation  
The goal of this step is to determine whether the participants agree with the framework 
phases in terms of whether these phases support important processes and increase 
understanding of cloud data governance requirements. This step comprises five statements, 
which were coded St 2.1-St 2.5. A Likert scale of importance from 5 (very important) to 1 
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(not important) was used to indicate the participants’ feedback to each statement and to rate 
the phases of the framework. Figure 6.4 shows the participants’ feedback on these statements. 
 
Figure 6.4 The participants’ feedback on validation statements of the framework phases 
Figure 6.4 shows the participants’ feedback on the five statements in order to validate the 
phases of the proposed framework. The results show that all of the participants indicated that 
the statements were important, with mean => 3.9. Based on the results above, Table 6.3 
shows the means of the participants’ feedback to validate the framework phases. 
Table 6.3 The means of the participants’ feedback on the statements to validate the framework phases 
St2.n Statements Mean 
1.  The initial phase is crucial to support important processes in understanding cloud 
data governance requirements. 
4.40 
2.  The design phase is crucial to support important processes in designing a cloud 
data governance programme. 
4.40 
3.  The deploy phase is crucial to support important processes in implementing a 
cloud data governance programme. 
4.20 
4.  The monitor phase is crucial to support important processes to ensure that the 
cloud data governance programme is going in the right direction. 
3.90 
5.  The sustain phase is crucial to support important processes that keep the cloud 
data governance programme ongoing. 
4.40 
 
6.5.3. Validate the Components of the Framework Phases 
In the previous section, the framework phases in general have been validated; thus, this 
section aims to validate each component in these phases. In this section, a Likert scale of 
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importance from 5 (very important) to 1 (not important) was used to indicate the participants’ 
feedback to each statement to rate each component in the framework phases. 
• Validation Results of the Initial Phase  
This step aims to validate the initial phase components to make sure that these components 
are important when identifying the significant requirements for building the strategy 
framework. This step includes seven statements, coded St 3.1.1 to St 3.1.7. Figure 6.5 shows 
the participants’ feedback on these statements. 
 
Figure 6.5 The participants’ feedback on validation statements of the initial phase components 
Figure 6.5 shows the participants’ feedback on the seven statements in order to validate the 
initial phase components in the framework. The results show that all participants agreed with 
the importance of these statements, with mean => 3.80. Table 6.4 shows the means of the 
participants’ feedback to validate the initial phase components. 
Table 6.4 The means of the participants’ feedback on the statements to validate the initial phase 
components 
St 3.1.n Statements Mean 
1.  Establish the cloud data governance office. 4.50 
2.  Build structure for the cloud data governance office.    4.60 
3.  Develop a communication plan for the cloud data governance office.  3.80 
4.  Establish cloud data governance roles and responsibilities.  4.30 
5.  Define the cloud data governance business case.   4.10 
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St 3.1.n Statements Mean 
6.  Set up a cloud data governance assessment guide. 3.90 
7.  Define cloud data governance requirements.  4.10 
 
• Validation Results of the Design Phase 
This criterion aims to validate the design phase components to make sure that these 
components are important for the strategy framework. This step includes five statements, 
coded St 3.2.1 to St 3.2.5. Figure 6.6 shows the participants’ feedback on these statements. 
 
Figure 6.6 The participants’ feedback on validation statements of the design phase components 
Figure 6.6 shows the participants’ feedback on the five statements in order to validate the 
components of the design phase in the framework. The results show that the majority of the 
participants agreed with the importance of these statements with mean => 4.10. Based on the 
results above, Table 6.5 shows the means of the participants’ feedback to validate the design 
phase components. 
Table 6.5 The means of the participants’ feedback on the statements to validate the design phase 
components 
St 3.2.n Statements Mean 
1.  Establish cloud data governance functions.  4.40 
2.  Integrate data governance functions within the cloud computing context. 4.30 
3.  Align data governance functions with other strategies in the organisation. 4.10 
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4.  Establish a negotiating contract between cloud consumer and provider for cloud 
data governance. 
4.10 
5.  Develop a data governance level agreement. 4.50 
 
• Validation Results of the Deploy Phase 
This step aims to validate the deploy phase components to make sure that these components 
are important for the strategy framework. This step includes two statements, coded St 3.3.1 
and St 3.3.2. Figure 6.7 shows the participants’ feedback on these statements. 
 
Figure 6.7 The participants’ feedback on validation statements of the deploy phase components 
Figure 6.7 shows the participants’ feedback on the two statements in order to validate the 
components of the deploy phase in the framework. The results show that all the participants 
indicated that these statements are important, with mean = 4.60. Based on the results above, 
Table 6.6 shows the means of the participants’ feedback for the deploy phase components. 
Table 6.6 The means of the participants’ feedback on the statements to validate the deploy phase 
components 
St 3.3.n Statements Mean 
1.  Configuring cloud data governance programme. 4.60 
2.  Implementing cloud data governance programme. 4.60  
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• Validation Results of the Monitor Phase 
This step aims to validate the monitor phase components to make sure that these components 
are important for the strategy framework. This step includes two statements, coded St 3.4.1. 
and St 3.4.2. Figure 6.8 shows the participants’ feedback on these statements. 
 
Figure 6.8 The participants’ feedback on validation statements of the monitor phase components 
Figure 6.8 shows the participants’ feedback on the two statements in order to validate the 
components of the monitor phase in the framework. The results show that all the participants 
indicated that these statements are important, with mean => 4.60. Based on the results above, 
Table 6.7 shows the means of the participants’ feedback to validate the monitor phase 
components. 
Table 6.7 The means of the participants’ feedback on the statements to validate the monitor phase 
components 
St 3.4.n Statements Mean 
1.  Establish cloud data governance metrics and KPIs. 4.80 
2.  Establish cloud data governance tool based on modern technology to monitor 
cloud data governance activities. 
4.60 
 
• Validation Results of the Sustain Phase 
This step aims to validate the sustain phase components to make sure that these components 
are important for the strategy framework. This step includes five statements, coded St 3.5.1. 
to St 3.5.5. Figure 6.9 shows the participants’ feedback on these statements.  
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Figure 6.9 The participants’ feedback on validation statements of the sustain phase components 
Figure 6.9 shows the participants’ feedback on the five statements in order to validate the 
components of the sustain phase in the framework. The results show that the majority of the 
participants agreed with the importance of these statements with mean => 3.90. Based on the 
results above, Table 6.8 shows the means of the participants’ feedback to validate the sustain 
phase components. 
Table 6.8 The means of the participants’ feedback on the statements to validate the sustain phase 
components 
St 3.5.n Statements Mean 
1.  Identify Critical Success Factors (CSFs) for cloud data governance.  4.50 
2.  Establish/update education and training plan. 3.90 
3.  Execute change management plan.  4.50 
4.  Execute cloud data governance change plan.   4.40 
 
6.5.4. Validation Results of the Framework’s Usability 
The usability step is critical in order to ensure that the framework meets the requirements and 
specifications and can be applied in the organisation. Therefore, this section aims to validate 
the framework usability in terms of: ease of use, ease of learning, clarity, coverage of data 
governance strategy, practically, flexibility and efficiency. This step includes eight 
statements, coded St 4.1 to St 4.8. A Likert scale of agreement from 5 (strongly agree) to 1 
(strongly disagree) was used to indicate the participants’ agreement or disagreement with 
each statement and to rate the usability of the framework. Figure 6.10 shows the participants’ 
feedback on these statements. 
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Figure 6.10 The participants’ feedback on validation statements of the framework’s usability 
Figure 6.10 shows the participants’ feedback on the eight statements in order to validate the 
framework’s usability. The results show that the majority of the participants agreed with 
these statements, with mean => 3.90. Based on the results above, Table 6.9 shows the means 
of the participants’ feedback to validate the framework’s usability. 
Table 6.9 The means of the participants’ feedback on the statements to validate the framework’s 
usability 
St 4.n Statements  Mean 
1.  The framework is easy to use. 3.90 
2.  The framework is easy to learn. 4.00 
3.  The framework is clear.  4.00 
4.  The framework provides comprehensive coverage of processes involved in 
developing the strategy to implement the cloud data governance programme. 
4.20 
5.  The framework is useful. 4.50 
6.  The framework can be practically used. 3.90 
7.  The framework is flexible and efficient.   4.20 
8.  The framework provides a systematic approach to implementing a cloud data 
governance programme. 
4.50 
6.5.5. Finding and Discussion  
Based on the focus group discussion, this study found that there is slight interest among 
government organisations in implementing cloud data governance programmes in their 
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organisations. Participants from government organisations mentioned that they had not yet 
implemented a cloud data governance programme for many reasons, namely: cloud 
computing adoption in the organisation is not mature, there are no official cloud computing 
regulations, and there is a lack of existing skills and knowledge among IT professionals in the 
organisation related to implementing and managing cloud data governance.  
 
Additionally, there is no data governance office in the structure of the majority of public 
sector organisations to manage the cloud data governance programme. In the majority of 
organisations, the IT department is responsible for protecting data and the IT professionals’ 
focus is on practical ways to ensure data security. The cloud provider participants also agreed 
with these reasons.  
Given the focus group results analysis above, the Likert scale frequency was used to measure 
the participants’ feedback. The Likert scale answer for each statement, and the mean to 
obtain the overall participant results for each validation statement, have been considered in 
the data analysis. Table 6.3 refers to the data analysis as assessed by the participants to 
validate the framework design by supporting cloud data governance’s aim and objectives. 
The frequency results show that most of the participants agree with all the statements. 
Regarding the validation of the framework phases, the results show that most of the 
participants agree that all the given statements are crucial to support important processes in 
the framework.  
The focus group also validated the importance of each phase’s proposed components. The 
means obtained show that the participants are in general agreement with all the given 
statements with some recommendations to add new components. In addition, the focus group 
also validated the framework’s usability in terms of ease, clarity, coverage of the data 
governance strategy, practicality, flexibility and efficiency. Table 6.10 shows the means of 
the data analysis as assessed by the participants for validating the framework’s usability.  
Regarding the rationale for their views, the participants provided some comments to support 
their opinions, as follows:   
• The participants mentioned that the framework is important for organisations that are 
adopting or thinking about adopting cloud computing, for many reasons:  
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▪ The framework design follows a systematic approach to designing a strategy 
and it covers all the important foundation phases.  
▪ The framework phases cover the most important components for developing a 
strategy that helps organisations to implement a data governance programme 
for cloud computing.  
▪ The framework covers the integration between data governance functions and 
cloud computing features.  
▪ The framework helps decision makers in the organisation to understand how 
to implement a data governance programme for cloud computing services. 
▪ The framework refers to the establishment of a data governance office in the 
organisation’s structure; this was one of the main barriers to implementing an 
effective cloud data governance programme in organisations.  
▪ Considering the data governance office in the framework will assist the 
decision makers with ensuring that there are professionals in their organisation 
responsible for managing and monitoring the cloud data governance 
programme. This will ensure that the cloud data governance programme is 
effective and that improvements can be implemented in the future. 
• The participants mentioned some suggestions that need to be addressed in the 
proposed framework; these suggestions will be discussed in section 6.5.7 below.  
The focus group participants concluded, in the context of the Saudi Public Sector, that 
establishing a framework for a strategy to understand how to design, deploy and sustain a 
cloud data governance programme in the organisations would be useful for cloud consumers 
and providers to understand the important processes required to implement the cloud data 
governance programme. 
6.5.6. Overall Summary for the Validation of the Proposed Framework   
 
Table 6.10 shows the participants' feedback on the framework based on each criterion and 
each participant group.  
 
 
Chapter Six                   Validation and Evaluation of the Cloud Data Governance Framework  
189 
 
Table 6.10 The participant groups’ feedback on the framework based on each criterion 
Criterion 
Design Phases Usability 
S
ta
tem
en
t 
Validate the framework 
design by supporting 
cloud data governance 
aim and objectives. 
Validate the framework 
phases. 
 
Validate the usability 
for implementing the 
framework. 
Government 
Organisations 
4.04 4.31 4.21 
Cloud 
Providers 
4.38 4.13 4.00 
Mean for 
Each 
Criterion 
4.21 4.22 4.11 
 
Table 6.10 shows the results summary regarding the participants’ answers to the three criteria 
(design, phases, usability) in terms of the validation of the cloud data governance framework. 
The framework phases’ criteria have been ranked highest based on the participants’ answers 
(mean= 4.22). The results show that the government organisations indicated their satisfaction 
with the framework phases with high scores (mean = 4.31), followed by the cloud provider 
group with a mean score of 4.13.  
The design criteria have been ranked second by the group of participants (mean = 4.21). The 
results show that the cloud providers indicated their satisfaction that the framework design 
supports cloud data governance’s aim and objectives (mean = 4.38), followed by the 
government organisations group (mean= 4.04). The usability criteria have been ranked third 
with a mean score of 4.11.  
The results show that the government organisations indicated their satisfaction with the 
framework usability by a mean score of 4.21, followed by the cloud provider group with a 
mean score of 4.00. The overall views of each participant group regarding each phase in the 
framework have also been analysed in this section. These phases are initial, design, deploy, 
monitor and sustain. Table 6.11 shows the participants’ overall feedback for each phase of 
the framework based on each phase and each participant group. 
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Table 6.11 The participant groups’ feedback on each phase of the framework 
S
ta
tem
en
ts 
Initial Phase Design 
Phase 
Deploy 
Phase 
Monitor 
Phase 
Sustain 
Phase 
The 
components 
of the initial 
phase are 
important for 
building the 
framework 
for the 
strategy to 
design, 
deploy and 
sustain an 
effective 
cloud data 
governance 
programme. 
The 
components 
of the design 
phase are 
important for 
building the 
framework 
for the 
strategy to 
design, 
deploy and 
sustain an 
effective 
cloud data 
governance 
programme. 
The 
components 
of the deploy 
phase are 
important for 
building the 
framework 
for the 
strategy to 
design, 
deploy and 
sustain an 
effective 
cloud data 
governance 
programme. 
The 
components 
of the 
monitor 
phase are 
important for 
building the 
framework 
for the 
strategy to 
design, 
deploy and 
sustain an 
effective 
cloud data 
governance 
programme. 
The 
components 
of the sustain 
phase are 
important for 
building the 
framework 
for the 
strategy to 
design, 
deploy and 
sustain an 
effective 
cloud data 
governance 
programme. 
Government 
Organisations 
4.20 4.34 4.64 4.86 4.25 
Cloud 
Providers 
4.13 4.13 4.50 4.33 4.26 
Mean for 
Each 
Criterion 
4.17 4.24 4.57 4.60 4.26 
 
Table 6.11 shows the results summary regarding the groups’ answers in terms of the 
validation of each phase in the cloud data governance framework. The monitor phase has 
been ranked as the highest among the other phases (mean = 4.60). The results show that the 
government organisations indicated their satisfaction with the monitor phase with high scores 
(mean = 4.86), followed by the cloud provider group with a mean score of 4.33. The deploy 
phase has been ranked second by the group of participants (mean = 4.57). The results show 
that the government organisations indicated their satisfaction with the deploy phase (mean = 
4.64), followed by the cloud provider group (mean = 4.50). The sustain phase has been 
ranked third with a mean score of 4.26. The results show that the cloud provider group 
indicated their satisfaction with the sustain phase with a mean score of 4.26, followed by the 
government organisations group with a mean score of 4.25. In addition, the phase ranked 
fourth by the participant groups was the design phase (mean = 4.24). The results show that 
the government organisations indicated their satisfaction with the design phase (mean = 
4.34), followed by the cloud provider group (mean= 4.13). Finally, the initial phase has been 
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ranked the last phase with a mean of 4.17. The results show that the government 
organisations indicated their satisfaction with the initial phases (mean = 4.20), followed by 
the cloud provider group with a mean score of 4.13. Figure 6.11 shows that both participant 
groups indicated their agreement with the validation of each phase of the cloud data 
governance framework. 
 
Figure 6.11 Participants' feedback to validate each phase of the framework 
6.5.7. Suggestions for Framework Changes and Improvements  
Regarding qualitative feedback, the validation of the framework contained open-ended 
statements to give an opportunity to express further comments and recommendations to 
update and improve the proposed framework. Therefore, the qualitative feedback indicated 
that the focus group produced some recommendations to improve the proposed framework, 
the recommended amendments include:  
a. Initial phase: The majority of the focus group participants suggested adding a 
data classification component in this phase.  
b. Design phase: Most of the focus group participants suggested considering an 
e-government strategy in the contextual alignment activities.  
c. Deploy phase: All of the focus group participants suggested adding a 
reviewing and testing component for the cloud data governance programme 
before its implementation. 
d. Monitor phase: Most of the focus group participants suggested adding a 
dashboard component in this phase to create and present a physical monitoring 
report for decision makers.  
e. Sustain phase: The majority of the focus group participants suggested adding 
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an evaluation of the effectiveness of the cloud data governance programme 
component in this phase.  
All recommendations from the Focus group were summarised and discussed with all 
participants during the focus group session, which received full support by all participants.  
6.5.8. Framework Refinement  
The validation process was designed to test whether the proposed framework could be used 
in the Saudi Arabia context by adding or removing components to the proposed framework 
shown in Figure 3.27 in Chapter Three. The phase components identified for the proposed 
framework in Chapter Three were validated through the focus group and the results of the 
investigation are presented in Table 6.12.   
Table 6.12 The results of the investigation through the focus group 
Framework 
Phase 
Phase Component Confirmation of the 
Component 
 
 
 
Initial 
Phase 
Cloud data governance office Fully Confirmed 
Structure Fully confirmed 
Communication plan Fully confirmed 
Roles and responsibilities Fully confirmed 
Business case Fully confirmed 
Assess Fully confirmed 
Cloud data governance requirements Fully confirmed 
Data Classification  Fully confirmed to be a 
new component 
 
 
Design 
Phase 
Cloud data governance functions Fully confirmed 
Contextual integration of cloud computing Fully confirmed with 
add a new sub-
component (e-
government strategy) 
Contextual alignment  Fully confirmed 
Contractual context  Fully confirmed 
 
Deploy 
Phase 
Configuring cloud data governance programme Fully confirmed 
Implementing cloud data governance programme Fully confirmed 
Reviewing and testing the cloud data governance 
programme 
Fully confirmed to be a 
new component 
 
Monitor 
Phase 
Cloud data governance metrics and KPIs Fully confirmed 
Cloud data governance Tool Fully confirmed 
Dashboard Fully confirmed to be a 
new component 
 
Sustain 
Phase 
Identify Critical Success Factors (CSFs) Fully confirmed 
Education and training plan Fully confirmed 
Execute change management plan Fully confirmed 
Chapter Six                   Validation and Evaluation of the Cloud Data Governance Framework  
193 
 
Execute cloud data governance change plan Fully confirmed 
Evaluate the effectiveness of cloud data governance 
programme 
Fully confirmed to be a 
new component 
 
As discussed above, the qualitative feedback indicated that the focus group participants 
suggested improving the development of the proposed framework. Therefore, the participant 
suggestions in the focus group session have been considered and incorporated into this 
research to improve the proposed framework. These recommendations were considered and 
the proposed framework was amended as follows: 
• Initial phase: a data classification component was added in this phase, and the new 
components of the initial phase after validation are presented in Figure 6.12.  
Establishing a cloud data 
governance office:
• Structure 
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Responsibilities
• Communication 
Plan  
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business case 
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data governance
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Figure 6.12 The new proposed components of the initial phase after validation 
• Design phase: E-government strategy component was added in this phase. 
• Deploy phase: Reviewing and testing the cloud data governance programme component 
was added in this phase, and the new components of the deploy phase after validation are 
presented in Figure 6.13.  
Configuring the 
cloud data 
governance 
programme
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Testing the cloud 
data governance 
programme 
Implementing the 
cloud data 
governance 
programme 
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Refinement of the cloud 
data governance 
programme effectiveness
Approved
Figure 6.13 The new proposed components of the deploy phase after validation 
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• Monitor phase: A dashboard component was added in this phase, and the new 
components of the monitor phase after validation are presented in Figure 6.14.  
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Figure 6.14 The new proposed components of monitor phase after validation 
 
• Sustain phase: Evaluating the effectiveness of the cloud data governance programme 
component was added in this phase, and the new components of the sustain phase after 
validation are presented in Figure 6.15.  
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Figure 6.15 The new proposed components of the sustain phase after validation 
 
The amended design of the proposed strategy framework to design, deploy and sustain an 
effective cloud data governance programme is presented in Figure 6.16. 
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Figure 6.16 Amended framework after participants' feedback 
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6.6. Cloud Data Governance Framework Evaluation by 
Structural Equation Modelling 
The purpose of this section is to evaluate and assess the proposed cloud data governance 
framework in chapter Three by Structural Equation Modelling (SEM). SEM requires 
developing research model and the research hypotheses to evaluate and assess a phenomenon 
of the research. Research model and hypotheses have been developed in this research. 
therefore, SEM was used to evaluate and assess the research model and to test the research 
hypotheses based on the questionnaire findings.   
The research model will be assessed in two parts. The first part involves measurement of the 
research model, with emphasis on the reliability and validity of the research model constructs 
and their items. This means that each construct in the model will be analysed and that their 
reliability, validity and other characteristics will be evaluated. The reliability is measured by 
Cronbach’s alpha and composite reliability (CR), and the validity is measured by convergent 
and discriminant validity. The second part of the model assessment concerns the structural 
model. This part aims to assess the relationship between the research model constructs and 
testing the research hypotheses, and it focuses on how the research model fits.  
The overall model fit expanded over a sample size of 206 was tested with SEM using 
Moment of Structures Software (AMOS) version 24.0 as the modelling tool. The Statistical 
Package for Social Sciences (SPSS) version 24.0 was used to analyse the descriptive statistics 
and construct reliability. In addition, the research hypotheses will be discussed in this 
chapter. The research hypotheses’ structural relationships have been designed based on the 
evaluation objective, and these have been divided into two types: associative and causal 
hypotheses. Twenty-eight hypotheses have been formulated; 21 represent the associative path 
between the model constructs, and seven represent the causal path between the model 
constructs. Furthermore, the SEM overview, analysis process and the findings from testing 
the research model will be provided in this chapter. 
6.6.1. Structural Equation Modelling (SEM): Overview 
SEM is a general and powerful statistical modelling technique that is widely used in the 
behavioural sciences(Hox & Bechger, 2007). Two decades ago, SEM became one of the most 
popular statistical modelling tools across many disciplines due to its generality and flexibility 
(Suhr, 2006). Morris et al. (2011) defined SEM as “an analysis approach that accounts for 
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both the causal relationships between variables and the errors associated with the 
measurement of these variables”(Morris et al., 2011, p.278). Another definition of SEM was 
reported in 2013 by Merchant et al.: “a collection of statistical techniques used to determine 
the degree to which a proposed theoretical model is supported by data” (Merchant et al., 
2013, p.407). Therefore, SEM is a valuable approach for personality assessment that 
researchers can add to their analysis toolkit. SEM includes a diverse set of mathematical 
models, computer algorithms and statistical methods that fit networks of constructs to data 
(Suhr, 2006).  
The SEM normally consists of two types of models: the measurement model and the 
structural model (Merchant et al., 2013; Ratnam et al., 2014; Fan et al., 2016). The 
measurement model represents the theory and specifies how measured variables come 
together to represent latent factors (Hox & Bechger, 2007; Ratnam et al., 2014). On the other 
hand, the structural model represents the theory specifying how constructs are related to other 
constructs in the model (Henseler et al., 2014). In addition, SEM is a combination of two 
statistical methods, confirmatory factor analysis (CFA) and path analysis (PA) (Fan et al., 
2016). CFA originated in psychometrics, and its objective is to estimate latent psychological 
traits, such as satisfaction and attitude (Merchant et al., 2013). Confirmatory factor analysis 
can be defined as “a statistical technique used to verify the factor structure of a set of 
observed variables” (Suhr, 2006, p.1). Therefore, this technique allows the researcher to test 
the hypothesis that a relationship between observed variables and their underlying latent 
constructs exists.  
 
To test the hypothesis statistically, the researcher uses knowledge of the theory, empirical 
research, or both, postulating the relationship pattern a priori (Suhr, 2006). On the other hand, 
PA can be defined as “the statistical technique used to examine causal relationships between 
two or more variables”(Fan et al., 2016, p.6). It is based upon a linear equation system and 
was first developed by Sewall Wright in the 1930s for use in phylogenetic studies. Path 
analysis was adopted by the social sciences in the 1960s and it has been used with increasing 
frequency in the ecological literature since the 1970s. In addition, PA had its beginning in 
biometrics, where it aimed to find the causal relationship between variables by creating a path 
diagram (Fan et al., 2016). The PA in earlier econometrics was presented with simultaneous 
equations. 
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Furthermore, the basic statistic in SEM is covariance. Within information systems research, 
partial least squares (PLS) models are sometimes also described as SEMs, but this use of the 
term is an exception within the wider SEM community (Rouse & Corbitt, 2008). SEM 
software includes LISREL, AMOS, EQS and SEPATH. In this research, a two-step approach 
has been followed. First, the whole measurement model was assessed to assess its validity 
and unidimensionality; then the structural model was assessed to test the relationships 
between the constructs. In both steps, SEM was employed using the SPSS and AMOS 
version 24.0 package.  
6.6.2. Research Model: Constructs and Hypotheses  
This section will present the overview of the research model constructs and hypotheses, as 
follows:   
• Research Model Constructs 
 
The research model in the research was developed based on the the proposed cloud data 
governance framework in chapter Three. The proposed framework aims to develop a strategy 
to design, deploy and sustain an effective cloud data governance programme. The framework 
has been developed based on an analytic theory by deducting an approach for understanding 
the important processes required to construct the framework. Thus, the framework is based 
on the results of the research procedure in the literature review, which include existing 
frameworks, CSFs for implementing cloud data governance (see chapter Two), cloud data 
governance dimensions and cloud characteristics.  
 
The framework was developed based on five phases and these phases include nine constructs: 
cloud data governance office, preparation requirements, cloud data governance functions, 
contextual alignment, contextual integration, contractual context, deploy context, sustain 
requirements and monitor requirements. The definitions of these constructs and their 
components were discussed in Chapter Three. Figure 6.17 shows the main structure of the 
research model and the relationships between its constructs.  
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Figure 6.17 Research model 
• Research Model Hypotheses  
A hypothesis can be defined as “a tentative explanation of the research problem, a possible 
outcome of the research, or an educated guess about the research outcome” (Mhlanga et al., 
2014, p.3). There are seven common types of research hypotheses: null, simple, complex, 
directional, non-directional, associative and causal (Suhr, 2006). In this study, associative and 
causal hypotheses have been chosen to formulate the research model hypotheses. The 
research model hypotheses were formulated to test the structure of the research model, which 
was developed based on nine constructs. Each construct was developed based on many items 
identified from the literature and investigated by the questionnaire. Therefore, the research 
hypotheses have been formulated to evaluate the research model and to make sure that its 
outcome supports the research aim.  
a) Associative Hypotheses 
Associative hypotheses refer to a relationship between variables that occurs or exists in 
natural settings without manipulation; thus, this hypothesis is used in correlational research 
studies (Wright, 2006). In this study, the associative hypotheses are used to examine the 
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relationships between seven constructs, where the relationships between these constructs 
provide a positive influence on the implementation of cloud data governance in the 
organisation. Twenty-one hypotheses have been formulated to test the relationships between 
seven constructs through the questionnaire results, and these hypotheses were coded with the 
prefix Ha. Table 6.13 highlights the associative hypotheses that are to be specifically tested in 
this study.  
Table 6.13 The associative hypotheses 
Code Research Hypotheses 
Ha1 There is a positive relationship between establishing a cloud data governance office 
and defining the preparation requirements to design the cloud data governance 
strategy. 
Ha2 There is a positive relationship between establishing a cloud data governance office 
and designing the cloud data governance functions to design the cloud data 
governance strategy. 
Ha3 There is a positive relationship between establishing a cloud data governance office 
and contextual alignment to align the cloud data governance functions with other 
strategies in the organisation. 
Ha4 There is a positive relationship between establishing a cloud data governance office 
and contextual integration to integrate the cloud data governance functions with the 
cloud computing context. 
Ha5 There is a positive relationship between establishing a cloud data governance office 
and the monitor requirements to monitor the cloud data governance 
implementation. 
Ha6 There is a positive relationship between establishing a cloud data governance office 
and the sustain requirements to sustain the cloud data governance in the 
organisation. 
Ha7 There is a positive relationship between defining the preparation requirements and 
the cloud data governance functions to design the cloud data governance strategy. 
Ha8 There is a positive relationship between defining the preparation requirements and 
contextual alignment to align the cloud data governance functions with other 
strategies in the organisation. 
Ha9 There is a positive relationship between defining the preparation requirements and 
contextual integration to integrate the cloud data governance functions with the 
cloud computing context. 
Ha10 There is a positive relationship between defining the preparation requirements and 
the monitor requirements to monitor the cloud data governance implementation. 
Ha11 There is a positive relationship between defining the preparation requirements and 
the sustain requirements to sustain the cloud data governance in the organisation. 
Ha12 There is a positive relationship between designing the cloud data governance 
functions and contextual alignment to align the cloud data governance functions 
with other strategies in the organisation. 
Ha13 There is a positive relationship between designing the cloud data governance 
functions and contextual integration to integrate the cloud data governance 
functions with the cloud computing context. 
Ha14 There is a positive relationship between designing the cloud data governance 
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Code Research Hypotheses 
functions and the monitor requirements to monitor the cloud data governance 
implementation. 
Ha15 There is a positive relationship between designing the cloud data governance 
functions and the sustain requirements to sustain the cloud data governance in the 
organisation. 
Ha16 There is a positive relationship between contextual alignment to align the cloud 
data governance functions with other strategies in the organisation and contextual 
integration to integrate the cloud data governance functions with the cloud 
computing context. 
Ha17 There is a positive relationship between contextual alignment to align the cloud 
data governance functions with other strategies in the organisation and the monitor 
requirements to monitor the cloud data governance implementation. 
Ha18 There is a positive relationship between contextual alignment to align the cloud 
data governance functions with other strategies in the organisation and the sustain 
requirements to sustain cloud data governance in the organisation. 
Ha19 There is a positive relationship between contextual integration to integrate the 
cloud data governance functions with the cloud computing context and the monitor 
requirements to monitor the cloud data governance implementation. 
Ha20 There is a positive relationship between contextual integration to integrate the 
cloud data governance functions with the cloud computing context and the sustain 
requirements to sustain cloud data governance in the organisation. 
Ha21 There is a positive relationship between sustain requirements to sustain cloud data 
governance in the organisation and the monitor requirements to monitor the cloud 
data governance implementation. 
 
b) Causal Hypotheses 
The term ‘causal hypotheses’ refers to the measurement of an independent variable to 
examine the effect of a dependent variable that is manipulated by the researcher (Wright, 
2006). In this study, the causal hypotheses are used to examine the relationships between 
seven independent and two dependent variables. The cloud data governance office (CDGO), 
preparation requirements (PR), cloud data governance functions (CDF), contextual alignment 
(CA), contextual integration (CI), sustain requirements (SR) and monitor requirements (MR) 
are the exogenous (independent) constructs, whereas contractual context (CC) and deploy 
context (DPC) have been specified as the endogenous (dependent) constructs. Furthermore, 
seven hypotheses have been formulated to test the relationships between independent and 
dependent constructs based on the questionnaire results.  
These hypotheses were coded with the prefix Hb. Table 6.14 highlights the causal hypotheses 
that are to be specifically tested in this study.  
 
 
Chapter Six                   Validation and Evaluation of the Cloud Data Governance Framework  
202 
 
Table 6.14 The causal hypotheses 
Code Research Hypotheses 
Hb1 Establishing a cloud data governance office has a positive influence on deploying 
cloud data governance in the organisation.  
Hb2 Defining the preparation requirements to design the cloud data governance strategy 
has a positive influence on developing the contractual context with the cloud 
provider to implement cloud data governance. 
Hb3 Designing the cloud data governance functions has a positive influence on 
developing the contractual context with the cloud provider to implement cloud data 
governance. 
Hb4 Alignment with the other strategies in the organisation has a positive influence on 
developing the contractual context with the cloud provider to implement cloud data 
governance. 
Hb5 Integration with the cloud computing context has a positive influence on 
developing the contractual context with the cloud provider to implement cloud data 
governance. 
Hb6       Developing the contractual context with the cloud provider has a positive influence 
on implementing and deploying the cloud data governance. 
Hb7 Designing the monitor requirements has a positive influence on monitoring the 
cloud data governance deployment. 
 
6.6.3. Research Model Assessment Process 
The assessment process has applied a two-step approach in SEM to analyse this study: the 
measurement model and the structure model. In the first step, the model was evaluated by 
examining the reliability and validity of latent constructs using CFA. Cronbach's alpha (α) 
and composite reliability (CR) have been used to examine the reliability, and discriminant 
and convergent validity have been used to examine the validity. SPSS was used to analyse 
the data results from the questionnaire. In the second step, the structural model was assessed 
by hypothesis testing and examining the model fit. The structural model depicts the 
relationship among the latent constructs, as presented in Figure 6.13. In other words, it aims 
to specify which constructs directly/indirectly influence the values of other constructs in the 
model. Table 6.15 shows the research model assessment steps.  
Table 6.15 Steps of the research model assessment 
Model 
Assessment 
Steps 
Assessment 
Process 
Statistic Testing 
 
 
Measurement 
Model 
 
Reliability 
Cronbach's alpha (α) 
Composite reliability (CR) 
 Discriminant validity 
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Model 
Assessment 
Steps 
Assessment 
Process 
Statistic Testing 
Validity Convergent validity 
 
 
 
 
 
 
Structural 
Model 
 
 
Hypothesis 
testing 
P-Value 
Standard Path coefficient (Beta) 
Standard Error 
t-Value 
 
 
 
 
 
 
Model fit 
Chi-Square (X2) 
Digress of Freedom (df) 
Probability level 
Chi-Square/ df 
Goodness-of-fit index (GFI) 
fit index-of-adjusted goodnessThe  (AGFI) 
Incremental-fit index (IFI) 
Tucker-Lewis index (TLI) 
Comparative Fit Index (CFI) 
The Root Mean Square Error of Approximation (RMSEA) 
 
6.6.4. Measurement of the Model Assessment  
This section aims to measure and assess the research model constructs of cloud data 
governance by linking the measured variables to latent variables. The measurement of the 
model assessment will be based on CFA. Based on the results of the CFA for the model 
constructs, items will be accepted or rejected as important factors for the cloud data 
governance framework. Confirmatory factor analysis is a powerful statistical approach 
applied to verify the factor structure of a set of observed variables (Suhr, 2006). In addition, it 
enables the researcher to test whether the measures applied for a particular factor are 
consistent and measure the same factor (Albright, 2008). The factor loading for each item 
should be 0.5 or above, as has been suggested by some researchers in the literature (Suhr, 
2006; Albright, 2008). Based on the outcomes of the CFA, all the items have been accepted 
as factors in this research. The factor loading for each item of the research model constructs 
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is shown in Table 6.16.   
Table 6.16 The factor loading 
Construct Item Factor 
Loading 
Construct Item Factor 
Loading 
Cloud Data 
Governance 
Office 
CDGO1 0.882 Contextual 
Integration 
CI1 0.925 
CDGO1 0.801 CI2 0.925 
CDGO1 0.887  
Cloud Data 
Governance 
Functions 
CDF1 0.896 
 
Preparation 
Requirements 
PR1 0.797 CDF2 0.906 
PR2 0.747 CDF3 0.885 
PR3 0.766 CDF4 0.745 
PR4 0.828 Contractual 
Context 
CC1 0.901 
 
 
Contextual 
Alignment 
CA1 0.871 CC2 0.901 
CA2 0.868 Deploy 
Context 
DPC1 0.848 
CA3 0.886 DPC2 0.848 
CA4 0.882 Sustain 
Requirements 
SR1 0.896 
CAF5 0.848 SR2 0.822 
CAF6 0.877 SR3 0.835 
SR4 0.814 
CAF7 0.846 Monitor 
Requirements 
MR1 0.956 
CAF8 0.874 MR2 0.956 
 
• Reliability  
Proving the reliability of the phases’ items of the cloud data governance framework is 
necessary for testing. Beck (1994) defined reliability as “the degree to which measures are 
free from error and therefore yield consistent results (i.e. the consistency of a measurement 
procedure)”. In the literature, a coefficient alpha is the most common method of assessing 
internal consistency and reliability estimates (Hair et al., 2010), and Cronbach’s coefficient 
alpha is the most widely used of these (Beck, 1994). Cronbach’s alpha is a reliability 
coefficient that measures inter-item reliability or the degree of internal 
consistency/homogeneity between variables measuring one construct/concept, i.e., the degree 
to which different items measuring the same variable attain consistent results. In the 
literature, some authors suggest that Cronbach’s alpha can be acceptable if it is 0.6 or above 
(Hair et al., 2010). Hinton et al. (2004) propose four degrees to the reliability scale: excellent 
(0.90 and above); high (0.70 to 0.90); high moderate (0.50 to 0.70); and low (0.50 and 
below)(Fan et al., 2016). Cronbach’s alpha coefficient was used to investigate the reliability 
of the model constructs used in this study. In this study, nine constructs were used in the 
survey questionnaire to measure the constructs proposed in the framework (Figure 6.14). A 
scale reliability analysis was completed to assess the internal consistency, in order to prove 
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that those scales satisfied the model constructs accurately and consistently. The results of the 
analysis show that the majority of the constructs achieved an excellent and high reliability of 
more than 0.7, except one construct that achieved a moderate reliability of more than 0.6. 
Cronbach’s alpha values for all constructs are highlighted in Table 6.17.  
Table 6.17 Cronbach’s alpha results 
 Construct  No. of 
Items 
Cronbach’s 
Alpha (α) 
Comments 
Cloud Data Governance Office (CDGO) 3 0.819 High Reliability 
Preparation Requirements (PR) 4 0.790 High Reliability 
Cloud Data Governance Functions (CDF) 4 0.881 High Reliability 
Contextual Integration (CI) 2 0.830 High Reliability 
Contextual Alignment (CA) 8 0.954 Excellent Reliability 
Contractual Context (CC) 2 0.767 High Reliability 
Deploy (DEP) 2 0.697 High Moderate 
Reliability 
Sustain Requirements (SR) 4 0.809 High Reliability 
Monitor Requirements (MR) 2 0.906 Excellent Reliability 
 
• Validity  
Validity has been defined as “the extent to which any measuring instrument measures what it 
is intended to measure”(Thatcher, 2010, p.5). Confirmatory factor analysis (CFA) was used 
for the research model construct validity assessment, which was based on assessing both 
convergent and discriminant validity. The following validity assessment types were used in 
this study:  
a) Convergent Validity 
Convergent validity is an agreement between measures of the same construct assessed by 
different methods (Guo et al., 2008). The convergent validity of the constructs was assessed 
by composite reliability (CR) and average variance extracted (AVE). A construct has 
convergent validity if the CR is 0.7 or above and the AVE is 0.5 or above (Fornell & Larcker, 
1981; Hair et al., 2010). CR and AVE were calculated according to the following formula 
(Hair et al., 2010):  
Composite Reliability =           Equation 6.1 
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Where: n = total number of items; = standardised factor loadings; and ε = error variance 
term.  
 
 
                        Average variance extracted (AVE) =    
 
Where: n = total number of items and = standardised factor loadings.  
The convergent validity result shows that the AVE for each construct exceeds the criterion of 
0.50, and it also shows that all composite reliabilities exceeded the criterion of 0.70. Table 
6.18 shows that the convergent validity across all the research model constructs was 
accepted. 
Table 6.18 Convergent validity for the constructs 
Construct *AVE *CR Comments 
Cloud Data Governance Office (CDGO) 0.735 0.893 Accepted 
Preparation Requirements (PR) 0.616 0.865 Accepted 
Cloud Data Governance Functions (CDF) 0.740 0.919 Accepted 
Contextual Integration (CI) 0.854 0.922 Accepted 
Contextual Alignment (CA) 0.755 0.961 Accepted 
Contractual Context (CC) 0.811 0.896 Accepted 
Deploy (DEP) 0.767 0.868 Accepted 
Sustain Requirements (SR) 0.724 0.887 Accepted 
Monitor Requirements (MR) 0.913 0.955 Accepted 
* Accepted if the AVE ≥ 0.5 and CR ≥ 0.7  
 
a) Discriminant Validity 
Discriminant validity assessment has become a generally accepted prerequisite for analysing 
relationships between latent variables (Henseler et al., 2014). Discriminant validity ensures 
that a construct measure is empirically unique and represents phenomena of interest that other 
measures in a structural equation model do not capture (Hair et al., 2010). Without 
Equation 6.2 
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discriminant validity, researchers cannot be certain whether results confirming hypothesised 
structural paths are real or whether they are a result of statistical discrepancies (Farrell, 
2010). Technically, discriminant validity requires that “a test not correlate too highly with 
measures from which it is supposed to differ” (Campbell 1960, p. 548). Moreover, the 
discriminant validity measurement can be determined by evaluating the square root of the 
AVE for a given hypothesised construct and the correlations between those constructs 
(Ratnam et al., 2014). When the square root of the AVE is higher than the correlations, then 
the constructs are said to have discriminant validity (Fornell & Larcker, 1981). Table 6.19 
shows the discriminant validity results for the research model measurement; the result 
definitely confirms adequate discriminant validity because all AVE square roots are higher 
than the correlations between constructs.  
 
Table 6.19 Discriminant validity results for the model measurement 
Constructs CDGO PR CDF CI CA CC DEP SR MR 
CDGO 0.857         
PR 0.408 0.785        
CDF 0.359 0.383 0.860       
CI 0.393 0.383 0.371 0.924      
CA 0.301 0.282 0.315 0.320 0.869     
CC 0.320 0,320 0.375 0.380 0.259 0.901    
DEP 0.323 0.352 0.366 0.311 0.246 0.352 0.876   
SR 0.502 0.535 0.559 0.525 0.425 0.478 0.523 0.851  
MR 0.316 0.325 0.298 0.297 0.304 0.247 0.268 0.413 0.956 
 
6.6.5. Analysis of Research Model Constructs  
This section aims to provide further statistical details of the analysis for each construct of the 
research model. The statistical information for each research model construct includes: 
correlation between the construct items, factor loading, CR, average variance extracted 
(AVE), Cronbach’s alpha, convergent validity and the Kaiser-Meyer-Olkin (KMO) test. In 
addition, the analysis begins by providing statistical information about the correlation 
between the items of the research model constructs. In the literature, there are some views 
about appropriate correlation coefficients values, which determine whether they are suitable 
for factor analysis. (Sheridan, 2005) suggest that the correlation coefficients should be more 
than 0.3 to be suitable for factor analysis. The statistical results show that the correlation 
coefficients for each item in this study are more than 0.3, thus they are suitable for factor 
analysis. Regarding the factor loading for each item as mentioned in Table 6.16 above, the 
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results showed that the factor loading for each item is more than 0.7 and that has been 
accepted.  
Cronbach’s alpha, AVE and CR have been described in Tables 6.17 and 6.18 above. 
Cronbach’s alpha is used to measures inter-item reliability, and a value of 0.6 or above is 
acceptable. AVE and CR were used to assess the validity of the constructs; the AVE is 
acceptable at 0.5 or above, and the CR is acceptable at 0.7 or above for each construct. In 
addition, the Kaiser-Meyer-Olkin (KMO) test was used in this analysis. The KMO represents 
the square correlation ratio between variables to the square partial correlation between 
variables (Taherdoost et al., 2014). Moreover, Kaiser (1970) recommends that an acceptable 
KMO value should be no less than 0.5(Taherdoost et al., 2014). 
• Analysis of the Cloud Data Governance Office (CDGO) 
The items of this construct have been built based on the literature review results and they 
have been investigated by a questionnaire. Based on the results of the questionnaire, the 
cloud data governance office was measured by three items. The correlation coefficients 
between the cloud data governance office items were greater than 0.3, and the factor loading 
for each item in the cloud data governance office was greater than 0.7; thus, these items are 
suitable for factor analysis. The Cronbach’s alpha for the cloud data governance office was 
0.819 (over 0.6); thus, this construct has a high reliability. The convergent validity for this 
construct is satisfied as the AVE was 0.735 (over 0.5) and the CR was 0.893 (over 0.7). 
Furthermore, the KMO value for the cloud data governance office was 0.692, which is 
greater than the minimum acceptance value (0.5). Table 6.20 shows the results of the cloud 
data governance office (CDGO) analysis. 
Table 6.20 The results of the cloud data governance office (CDGO) analysis 
 CDGO1 CDGO2 CDGO3 
 
Correlation 
CDGO1 1.000 0.541 0.711 
CDGO2 0.541 1.000 0.552 
CDGO3 0.711 0.552 1.000 
Factor loading 0.882 0.801 0.887 
Average Variance 
Extracted (AVE) 
0.735 
Cronbach’s alpha 0.819 
Composite 
Reliability (CR) 
0.893 
Convergent 
Validity 
Accepted  
KMO test 0.692 
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• Analysis of the Preparation Requirements (PR) 
The items of this construct have been built based on the literature review results and have 
been investigated by a questionnaire. Based on the literature review and the results of the 
questionnaire, the preparation requirements construct was measured by four items. The 
correlation coefficients between the preparation requirements items were greater than 0.3, 
and the factor loading for each item in the preparation requirements construct was greater 
than 0.7; thus, these items are suitable for factor analysis. The Cronbach’s alpha for the 
preparation requirements construct was 0.790 (over 0.6); thus, this construct has a high 
reliability. The convergent validity for this construct is satisfied as the AVE was 0.616 (over 
0.5) and the CR was 0.865 (over 0.7). Furthermore, the KMO value for the preparation 
requirements construct was 0.752, which is greater than the minimum acceptance value (0.5). 
Table 6.21 shows the results of the preparation requirements (PR) construct analysis. 
Table 6.21 The results of the preparation requirements (PR) construct analysis 
 PR1 PR2 PR3 PR4 
 
Correlation 
PR1 1.000 0.393 0.510 0.579 
PR2 0.393 1.000 0.452 0.522 
PR3 0.510 0.452 1.000 0.454 
PR4 0.579 0.522 0.454 1.000 
Factor loading 0.882 0.797 0.747 0.766 
Average 
Variance 
Extracted (AVE) 
0.616 
Cronbach’s 
alpha 
0.790 
Composite 
Reliability (CR) 
0.865 
Convergent 
Validity 
Accepted  
KMO test 0.752 
  
• Analysis of the Cloud Data Governance Function (CDF) 
The items of this construct have been built based on the literature review results and have 
been investigated by a questionnaire. Based on the literature review and the results of the 
questionnaire, the cloud data governance function was measured by four items. The 
correlation coefficients between the cloud data governance function items were greater than 
0.3, and the factor loading for each item in the cloud data governance function was greater 
than 0.7; thus, these items are suitable for factor analysis. The Cronbach’s alpha for the cloud 
data governance function was 0.881 (over 0.6), thus this construct has a high reliability. The 
Chapter Six                   Validation and Evaluation of the Cloud Data Governance Framework  
210 
 
convergent validity for this construct is satisfied as the AVE was 0.740 (over 0.5) and the CR 
was 0.919 (over 0.7). In addition, the KMO value for the cloud data governance function was 
0.819, which is greater than the minimum acceptance value (0.5). Table 6.22 shows the 
results of the cloud data governance function (CDF) analysis. 
 
Table 6.22 The results of the cloud data governance function (CDF) analysis 
 CDF1 CDF2 CDF3 CDF4 
 
Correlation 
CDF1 1.000 0.793 0.730 0.526 
CDF2 0.793 1.000 0.740 0.552 
CDF3 0.730 0.740 1.000 0.553 
CDF4 0.526 0.552 0.553 1.000 
Factor loading 0.896 0.906 0.885 0.745 
Average 
Variance 
Extracted (AVE) 
0.740 
Cronbach’s 
alpha 
0.881 
Composite 
Reliability (CR) 
0.919 
Convergent 
Validity 
Accepted  
KMO test 0.819 
 
• Analysis of the Contextual Integration (CI) 
The items of this construct have been built based on the literature review results and have 
been investigated by a questionnaire. Based on the literature review and the results of the 
questionnaire, the contextual integration was measured by two items. The correlation 
coefficients between the contextual integration items were greater than 0.3, and the factor 
loading for each item in the contextual integration was greater than 0.7; thus, these items are 
suitable for factor analysis.  
 
The Cronbach’s alpha for the contextual integration was 0.830 (over 0.6); thus, this construct 
has a high reliability. The convergent validity for this construct is satisfied as the AVE was 
0.854 (over 0.5) and the CR was 0.922 (over 0.7). Furthermore, the KMO value for the 
contextual integration was 0.500, which is equal to the minimum acceptance value (0.5). 
Table 6.23 shows the results of the contextual integration (CI) analysis. 
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Table 6.23 The results of the contextual integration (CI) analysis 
 CI1 CI2 
Correlation CI1 1.000 0.710 
CI2 0.710 1.000 
Factor loading 0.925 0.925 
Average Variance 
Extracted (AVE) 
0.854 
Cronbach’s alpha 0.830 
Composite 
Reliability (CR) 
0.922 
Convergent 
Validity 
Accepted  
KMO test 0.500 
 
• Analysis of the Contextual Alignment (CA) 
The items of this construct have been built based on the literature review results and have 
been investigated by a questionnaire. Based on the literature review and the results of the 
questionnaire, the contextual alignment was measured by eight items. The correlation 
coefficients between the contextual alignment items were greater than 0.3, and the factor 
loading for each item in the contextual alignment was greater than 0.7; thus, these items are 
suitable for factor analysis. The Cronbach’s alpha for the contextual integration was 0.954 
(over 0.6); thus, this construct has a high reliability. The convergent validity for this construct 
is satisfied as the AVE was 0.755 (over 0.5) and the CR was 0.961 (over 0.7). Moreover, the 
KMO value for contextual alignment was 0.924, which is greater than the minimum 
acceptance value (0.5). Table 6.24 shows the results of the contextual alignment (CA) 
analysis. 
Table 6.24 The results of the contextual alignment (CA) analysis 
 CA1 CA2 CA3 CA4 CA5 CA6 CA7 CA8 
Correlation CA1 1.000 0.822 0.795 0.738 0.675 0.685 0.636 0.683 
CA2 0.822 1.000 0.824 0.710 0.675 0.686 0.620 0.693 
CA3 0.795 0.824 1.000 0.804 0.656 0.689 0.686 0.695 
CA4 0.738 0.710 0.804 1.000 0.726 0.708 0.702 0.738 
CA5 0.695 0.675 0.656 0.726 1.000 0.769 0.681 0.704 
CA6 0.685 0.686 0.689 0.708 0.769 1.000 0.781 0.783 
CA7 0.636 0.620 0.686 0.702 0.681 0.781 1.000 0.783 
CA8 0.683 0.693 0.695 0.738 0.704 0.783 0.783 1.000 
Factor loading 0.871 0.868 0.886 0.882 0.848 0.877 0.846 0.874 
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Average 
Variance 
Extracted (AVE) 
0.755 
Cronbach’s 
alpha 
0.954 
Composite 
Reliability (CR) 
0.961 
Convergent 
Validity 
Accepted  
KMO test 0.924 
 
• Analysis of the Contractual Context (CC) 
The items of this construct have been built based on the literature review results and have 
been investigated by a questionnaire. Based on the literature review and the results of the 
questionnaire, the contractual context was measured by two items. The correlation 
coefficients between the contractual context items were greater than 0.3, and the factor 
loading for each item in the contractual context was greater than 0.7; thus, these items are 
suitable for factor analysis. The Cronbach’s alpha for the contractual context was 0.767 (over 
0.6); thus, this construct has a high reliability. The convergent validity for this construct is 
satisfied as the AVE was 0.811 (over 0.5) and the CR was 0.896 (over 0.7). The KMO value 
for the contractual context was 0.500, which is equal to the minimum acceptance value (0.5). 
Table 6.25 shows the results of the contractual context (CC) analysis. 
Table 6.25 The results of the contractual context (CC) analysis 
 CC1 CC2 
Correlation CC1 1.000 0.622 
CC2 0.622 1.000 
Factor loading 0.901 0.901 
Average Variance 
Extracted (AVE) 
0.811 
Cronbach’s alpha 0.767 
Composite 
Reliability (CR) 
0.896 
Convergent Validity Accepted  
KMO test 0.500 
Chapter Six                   Validation and Evaluation of the Cloud Data Governance Framework  
213 
 
• Analysis of the Deploy Context (DEP) 
The items of this construct have been built based on the literature review results and have 
been investigated by a questionnaire. Based on the results of the questionnaire, the deploy 
phase was measured by two items. The correlation coefficients between the deploy phase 
items were greater than 0.3, and the factor loading for each item in the deploy phase was 
greater than 0.7; thus, these items are suitable for factor analysis. The Cronbach’s alpha for 
the deploy phase was 0.609 (over 0.6); thus, this construct has a high moderate reliability. 
The convergent validity for this construct is satisfied as the AVE was 0.719 (over 0.5) and 
the CR was 0.836 (over 0.7). The KMO value for the deploy context was 0.500 which is 
equal to the minimum acceptance value (0.5). Table 6.26 shows the results of the deploy 
phase (DEP) analysis. 
 
Table 6.26 The results of the deploy context (DEP) analysis 
 DEP1 DEP2 
Correlation DEP1 1.000 0.536 
DEP2 0.536 1.000 
Factor loading 0.876 0.876 
Average Variance 
Extracted (AVE) 
0.767 
Cronbach’s alpha 0.697 
Composite 
Reliability (CR) 
0.868 
Convergent 
Validity 
Accepted  
KMO test 0.500 
 
• Analysis of the Sustain Requirements (SR) 
The items of this construct have been built based on the literature review results and have 
been investigated by a questionnaire. Based on the results of the questionnaire, the sustain 
requirements was measured by four items. The correlation coefficients between the sustain 
requirements items were greater than 0.3, and the factor loading for each item in the sustain 
phase was greater than 0.7; thus, these items are suitable for factor analysis. The Cronbach’s 
alpha for the sustain phase was 0.809 (over 0.6); thus, this construct has a high reliability. 
The convergent validity for this construct is satisfied as the AVE was 0.724 (over 0.5) and 
the CR was 0.887 (over 0.7). The KMO value for the sustain requirements was 0.683, which 
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is greater than the minimum acceptance value (0.5). Table 6.27 shows the results of the 
sustain requirements (SR) analysis. 
 
Table 6.27 The results of the sustain requirements (SR) analysis 
 SR1 SR2 SR3 SR4 
 
Correlation 
SR1 1.000 0.624 0.647 0.730 
SR2 0.624 1.000 0.488 0.645 
SR3 0.647 0.488 1.000 0.760 
SR4 0.730 0.645 0.760 1.000 
Factor loading 0.896 0.822 0.835 0.814 
Average 
Variance 
Extracted (AVE) 
0.724 
Cronbach’s 
alpha 
0.809 
Composite 
Reliability (CR) 
0.887 
Convergent 
Validity 
Accepted  
KMO test 0.683 
 
 
• Analysis of the Monitor Requirements (MR) 
The items of this construct have been built based on the literature review results and have 
been investigated by a questionnaire. Based on the results of the questionnaire, the monitor 
requirement was measured by two items. The correlation coefficients between the monitor 
requirements items were greater than 0.3, and the factor loading for each item in the monitor 
phase was greater than 0.7; thus, these items are suitable for factor analysis.  
 
The Cronbach’s alpha for the monitor requirements was 0.906 (over 0.6); thus, this construct 
has a high reliability. The convergent validity for this construct is satisfied as the AVE was 
0.913 (over 0.5) and the CR was 0.955 (over 0.7). The KMO value for the monitor 
requirements was 0.500, which is equal to the minimum acceptance value (0.5). Table 6.28 
shows the results of the monitor requirements (MR) analysis. 
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Table 6.28 The results of the monitor requirements (MR) analysis 
 MR1 MR2 
Correlation MR1 1.000 0.828 
MR2 0.828 1.000 
Factor loading 0.956 0.956 
Average Variance 
Extracted (AVE) 
0.913 
Cronbach’s alpha 0.906 
Composite 
Reliability (CR) 
0.955 
Convergent 
Validity 
Accepted  
KMO test 0.500 
 
6.6.6. Structural Model Assessment  
This is the second step in the evaluation of the structural model assessments to assess the 
accuracy of the framework building and the relationships between its constructs. This step 
came after the assessment of the measurement model was completed successfully (Henseler 
et al., 2014; Fan et al., 2016). The structural model was designed by associative (double-
headed) and causal (single-headed) arrows between the model constructs to identify the 
strong relationships between the model constructs to support the research aim, which is to 
develop a framework for a strategy to understand how to design, deploy and sustain an 
effective cloud data governance programme. These arrows represent the research hypotheses 
formulated in Tables 6.13 and 6.14 above. In addition, to assess the model structure, testing 
of the research hypotheses and the model fit process will be considered in this study. The 
following sub-sections describe the research hypothesis testing and model fit: 
• Research Hypothesis Testing  
 
This study has formulated 28 hypotheses that require testing to see if they support the model 
constructs. According to Hair et al. (2010), “testing the hypotheses aims to determine which 
predictors (independent variables) provide a meaningful contribution to the explanation of 
the dependent variables”. In this study, the hypotheses paths were developed to test the 
relationships between dependent and independent constructs in the research model based on 
their influence. The cloud data governance office (CDGO), preparation requirements (PR), 
Chapter Six                   Validation and Evaluation of the Cloud Data Governance Framework  
216 
 
cloud data governance functions (CDF), contextual alignment (CA), contextual integration 
(CI), sustain requirements (SR) and monitor requirements (MR) are the exogenous 
(independent) constructs, whereas contractual context (CC) and deploy context (DPC) were 
specified as the endogenous (dependent) constructs. The procedure for assessing the model’s 
structure included a p-value and the standardised path coefficients, to explore which 
hypothesised relationships were supported. The p-value was used to weigh the strength of the 
evidence (Suhr, 2006); thus, the p-value helps the researcher to determine the significance of 
the hypothesis results. The p-value is a number between 0 and 1; for a result to be statistically 
significant, the p-value must be less than or equal to alpha (p < 0.05). Moreover, for the 
hypothesised relationships to be supported, the standardised path coefficients are required to 
be significant at the p < 0.05 level, and should be at least 0.20 to be considered meaningful 
(Chin, 1998). To consider whether the hypothesised relationships are supported, the 
standardised path coefficients should be at least 0.20 and ideally above 0.30, and significant 
at the p < 0.05 level; they can then be considered meaningful for discussion (Chin, 1998; 
Ratnam et al., 2014). Therefore, this section presents the results of the hypotheses testing; the 
path analysis shows that all hypotheses support the model structure. The results show that the 
standard path coefficients for all hypotheses were greater than 0.20, with p-values < .05. 
Figure 6.18 shows the paths analysis for the hypotheses, and Table 6.29 shows the 
hypotheses testing results, which were used to test the relationships between the latent 
constructs. 
 
Figure 6.18 The path analysis for the hypotheses 
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Table 6.29 The hypotheses testing results 
Hypotheses 
No 
Hypotheses Path Standard Path 
Coefficient 
(Beta) 
Standard 
Error 
t-value Decision 
Ha1 CDGO< --> PR 0.379 0.043 8.829** Supported 
Ha2 CDGO< --> CDF 0.437 0.047 9.318** Supported 
Ha3 CDGO< --> CA 0.374 0.045 8.363** Supported 
Ha4 CDGO< --> CI 0.390 0.047 8.517** Supported 
Ha5 CDGO< --> MR 0.340 0.044 7.666** Supported 
Ha6 CDGO< --> SR 0.395 0.045 8.700** Supported 
Ha7 PR< --> CDF 0.363 0.042 8.678** Supported 
Ha8 PR< --> CA 0.377 0.043 8.800** Supported 
Ha9 PR < --> CI 0.389 0.045 8.704** Supported 
Ha10 PR < --> MR 0.360 0.043 8.362** Supported 
Ha11 PR< --> SR 0.383 0.043 8.907** Supported 
Ha12 CDF< --> CA 0.375 0.044 8.487** Supported 
Ha13 CDF < --> CI 0.396 0.047 8.517** Supported 
Ha14 CDF< --> MR 0.342 0.044 7.794** Supported 
Ha15 CDF< --> SR 0.370 0.044 8.436** Supported 
Ha16 CA < --> CI 0.423 0.048 8.781** Supported 
Ha17 CA< --> MR 0.436 0.048 9.029** Supported 
Ha18 CA< --> SR 0.385 0.045 8.554** Supported 
Ha19 CI< --> MR 0.415 0.049 8.489** Supported 
Ha20 CI< --> SR 0.423 0.048 8.806** Supported 
Ha21 MR< --> SR 0.357 0.045 7.954** Supported 
Hb1 CDGO --> DPC 0.284 0.063 4.507* Supported 
Hb2 PR --> CC 0.220 0.075 2.892* Supported 
Hb3 CDF --> CC 0.231 0.066 3.485*** Supported 
Hb4 CA --> CC 0.321 0.069 5.523** Supported 
Hb5 CI --> CC 0.358 0.065 5.523** Supported 
Hb6       CC --> DPC 0.361 0.064 5.612** Supported 
Hb7 MR --> DPC 0.385 0.061 6.282** Supported 
Note: *P<0.01, **P<0.001, ***P<0.05 
 
• Model Fit 
The model fit is another step to assess the structure model; in the literature, many indices 
have been used to measure model fit. The goodness-of-fit (GOF) test is considered to be a 
popular test to measure model fit (Ratnam et al., 2014). The basic index of the GOF test is 
Chi-square (χ2) statistics, significance level (p-value) and degree of freedom (df). 
Furthermore, the goodness-of-fit index (GFI), adjusted goodness-of-fit index (AGFI), 
incremental-fit index (IFI), Tucker-Lewis index (TLI), Comparative Fit Index (CFI), the Root 
Mean Square Error of Approximation (RMSEA) and the relative Chi-square (χ2/df) test were 
used to evaluate the measurement model (Morris et al., 2011; Merchant et al., 2013; Ratnam 
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et al., 2014; Fan et al., 2016). In this study, the AMOS 24.0 package was used to investigate 
the GOF indices; AMOS presents more than 20 different GOF measures and the choice of 
which to report is a matter of argument between methodologists. In the literature, some 
authors have suggested that the following GOF tests are sufficient to assess the model fit: 
Chi-square (χ2), degree of freedom df , χ2/df, CFI, TLI, IFI, and RMSEA (Hair et al., 2010; 
Ratnam et al., 2014). Therefore, this study has chosen Chi-square (χ2), degree of freedom df, 
χ2/df, CFI, TLI, IFI, GFI, AGFI and RMSEA to be the GOF test indices. To achieve the 
model fit and its quality, the indices are tested to determine if they are valid and an 
acceptable fit, based on their requirements. A small χ2 value relative to the degrees of 
freedom (i.e., values lower than 3) indicates a good model fit (Merchant et al., 2013). 
RMSEA should be < 0.05, which is good, and < 0.08, which is acceptable, and the 
Comparative Fit Index (CFI) should be greater than 0.95 (CFI > = 0.95, which is acceptable 
as a close model fit) (Ratnam et al., 2014; Fan et al., 2016). Two other indices are the 
Goodness-of-Fit Index (GFI), which should be greater than 0.90 (GFI > =0.90), and Adjusted 
Goodness-of-Fit Index (AGFI), which should also be greater than 0.90 (AGFI > =0.90) 
(Ratnam et al., 2014; Fan et al., 2016). Additionally, the Incremental-fit index (IFI) and 
Tucker-Lewis index (TLI) have also been considered in this study; these indices should be 
greater than 0.90 (IFI > =0.90, TLI> =0.90) (Alshehri, 2012). Thus, the results in this study 
show that all tests achieved the test requirements. Table 6.30 shows the model fit and quality 
indices results.  
Table 6.30 The framework fit and quality indices 
Model fit Indices  Quality Indices Requirement  
Chi-Square (X2) 16.015 X2 >df 
Digress of Freedom (df) 8 df >0  
Probability level 0.042 P<0.05 
Chi-Square/ df 2.002 Chi-Square/ df <3 
GFI 0.984 GFI >0.90 
AGFI 0.910 AGFI >0.90 
IFI 0.996 IFI>0.90 
TLI 0.981 TLI>0.90 
CFI 0.996 CFI>=0.95 is acceptable 
RMSEA 0.070 RMSEA <0.08 is acceptable  
 
6.6.7. Discussion 
This study has examined and presented ways to implement the strategy framework, which 
aims to help organisations implement an effective cloud data governance programme. The 
study is novel in that it identifies major components (constructs) that influence the framework 
of cloud data governance. The nine proposed cloud data governance constructs – cloud data 
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governance office, preparation requirements, cloud data governance functions, contextual 
alignment, contextual integration, contractual context, deploy context, sustain requirements 
and monitor requirements – define the cloud data governance framework. The aim of this 
study is to test how these constructs positively influence the implementation of the 
framework for cloud data governance. Based on the data collected (questionnaire, n=206) 
from different public sector organisations in Saudi Arabia, structural equation modelling 
(SEM) was carried out through the application of a two-step approach: a measurement model 
and a structure model. In the first step, the measurement model evaluation was achieved by 
examining the reliability and validity of the latent constructs. In the second step, the model’s 
structure was investigated by hypothesis testing and by examining the model fit. SPSS 
version 24.0 was used to analyse the descriptive statistics and construct reliability, and 
AMOS version 24.0 was the modelling tool. Two methods were used to analyse the latent 
variables in quantitative studies – Confirmatory Factor Analysis (CFA) and Exploratory 
Factor Analysis (EFA) (Hox & Bechger, 2007). Confirmatory Factor Analysis is usually 
applied to test and confirm the model constructs by assessing both the validity and reliability 
of each construct (Guo et al., 2008). On the other hand, EFA is usually applied if the factors 
have not been identified, and it helps the researcher to identify the constructs of the 
developed model (Suhr, 2006).  
In order to test the measurement model, this study has applied CFA and EFA by assessing the 
reliability and validity of each construct in the model (Albright, 2008). In addition, CFA 
enables the researcher to test whether the measures applied for a particular factor are 
consistent and measure the same factor (Albright, 2008). The factor loading for each item in 
the model construct has been measured and the factor loadings for these items were above 
0.7, which means that they have been accepted as suitable for factor analysis. With regard to 
the reliability verification, Cronbach’s alpha (α) has been used in this study to measure the 
internal consistency between construct items. (Tavakol & Dennick, 2011, p.53) reported that 
“internal consistency is a commonly used technique to assess the reliability by using 
Cronbach‘s alpha”. A total of 31 items measuring nine constructs were assessed for 
reliability in this study. The results in Table 6.17 showed that the Cronbach’s alphas (α) for 
the model constructs were greater than 0.6. Three items measuring the cloud data governance 
office had a Cronbach’s alpha value of 0.819; four items measuring preparation requirements 
had a Cronbach’s alpha value of 0.790; four items measuring cloud data governance 
functions had a Cronbach’s alpha value of 0.881; eight items measuring contextual alignment 
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had a Cronbach’s alpha value of 0.954; two items measuring contextual integration had a 
Cronbach’s alpha value of 0.830; two items measuring contractual context had a Cronbach’s 
alpha value of 0.767; two items measuring deploy context had a Cronbach’s alpha value of 
0.697; four items measuring sustain requirements had a Cronbach’s alpha value of 0.809; and 
two items measuring monitor requirements had a Cronbach’s alpha value of 0.906.  
In order to assess the validity, EFA and an examination of the correlation coefficients for all 
items of each construct were used in this study. In addition, the convergent and discriminant 
validities of the measurement constructs were also assessed using CFA. The EFA was 
conducted using the statistical package SPSS 24.0; all constructs of the research model were 
analysed one by one, and the validation process and results have been discussed in detail. The 
correlation coefficients matrix was calculated for all items used in measuring the research 
model constructs. The results revealed that the correlation coefficients between items were 
greater than 0.3, which indicates that they were suitable for factor analysis(Alshehri, 2012). 
The KMO has been examined for each construct; the KMO statistical value for these 
constructs was greater than 0.50, and other constructs were equal to the minimum acceptable 
level of 0.50, which means that they were suitable for factor analysis (Taherdoost et al., 
2014). Furthermore, convergent and discriminant validity were assessed and examined by 
CFA. In terms of the convergent validity, the AVE and the CR were used to measure the 
convergent validity of the constructs (Farrell, 2010). The construct has convergent validity if 
the CR is 0.7 or above and the AVE is 0.5 or above (Shyu et al., 2013). The results revealed 
that all the constructs in the research model had an AVE between 0.616 and 0.913. In 
addition, all the constructs in the research model had a CR between 0.868 and 0.961; that is 
to say, the construct reliability for the internal structural fit of the latent variables was good. 
On the other hand, a comparison of the absolute value of the square root of the AVE by a 
construct and the correlations between the constructs have been used to assess discriminant 
validity (Guo et al., 2008). The results showed that all square roots of the AVE were higher 
than the correlations between constructs, and that definitely confirms adequate discriminant 
validity. 
The second step to assessing the research model was testing the structural model by testing 
the hypothesis and model fit. Regarding hypothesis testing, 28 hypotheses have been 
formulated in this study, based on the model constructs, which require testing to make sure 
that the relationships between the model constructs support the framework aim. The 
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hypotheses paths were developed to test the relationships between dependent and 
independent constructs in the research model based on their influence. Based on path 
analysis, the results show that all hypotheses support the model structure. The results show 
that the standard path coefficients for all hypotheses were greater than 0.20, with p-values < 
.05. Therefore, the results for the hypotheses path analysis have achieved an acceptable range 
in terms of standard path coefficient and p-value. The next step was the model fit; in this step, 
the model fit has been measured by the GOF test. The results show that model fit has 
achieved an acceptable range in many indices. The results were: χ2 = 16.015, df = 8, χ2/df = 
2.002, P=0.042, GFI = 0.984, AGFI=0.910, TLI = 0.981, CFI = 0.996, IFI = 0.996, RMSEA 
= 0.070. Thus, based on the results mentioned above, this model became the best option and 
was chosen as the final research model for this study. 
6.7. Chapter Summary   
This chapter discusses and highlights the process to validate and evaluate the proposed 
framework for cloud data governance that was presented in Chapter Three. Having developed 
the cloud data governance framework, there is a need to test and evaluate its validity before it 
can be more widely disseminated. The validation process aims to determine whether the 
research findings used for developing the framework are sound and to establish whether these 
findings are reliable. In addition, a focus group was held to validate the cloud data 
governance framework through a case study in Saudi Arabia. The focus group focused on the 
validation of the cloud data governance framework; the participants involved in the focus 
group session were classified into two groups: experts from different government 
organisations and cloud providers in Saudi Arabia. The validation in this study was 
performed by selecting popular criteria that had been used in the literature to validate 
frameworks. In addition, the focus group recommendations and results were considered to 
change and improve the framework.  
In addition, this chapter highlights the process to evaluate the proposed framework: SEM was 
used to evaluate and assess the research model and to test the research hypotheses based on 
the questionnaire’s findings. The analysis procedures comprised an assessment of the 
measurement model and the structural model. With regard to measurement, the reliability and 
validity of the model constructs have been considered based on their items; also, the EFA and 
CFA techniques were employed to assess reliability and validity. In terms of reliability, that 
was measured by Cronbach’s alpha for each individual construct; the results of the analysis 
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show that the majority of the constructs achieved an excellent and high reliability of more 
than 0.7, except one construct that achieved a high moderate reliability of more than 0.6. 
Following this, EFA was conducted for all individual constructs to explore the validity of the 
whole framework, and the CFA technique was used to uncover and confirm the convergent 
and discriminant validity. In this chapter, the measurement of the structural model has also 
been presented; this measurement was based on hypotheses path analysis and model fit. With 
regard to path analysis, the results show that all hypotheses support the model structure: the 
standard path coefficients for all hypotheses were greater than 0.20, with p-values < .05. In 
terms of model fit, the results show that framework fit has achieved the acceptable range in 
many indices. The following chapter will present the maturity model and assessment matrix 
validation, and the tool designed to evaluate cloud data governance in some public sector 
organisations using a case study in Saudi Arabia.  
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Chapter 7. Evaluation of the Cloud Data Governance Maturity 
Model and Assessment Matrix  
 
7.1. Introduction  
The maturity model was proposed and explained in Chapter Four. It aims to guide 
organisations to assess the current state of their cloud data governance programme, and help 
them to plan for new goals based on new requirements. The maturity model was developed 
based on the proposed strategy framework presented in Chapter Three, in order to define the 
maturity model dimensions and levels. Additionally, a cloud data governance assessment 
matrix was proposed as a tool to facilitate the assessment task. The cloud data governance 
assessment matrix aims to identify the strengths and weaknesses of cloud data governance, 
and to provide guidelines to improve the cloud data governance process in the organisation. 
Having developed the cloud data governance maturity model and assessment matrix, there is 
a need to test and evaluate their validity before they can be more widely disseminated. For 
this purpose, a focus group was organising for the specified case study of Saudi Arabia. The 
participants involved in this session were classified into three groups: experts from different 
government organisations, cloud providers and academics. The focus group 
recommendations were considered in order to adjust the proposed maturity model and 
assessment matrix. The results of each of the validation procedures are discussed below. 
7.2. Focus Group to Evaluate the Maturity Model and Assessment 
Matrix   
The focus group session focused on the evaluation of the cloud data governance maturity 
model and assessment matrix. This focus group considered many objectives to achieve its 
aim:  
• Conduct one focus group involving participants from government organisations, the 
telecommunication and information technology industry (cloud providers) and 
academia in Saudi Arabia. 
• Distribute the questionnaire to evaluate the proposed maturity model and assessment 
matrix to:  
o Evaluate their completeness. 
o Evaluate their consistency. 
o Evaluate their practicality. 
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o Evaluate their usefulness. 
o Evaluate their verifiability. 
o Evaluate the strengths and weaknesses of the assessment matrix.  
o Obtain suggestions from the participants to improve the cloud data governance 
maturity model and assessment matrix.  
• Perform content analysis of the collected data. 
• Provide a report on the collated content analysis and detail suitable content and format 
for evaluating the proposed maturity model and assessment matrix. 
 
7.2.1. Focus Group Description 
This section highlights and describes the focus group session, as follows:  
• Focus Group Session 
This focus group is called the cloud data governance maturity model and assessment matrix 
focus group; its discussion was based on the given guidelines (see Appendix D). The focus 
group included: 
1. Presentation in which the background of the research was discussed, including the 
problem, aim and objectives, and the desired outcomes of the research.  
2. Presentation of the proposed maturity model and assessment matrix and explanation 
of the maturity model and assessment matrix development and implementation. 
3. Open discussions to gather the participants’ experience to validate the proposed 
maturity model and assessment matrix.  
4. Closed questions with a five-point Likert scale to obtain feedback from the focus 
group participants. 
5. Gathering feedback through the use of open-ended questions and open discussion to 
obtain feedback from the focus group participants to improve and update the proposed 
maturity model and assessment matrix. 
• Deliverables 
A deliverable in this context is any unique and verifiable result of a focus group discussion 
that enables a change and improvement to occur to complete the maturity model level, 
dimensions, name of the level and content of the assessment matrix. The deliverables within 
this stage permitted improvements and updates to the proposed maturity model and 
Chapter Seven        ………………. Evaluation of the Maturity Model and Assessment Matrix 
225 
 
assessment matrix. These improvements were driven by the recommendations and results of 
the evaluation, provided by the focus group.  
7.3. Assessment Criteria  
Throughout the literature, some research models and framework developments have focused 
upon creating evaluation and validation criteria, also called success criteria or quality aspects. 
Therefore, this section examines methods of selecting the appropriate criteria for use within 
the evaluation of the maturity model and its assessment matrix. Beecham et al. (2005) 
identified seven criteria that were used to evaluate the R-CMM maturity model and to 
examine the strengths and weaknesses of the model. These criteria are: adherence to CMM 
characteristics, limit scope, consistency, understandability, ease of use, being tailorable and 
verifiable. Niazi and colleagues (2008) proposed an RE maturity measurement framework in 
order to assess the strengths and weaknesses of the RE practices within the model based on 
two success criteria (Niazi et al., 2008). These criteria are user satisfaction and ease of use. 
These two criteria were adapted from Davis’ Technology Acceptance Model (Davis, 1989). 
Boehm & Valerdi (2008) identified a list of criteria that according to them would be most 
helpful in evaluating the utility of a software cost model for practical estimation purposes. 
These criteria are: definition, fidelity, objectivity, constructiveness, detail, stability, scope, 
ease of use, prospectiveness and parsimony; these criteria were presented in the form of 
questions. (Solemon, 2013) proposed five criteria to evaluate the RE process improvement 
model and it make it more concrete. These criteria are: completeness, consistency, 
practicality, usefulness and verifiability. Generally, the criteria listed above can be redefined 
and adopted for evaluating the cloud data governance maturity model and assessment matrix, 
in order to improve them and make them more concrete. After analysing all the proposed 
criteria in the literature, five criteria were selected for evaluating the proposed maturity 
model and six criteria were selected for evaluating the proposed assessment matrix; each 
criterion includes sub-criteria. These criteria will be assessed by a quantitative research 
method using a Likert-scale frequency. A qualitative research method will also be considered 
in this assessment, based on the participants’ suggestions.  
7.4. Participants’ Profiles  
The focus group comprised 10 participants, and these participants have been coded with the 
names P1 to P10. The participants were divided into three types: government organisations, 
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cloud providers and academics in Saudi Arabia. Six participants were from government 
organisations, 2 were from cloud providers, and 2 were from academia. The participants from 
the government organisations were representatives from the Ministry of Interior, Ministry of 
Finance, Directorate General for Passports, Prince Mohammad bin Abdulaziz Hospital and 
the Saudi Vision 2030 office. The participants from the cloud providers were representatives 
from the biggest cloud provider companies in Saudi Arabia: Saudi Telecom Company (STC) 
and Etihad Etisalat Company (Mobily).  
 
Academic experts were representatives from the Prince Sattam bin Abdulaziz University and 
the Technical & Vocational Training Corporation (TVTC). The participants in this focus 
group were internally homogenous with respect to education and recent experience with 
cloud computing, building self-assessment models and matrices, and aspects of governance. 
To gather feedback from a mix of participants in different organisations, the focus group 
session was conducted with all of the participants at the same time. Table 7.1 shows the 
participants’ demographic details. 
Table 7.1 The demographic characteristics of the participants 
Participant 
group 
 
Participant 
code 
 
Position Experience 
in current 
job 
Cloud 
experience 
Self-
assessment 
model and 
matrix 
Governance 
experience 
 
 
Government 
organisation 
P1  
 
IT Manager 11 years 2-5 Years 2-5 Years 1-2 Years 
P2 CIO 5-10 Years 5-10 years 1-2 Years 2-5 Years 
P3 IT Manager 5-10 years 2-5 Years 2-5 Years 1-2 Years 
P4 Data centre 
administrator 
years 
>10 
1-2 Years 1-2 Years <1 year 
P5 IT Manager years 
>10 
5-10 years 5-10 years 5-10 years 
P6 IT Manager years 
>10 
1-2 Years 2-5 Years 2-5 Years 
Cloud 
provider 
P7 Data centre 
administrator 
years 
>10 
1-2 Years 1-2 Years <1 year 
P8 Cloud 
Manager 
5-10 years 2-5 Years 1-2 Years 5-10 years 
Academia P9 Researcher years 
>10 
5-10 years 5-10 years 2-5 years 
P10 Researcher 5-10 Years 2-5 Years 1-2 Years 2-6 Years 
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7.5. Cloud Data Governance Maturity Model Evaluation  
This study selected five main criteria to evaluate the cloud data governance maturity model; 
each contains sub-criteria. These criteria are as follows: completeness, consistency, 
practicality, usefulness and verifiability. This study presents the criteria assessment results 
based on the quantitative and qualitative feedback. A Likert scale (agree-disagree scale) was 
used for this purpose where the respondents specified their level of agreement or 
disagreement on a symmetric agree-disagree scale for a series of statements. Figure 7.1 
illustration the cloud data governance maturity model evaluation process.  
 
Figure 7.1 The cloud data governance maturity model evaluation process 
The results for each criterion are presented below: 
7.5.1. Completeness 
The completeness criterion evaluated the mean value for three sub-criteria: scope, definitions 
and perceived completeness. The evaluation of the completeness criteria was accomplished 
through five statements. The results show a general agreement among the participants for all 
given statements with mean => 4.00. Figure 7.2 presents the respondents’ feedback in order 
to evaluate the completeness of the maturity model. 
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Figure 7.2 The respondents’ feedback for maturity model completeness 
 
7.5.2. Consistency 
This criterion aims to evaluate the consistency level of abstraction, granularity and detail 
given within the maturity model. Internal consistency has been used to evaluate the 
consistency level of the maturity model. One statement has been used to investigate the 
respondents’ level of agreement regarding the internal consistency of the maturity model, 
which is: “There is a consistent level of abstraction, granularity, and detail given within the 
cloud data governance maturity model”. The results show a general agreement among the 
participants for given statement with mean = 4.66. 
 
7.5.3. Practicality 
This criterion aims to evaluate the practicality of implementing the cloud data governance 
maturity model, based on five sub-criteria: ease of use, ease of learning, understandability, 
practical utility and being tailorable. The evaluation of the practicality criteria is 
accomplished through five statements. The results show a general agreement among 
participants for all given statements with mean => 4.22. Figure 7.3 presents the respondents’ 
feedback in order to evaluate the practicality of the maturity model.   
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Figure 7.3 The respondent’s feedback on the maturity model’s practicality 
 
7.5.4. Usefulness 
This criterion aims to evaluate the usefulness of the maturity model for assessing and 
improving the cloud data governance processes in the organisation. It is based on two sub-
criteria: perceived benefits and constructiveness. Thus, the evaluation of the usefulness 
criteria is accomplished through two statements. The results show a general agreement 
among participants for all given statements with mean => 4.50. Figure 7.4 presents the 
respondents’ feedback in order to validate the usefulness of the maturity model.  
 
 
 
Figure 7.4 The respondents’ feedback on the maturity model’s usefulness 
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7.5.5. Verifiability 
This criterion aims to evaluate the verifiability of the maturity model based on three sub-
criteria: feasible test coverage, stability and verifiability. The evaluation of the verifiability 
criteria is accomplished through three statements. The results show a general agreement 
among participants for all given statements with mean => 4.0. Figure 7.5 presents the 
respondents’ feedback in order to evaluate the verifiability of the maturity model.   
 
 
 
Figure 7.5 The respondent’s feedback of the maturity model verifiability. 
 
7.5.6. Overall Summary for the Evaluation of the Proposed Maturity 
Model  
Table 7.2 shows the results summary regarding the participant groups’ answers to the five 
criteria (completeness, consistency, practicality, usefulness and verifiability) in terms of the 
cloud data governance maturity model evaluation. The results show slight consistency among 
participants for all criteria for evaluation with mean ranging between 4 and 5.   
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Table 7.2 The participant groups' feedback on the maturity model based on each criterion 
 
Figure 7.6 shows that all the participant groups indicated their agreement with the evaluation 
criteria to support the cloud data governance maturity model evaluation.  
 
Figure 7.6 Participant groups' feedback to each criteria of the evaluation 
7.5.7. Participants’ Recommendations on Proposed Cloud Data 
Governance Maturity Model  
As shown in the previous sections, the overall feedback from the focus group on the proposed 
cloud data governance maturity model was very positive, meeting all of the assessment 
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criteria and being based on strong foundations. Recommendations to improve the cloud data 
governance maturity model were as follows: 
• The majority of the participants suggested changing the level five name from 
“converged” to another relevant word related to the level’s meaning, because the 
word converged may cause confusion with a network infrastructure keyword, and 
they suggested changing it to “comprehensive” or “optimising”. 
• Two participants suggested that within the maturity model diagram, each main 
dimension of the cloud data governance should also display its sub-dimensions.  
As discussed in this section, the qualitative feedback indicated that the focus group 
participants suggested improving the design of the proposed maturity model. The first 
suggestion was accepted and the original diagram was amended to change the level five name 
from “converged” to “optimising”. However, as the sub-dimensions were already displayed 
within the framework diagram and represented within the assessment matrix, displaying them 
in the maturity model would reduce its clarity. Therefore, the second suggestion was not 
accepted. The improved design of the cloud data governance maturity model is presented in 
Figure 7.7.  
 
Figure 7.7 Amended maturity model after participants' feedback 
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7.6. Cloud Data Governance Assessment Matrix Evaluation  
Six criteria were used to evaluate the proposed cloud data governance assessment matrix. 
These criteria are as follows: completeness, consistency, practicality, usefulness, verifiability, 
and strengths and weaknesses. This section presents the criteria assessment results based on 
the quantitative and qualitative feedback. Again, a Likert scale (agree-disagree scale) has 
been used to evaluate the assessment criteria; respondents specify their level of agreement or 
disagreement on a symmetric agree-disagree scale for a series of statements. Figure 7.8 
illustration the cloud data governance assessment matrix evaluation process.  
 
Figure 7.8 The cloud data governance assessment matrix evaluation process 
The results for each criterion are presented below. 
7.6.1. Completeness 
The completeness criterion evaluated the mean value for three sub-criteria: scope, definitions 
and perceived completeness. The evaluation of the completeness criteria was accomplished 
through four statements. The results show a general agreement among participants for all 
given statements with mean => 4.27. Figure 7.9 presents the respondents’ feedback to 
evaluate the assessment matrix’s completeness. 
 
Chapter Seven        ………………. Evaluation of the Maturity Model and Assessment Matrix 
234 
 
 
 
Figure 7.9 The respondents’ feedback for assessment matrix completeness 
 
7.6.2. Consistency 
This criterion aims to evaluate the consistency level of abstraction, granularity and detail 
given within the assessment matrix. Internal consistency has been used to evaluate the 
consistency level of the assessment matrix. One statement has been used to investigate the 
respondents’ level of agreement regarding internal consistency of the assessment matrix, 
which is: “There is a consistent level of abstraction, granularity and detail given within the 
cloud data governance assessment matrix”. The results show a general agreement among 
participants for given statement with mean = 4.16. 
 
7.6.3. Practicality 
This criterion aims to evaluate the practicality of implementing the cloud data governance 
assessment matrix, based on five sub-criteria: ease of use, ease of learning, understandability, 
practical utility and being tailorable. The evaluation of the practicality criteria is 
accomplished through five statements. The results show a general agreement among 
participants for all given statements with mean => 4.44. Figure 7.10 presents the respondents’ 
feedback in order to evaluate the practicality of the assessment matrix.   
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Figure 7.10 The respondents’ feedback on the assessment matrix’s practicality. 
 
7.6.4. Usefulness 
This criterion aims to evaluate the usefulness of the assessment matrix for assessing and 
improving the cloud data governance processes in the organisation. It is based on two sub-
criteria: perceived benefits and constructiveness. Thus, the evaluation of the usefulness 
criteria is accomplished through two statements. The results show a general agreement 
among participants for all given statements with mean => 4.66. Figure 7.11 presents the 
respondents’ feedback in order to evaluate the usefulness of the assessment matrix.  
 
 
 
Figure 7.11 The respondents’ feedback on the usefulness of the assessment matrix 
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7.6.5. Verifiability 
This criterion aims to evaluate the verifiability of the assessment matrix based on three sub-
criteria: feasible test coverage, stability and verifiability. The evaluation of the verifiability 
criteria is accomplished through three statements. The results show a general agreement 
among participants for all given statements with mean => 4.16. Figure 7.12 presents the 
respondents’ feedback in order to evaluate the verifiability of the assessment matrix.   
 
 
Figure 7.12 The respondents’ result in order to validate the verifiability of the assessment matrix 
 
 
7.6.6. Strengths and Weaknesses 
This criterion aims to evaluate the strengths and weaknesses of the assessment matrix based 
on two sub-criteria: individual level and individual dimension in assessment matrix. A Likert 
scale of agreement from 5 (strongly agree) to 1 (strongly disagree) was used to indicate 
whether the participants agreed or disagreed with each statement to rate the strengths and 
weaknesses of the assessment matrix. 
 
a) Individual Level in Assessment Matrix 
This criterion aims to evaluate the strengths and weaknesses of the assessment matrix levels’ 
contents to measure the constructs of cloud data governance. Five statements were used to 
assess the strengths and weaknesses of the assessment matrix levels’ contents, and these 
statements were coded using LS.n. Figure 7.13 shows the results for the strengths and 
weaknesses of the individual levels in the assessment matrix. 
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Figure 7.13 The results for the strengths and weaknesses of the individual levels in the assessment 
matrix 
Figure 7.13 shows the participants’ feedback on the statement regarding the evaluation of the 
strengths and weaknesses of the assessment matrix levels to measure the constructs of cloud 
data governance. The results show that all participants agreed with these statements except 
two statements which were (LS.3 and LS.4), with mean => 4.60. LS.3 and LS.4 statements 
were used to evaluate the strengths and weaknesses of the content of levels 3 and 4. The 
results show that most of the participants reported a neutral response with mean => 3.00. 
Regarding the first statement (LS.1), which was “Level 1 in the assessment matrix provides 
strong content to measure the constructs of the cloud data governance maturity model”, the 
results show that most of the participants strongly agreed (mean= 4.70). The second 
statement (LS.2) was “Level 2 in the assessment matrix provides strong content to measure 
the constructs of the cloud data governance maturity model”, and the results also show that 
most of the participants selected strongly agree (mean = 4.60). With regard to the third 
statement (LS.3), which was “Level 3 in the assessment matrix provides strong content to 
measure the constructs of the cloud data governance maturity model”, the results show that 
most of the participants gave the neutral response (mean= 3.10). For the fourth statement 
(LS.4), which was “Level 4 in the assessment matrix provides strong content to measure the 
constructs of the cloud data governance maturity model”, the results also show that most of 
the participants reported themselves as neutral (mean= 3.00). Finally, for the fifth statement 
(LS.5), which was “Level 5 in the assessment matrix provides strong content to measure the 
constructs of the cloud data governance maturity model”, the results show that most of the 
participants selected strongly agree (mean = 4.60). 
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b) Individual Dimension in Assessment Matrix 
This criterion aims to evaluate the strengths and weaknesses of the assessment matrix 
dimensions’ contents to measure the constructs of cloud data governance. Nine statements 
were used to assess the strengths and weaknesses of the assessment matrix contents to 
measure the constructs of the cloud data governance framework. These statements were 
coded with DS.n. Figure 7.14 shows the results for the strengths and weaknesses of the 
individual dimensions in the assessment matrix. 
 
 
Figure 7.14 The results for the strength and weaknesses of the individual dimensions in the 
assessment matrix 
 
Figure 7.14 shows the participants’ answers to the statements regarding the evaluation of the 
strengths and weaknesses of the assessment matrix dimension to measure the constructs of 
cloud data governance. The results show that most of the participants agreed with these 
statements with mean => 4.10. Regarding the first statement (DS.1), which was “the 
assessment matrix provides strong content to measure the cloud data governance office 
construct in the cloud data governance framework for each maturity level”, the results show 
that most of the participants agreed with this statement (mean = 4.30). The second statement 
(DS.2), which was “the assessment matrix provides strong content to measure the 
preparation requirements construct in the cloud data governance framework for each 
maturity level”, the results show that most of the participants agreed with this statement 
(mean = 4.20). With regards to the third statement (DS.3), which was “the assessment matrix 
provides strong content to measure the cloud data governance functions construct in the 
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cloud data governance framework for each maturity level”, the results also show that most of 
the participants agreed with this statement (mean = 4.30).  
 
For the fourth statement (DS.4), which was “the assessment matrix provides strong content to 
measure the contextual alignment construct in the cloud data governance framework for each 
maturity level”, the results also show that most of the participants agreed with this statement 
(mean = 4.10). Regarding the fifth statement (DS.5), which was “the assessment matrix 
provides strong content to measure the contextual integration construct in the cloud data 
governance framework for each maturity level”, the results show that most of the participants 
agreed with this statement (mean = 4.10). For the sixth statement (DS.6), which was “the 
assessment matrix provides strong content to measure the contractual context construct in 
the cloud data governance framework for each maturity level”, the results show that most of 
the participants agreed with this statement (mean = 4.40). 
 
For the seventh statement (DS.7), which was “the assessment matrix provides strong content 
to measure the deploy context construct in the cloud data governance framework for each 
maturity level”, the results show that most of the participants agreed with this statement 
(mean = 4.10). Regarding the eighth statement (DS.8), which was “the assessment matrix 
provides strong content to measure the sustain requirements construct in the cloud data 
governance framework for each maturity level”, the results show that most of the participants 
agreed with this statement (mean = 4.30). Finally, for the last statement (DS.9), which was 
“the assessment matrix provides strong content to measure the monitor requirements 
construct in the cloud data governance framework for each maturity level”, the results show 
that most of the participants agreed with this statement (mean = 4.20). 
 
7.6.7. Overall Summary for the Evaluation of the Cloud Data 
Governance Assessment Matrix 
 
Table 7.3 shows the results summary regarding the participant groups’ answers to the five 
criteria (completeness, consistency, practicality, usefulness, and verifiability) in terms of the 
cloud data governance maturity model evaluation. The results show slight consistency among 
participants for all criteria for validation with mean ranging between 4 and 5.    
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Table 7.3 The participants’ feedback on the assessment matrix based on each criterion 
 
Figure 7.15 shows that all the participant groups indicated their agreement with the 
evaluation criteria to support the cloud data governance assessment matrix evaluation. 
 
Figure 7.15 The participant groups’ feedback on the assessment matrix based on each criterion 
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7.6.8. Participants’ Recommendations to Improve the Proposed 
Assessment Matrix 
As shown in the previous sections, the overall feedback from the focus group on the proposed 
cloud data governance assessment matrix was very positive, meeting all of the assessment 
criteria and being based on strong foundations. Additionally, a number of recommendations 
were suggested in the participants’ feedback, he main recommendations were: 
1. Clarify incomplete and complete – to clarify this, there were a number of 
recommendations from the participants as follows:   
▪ Some of the participants suggested changing the word “incomplete” for each 
dimension in level 3 to “achieve some requirements” or “representing less 
than 60%”. 
▪ Some of the participants suggested adding the number of items for each 
dimension in the assessment matrix to improve it and to change the word 
“incomplete” in level 3 to be “satisfy n-1 items from n”. 
▪ Some of the participants suggested adding the number of items for each 
dimension in the assessment matrix to improve it and to change the word 
“complete” in level 4 to be “satisfy all (n) items from n”. 
2. Developing an application tool in order to assess the state of cloud data governance in 
organisations in a real environment, to prove that it is working perfectly.    
The suggestions above were taken into consideration in this research. In order to the first 
suggestion it was clarified in chapter Four, and the second suggestion also consider in this 
research by developing tool to practically test the research findings in a real case scenario and 
it presents in next section.  
7.7. Practical Evaluation of the Research Findings   
As part of the evaluation, it was important to practically test the research findings in a real 
case scenario as was suggested by the participants in the focus group. Therefore, two case 
scenarios were used to examine the practicality of using the cloud data governance 
framework in a real-life environment. The case scenario considered two public sector 
organisations in Saudi Arabia, which were adopting some cloud computing services. These 
organisations belong to military and the healthcare sectors, respectively. To do this, a tool 
was designed and developed that helps decision makers to assess the cloud data governance 
in their organisations, based on the proposed cloud data governance framework, maturity 
Chapter Seven        ………………. Evaluation of the Maturity Model and Assessment Matrix 
242 
 
model and assessment matrix. This proposed tool was designed for testing purposes, 
however, its potential can be considerable, and it can be used to: i) support decision makers 
in their decision making related to cloud data governance implementation; ii) inform decision 
makers about the current level of cloud data governance in their organisations; iii) inform 
decision makers about the strengths and weaknesses of each dimension of cloud data 
governance; and iv) allow decision makers to improve cloud data governance implementation 
by identifying their target level. This tool is hereafter called the maturity assessment & 
recommendation system of cloud data governance (MARS-CDG).  
7.7.1. Presentation of the MARS-CDG Tool 
The proposed tool was implemented using Python as a programming language, with Python 
Libraries Flask, Jinja2, and SQLAlchemy. SQLite was used as a database engine in the tool 
development. Furthermore, the design of user-friendly interfaces was considered in this study 
to enhance the usability of the tool, but this was not the main focus. The main screenshots of 
the tool are presented below for illustration. These screenshots provide details of the step-by-
step process to use the proposed tool utilities. The map of the MARS-CDG tool is as follows:  
1. Create account and fill in user information, including first name, last name, 
organisation’s name, username and password.  
 
Figure 7.16 The registration form 
2. User sign in to access the MARS-CDG tool.  
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Figure 7.17 The sign in form 
3. Access the home page, which includes an overview of the MARS-CDG tool.  
 
Figure 7.18 The home page 
4. Access the user profile form, which allows a user to change his username/password.  
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Figure 7.19 The user profile form 
5. Access to the initial page to guide the user on how to use the MARS-CDG tool to start 
the assessment 
 
Figure 7.20 The initial page of the cloud data governance assessment 
6. Start the assessment process.  
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Figure 7.21 The example of the assessment process 
7. Present the results of the cloud data governance assessment, the maturity level for 
each dimension and the overall maturity level for cloud data governance in the 
organisation presented in this page. 
 
Figure 7.22 The results page of the cloud data governance assessment 
8. Present the assessment results for the cloud data governance dimension. This page 
includes: assessment details, weakness/strength results, and cart bar/radar chart to 
present the level for each sub-dimension in the main dimension of cloud data 
governance. 
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Figure 7.23 The example of the assessment results for cloud data governance dimension 
 
9. The user calculates the target level based on the results of the last assessment. 
 
Figure 7.24 The target level page 
7.7.2. Decision Algorithm for Maturity Level  
In order to decide on the maturity level of a cloud data governance programme in an 
organisation, it needs to be calculated by a decision algorithm. Each dimension of cloud data 
governance needs to be measured by this algorithm, based on the state of any one dimension 
in the organisation. This information is given by the users in their responses to given 
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requirements defined in the proposed assessment matrix. The steps of the decision algorithm 
procedures are shown in the flowchart depicted in Figure 7.25, and explained below. 
Start 
Initialize the number of Dimensions (D) =9
Initialize the number of maturity levels (ML) =5
Initialize the number of Sub-Dimensions (SD) =34
Give weight to each sub-dimensions 
For Each Sub-Dimension Chose Statements that 
Represent it    
Do you Consider all Sub-
Dimension N ?
Assign ML
Calculate a maturity level for the Dimension N 
Is D=9?
Calculate an Overall Maturity Level for the Cloud Data 
Governance 
End
Yes
No
Yes
No
 
Figure 7.25 The decision algorithm for maturity level flowchart 
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Step 1: Defining the core dimensions and maturity levels.  
In this step, the nine core dimensions that are used to assess the cloud data governance in the 
organisation are defined. These dimensions have been mentioned in Chapter Four, and they 
are coded by (D) in this algorithm. Additionally, five maturity levels described in Chapter 
Four are defined in this step; these levels are used to assess these dimensions, and are coded 
by (ML) in the proposed algorithm.  
Step 2: Defining the sub-dimensions for all core dimensions.  
In this step, the sub-dimensions that are used to assess the core dimensions for cloud data 
governance are defined. These sub-dimensions were described in Chapter Four and are coded 
by (SD) in the proposed algorithm. 
Step 3: Giving a weight to each sub-dimension.  
All defined core dimensions are assumed to be equally important. Therefore, the maturity 
level of these core dimensions is based on their relevant sub-dimensions, which are 
calculated based on the weight assigned to each sub-dimension. In a similar way, within each 
core dimension a weight average is assigned to the sub-dimension. To calculate the sub-
dimension weight, the following formula is used:  
𝐒𝐮𝐛 − 𝐝𝐢𝐦𝐞𝐧𝐬𝐢𝐨𝐧 𝐰𝐞𝐢𝐠𝐡𝐭 =
𝟏
𝑺𝑫𝑵
            Equation 7.1                                                                                                                            
In this formula, SDN is the number of sub-dimensions in any one dimension.  
Step 4: Survey and measure the maturity level for each sub-dimension.    
In order to measure the cloud data governance maturity, all sub-dimensions are measured and 
assessed based on the multiple statements.  
Step 5: Calculate the maturity level for each sub-dimension.  
After measuring each sub-dimension of cloud data governance, the maturity level for each 
sub-dimension will be assigned based on their selected statement(s).  
Step 6:  Calculate the maturity level for each core dimension. 
After measuring all the sub-dimensions of the core dimension, the maturity level for each 
core dimension will be calculated based on the average of the weighted maturity of all its 
sub-dimensions. To calculate the maturity level for each dimension in cloud data governance, 
the following formula is used: 
Chapter Seven        ………………. Evaluation of the Maturity Model and Assessment Matrix 
249 
 
𝐓𝐡𝐞 𝐌𝐚𝐭𝐮𝐫𝐢𝐭𝐲 𝐋𝐞𝐯𝐞𝐥 =
∑ 𝐌𝐚𝐭𝐮𝐫𝐢𝐭𝐲 𝐋𝐞𝐯𝐞𝐥 (𝐢) ∗ 𝐖𝐞𝐢𝐠𝐡𝐭 (𝐢)𝐧𝐢=𝟏
∑ 𝟓∗𝐖𝐞𝐢𝐠𝐡𝐭 (𝐢)𝐧𝐢=𝟏
∗  𝟓                              Equation 7.2 
In this formula, n is the number of sub-dimensions and 5 indicates the number of maturity 
levels.  
Step 7: Calculate the overall maturity level. 
After calculating the maturity level for each dimension, the overall maturity level will be 
calculated. The overall maturity level is the average of the weighted maturity of all the 
dimensions. To calculate the overall maturity level for the cloud data governance in the 
organisation, the following formula is used: 
𝐓𝐡𝐞 𝐎𝐯𝐞𝐫𝐚𝐥𝐥 𝐌𝐚𝐭𝐮𝐫𝐢𝐭𝐲 𝐋𝐞𝐯𝐞𝐥 =
∑ 𝐌𝐚𝐭𝐮𝐫𝐢𝐭𝐲 𝐋𝐞𝐯𝐞𝐥 (𝐢) 𝐧𝐢=𝟏
𝐍
                                       Equation 7.3 
In this formula, N is the number of dimensions.  
The steps in the decision algorithm for the maturity level calculation are illustrated below.  
Algorithm 1: Algorithm for maturity level decision 
Input: D, where D= Set of Dimension 
          : ML, where ML= Set of Maturity Level 
          : SD, where SD= Set of Sub-Dimension 
          : S, where S= Set of statement to determine ML for each Sub-Dimension 
Output: Decision Cloud Data Governance Maturity Level  
Require: D  , Numb_ D= 9 
              :N  , Numb_ ML= 5 
              :SD  , Numb_ SD =34 
              : :S  , Numb_ S =5 
1: Initialise parameters D, ML,SD, S, W 
2: Numb_ D= 9 
3: Initialise SD for D 
4: Numb_ SD for D1=3 
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5: Numb_ SD for D2=4 
6: Numb_ SD for D3=4 
7: Numb_ SD for D4=8 
8: Numb_ SD for D5=2 
9: Numb_ SD for D6=2 
10: Numb_ SD for D7=3 
11: Numb_ SD for D8=3 
12: Numb_ SD for D9=5 
13: Initialise S to ML in each SD 
14: Numb_ S =5 
15: Apply statements for SD to assess D then 
16: 
17: 
W =
1
𝑆𝐷𝑁
 
If Numb_ SD = 34 then do 
18: 
ML =
∑ ML (i)  ∗  W (i)ni=1
∑ 5 ∗ W (i)ni=1
∗  5 
19: Assign ML for SD 
20: Else if Numb_ SD not met do  
21: Return apply statements for SD to find consideration 
22: 
23:  
Repeat until Numb_ SD=34 
While Numb_ SD=34 then  
24: End if 
25: 
26: 
End if 
End While  
27: 
ML =
∑ ML (i) ni=1
N
 
28: Assign ML for cloud data governance 
29: End  
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The subsequent sections present two real case scenarios when the proposed tool was used to 
assess the maturity level of two real organisations in Saudi Arabia.  
7.7.3. Case Scenario One: Organisation A  
The first case scenario comprises an organisation that is part of the military sector with 
around 5000 employees. According to the questionnaire results, organisation A has been 
adopting some cloud computing services, and it is planning to expand these in the near future. 
• Analysis of the Current Level of Cloud Data Governance in Organisation A 
using MARS-CDG Tool  
To assess the current state of the cloud data governance implementation, the IT manager at 
organisation A was requested to address all of the statements represented by all the defined 
sub-dimensions, depending on which maturity level was calculated. Table 7.4 shows the 
dimension levels and the overall level of cloud data governance in organisation A.  
Table 7.4 The overall level of cloud data governance in organisation A 
Cloud Data Governance Dimensions Maturity Level Overall Level 
Cloud Data Governance Office Level 2  
 
 
Level 2 
Preparation Requirements Level 2 
Cloud Data Governance Functions Level 2 
Contextual Integration Level 2 
Contextual Alignment Level 2 
Contractual Context Level 1 
Deploy Context Level 1 
Monitor Requirements  Level 1 
Sustain Requirements Level 1 
 
Table 7.4 shows the maturity level of each dimension of cloud data governance in the 
organisation A. The results show that overall, the cloud data governance implementation in 
this organisation was at level 2, which is weak and informal, and requires some serious 
attention. It was interesting for this organisation to recognise the importance of data 
governance for its cloud provision; there was some evidence of this already as their IT team 
seem to deal with some aspects of data governance, but they do so in an ad-hoc way. Figure 
7.26 shows the current state of cloud data governance implementation in organisation A, 
based on their assessment.  
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Figure 7.26 The current state of cloud data governance implementation in organisation A 
• Analysis of the Target Level of Cloud Data Governance in Organisation A using 
MARS-CDG Tool  
The same IT manager was asked to determine the near-future target level for cloud data 
governance in the organisation, using the target utility of the tool. Table 7.5 shows the 
planned target levels and the overall target level of the cloud data governance in organisation 
A, as specified by the IT manager.  
Table 7.5 The target level of cloud data governance in organisation A 
Cloud Data Governance Dimensions Maturity Target Level Overall Target Level 
Cloud Data Governance Office Level 3  
 
 
Level 3 
Preparation Requirements Level 5 
Cloud Data Governance Functions Level 3 
Contextual Integration Level 4 
Contextual Alignment Level 3 
Contractual Context Level 3 
Deploy Context Level 3 
Monitor Requirements  Level 3 
Sustain Requirements Level 2 
 
The results show that the target level of cloud data governance implementation in this 
organisation was level 3. Figure 7.27 shows a comparison between the current level of cloud 
data governance in organisation A and its target level.  
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Figure 7.27 The comparison between the current level of cloud data governance and its target level in 
organisation A 
7.7.4. Case Scenario Two: Organisation B  
The second case scenario comprises an organisation that is part of the healthcare sector with 
around 2300 employees. According to the questionnaire results, organisation B has been 
adopting some cloud computing services, and it is planning to expand these in the near future. 
The IT department team is responsible for managing the organisation’s data, and the network 
and information security section is part of the IT department. The network and information 
security section is doing some technical and practical work regarding information security 
policies. In this study, the head of the network and information security section was involved 
in this evaluation. In the interview session, the participant reported that the organisation does 
not have a formal strategy in place to implement data governance in general or for cloud 
computing in particular. With regard to benchmarking, measuring and assessing data 
governance implementation in the organisation, the participant reported that they use KPIs to 
measure the implementation of information security aspects. In addition, the participant also 
reported that the organisation does not consider the cloud data governance programme in its 
budget. Finally, the head of network and information security in this organisation used the 
web tool to evaluate the cloud data governance initiatives of organisation B. The results are 
as follows:   
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• Analysis the Current Level of the Cloud Data Governance in Organisation B 
using MARS-CDG Tool  
To assess the current state of the cloud data governance implementation, the head of network 
and information security at organisation B was requested to address all the statements 
represented by all the defined sub-dimensions, depending on which maturity level was 
calculated. Table 7.6 shows the dimension levels and the overall level of cloud data 
governance in organisation B.  
 
Table 7.6 The overall level of cloud data governance in organisation B 
Cloud Data Governance Dimensions Maturity Level Overall Level 
Cloud Data Governance Office Level 2  
 
 
Level 2 
Preparation Requirements Level 2 
Cloud Data Governance Functions Level 2 
Contextual Integration Level 2 
Contextual Alignment Level 2 
Contractual Context Level 1 
Deploy Context Level 2 
Monitor Requirements  Level 1 
Sustain Requirements Level 1 
 
Table 7.6 shows the maturity level of each dimension of cloud data governance in 
organisation B. The results show that the cloud data governance implementation in this 
organisation was at level 2, which is weak and informal, and requires some serious attention. 
It was interesting for this organisation to recognise the importance of data governance for 
their cloud provision; there was already some evidence of this as their network and 
information security team seem to deal with some aspects of data governance, but do so in an 
ad-hoc way. Figure 7.28 shows the current state of cloud data governance implementation in 
organisation B, based on their assessment.  
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Figure 7.28 The current state of cloud data governance implementation in organisation B 
• Analysis of the Target Level of Cloud Data Governance in Organisation B using 
MARS-CDG Tool  
The same head of network and information security manager was asked to determine the 
near-future target level of cloud data governance in the organisation, using the target utility of 
the tool. Table 7.7 shows the planned target levels and the overall target level of the cloud 
data governance in organisation B, as specified by the head of network and information 
security manager.  
Table 7.7 The target level of cloud data governance in organisation B 
Cloud Data Governance Dimensions Maturity Target Level Overall Target Level 
Cloud Data Governance Office Level 4  
 
 
Level 3 
Preparation Requirements Level 5 
Cloud Data Governance Functions Level 4 
Contextual Integration Level 3 
Contextual Alignment Level 3 
Contractual Context Level 4 
Deploy Context Level 3 
Monitor Requirements  Level 3 
Sustain Requirements Level 3 
 
The results show that the target level of cloud data governance implementation in this 
organisation was level 3. Figure 7.29 shows the comparison between the current level of 
cloud data governance in organisation B and its target level.  
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Figure 7.29 The comparison between the current level of cloud data governance in organisation B and 
its target level 
7.8. Chapter Summary     
This chapter has discussed the results of the cloud data governance maturity model and the 
assessment matrix validation through a focus group approach. The findings from the focus 
group were highlighted as being in support of the proposed concept and structure of the 
proposed maturity model and assessment matrix. Comments made during the validation 
process have been considered and captured by amending the original diagram of the maturity 
model. The assessment matrix contents have also been modified based on the participants’ 
feedback. Additionally, the MARS-CDG tool was developed to evaluate the state of cloud 
data governance implementation in organisations. Two case scenarios were used to examine 
the practicality of using the proposed cloud data governance framework, maturity model and 
assessment matrix in a real-life environment. The next chapter presents the research 
conclusion and recommendations of this thesis.  
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Chapter 8. Research Conclusions and Recommendations  
 
8.1. Introduction 
This Chapter presents a summary of the research process and findings of this thesis, by first a 
research overview; second, a summary of research findings and contribution to knowledge, 
fellow by research limitations and finally, recommendations for future research directions. 
8.2. Research Overview  
In today’s cloud computing is one of the most popular technological trends. Despite the 
numerous benefits of cloud computing, it is still not widely adopted by public sectors in 
many countries, due to a number of many issues and challenges. Central to these concerns is 
the loss of control on data, security and privacy of data, data quality and assurance, data 
stewardship, which are all attributes data governance. Therefore, in this thesis, the Cloud 
computing model is discussed as a highly disruptive technology, which requires extremely 
rigorous data governance strategy and programme, which can be more complex but 
necessary. However, in the literature there are very few studies reported on data governance 
for cloud services, despite its significance importance.  
 
The purpose of this research was to develop a strategy framework that could be used to 
design, deploy and sustain an effective cloud data governance programme; it also aimed to 
advance research in this field, which will contribute to the wider Information Systems’ 
research community and practitioners, with a particular focus on the Saudi Public Sector. To 
fulfil the research objectives, listed in Chapter One, a mixed research methodology was 
adopted, varying between Quantitative and Qualitative methods, involving the analysis of 
relevant literature using a Systematic approach, Questionnaires, Focus Groups and Case 
Studies. These combined with the adopted underpinning theoretical basis and tools, have all 
supported a rigorous research process that resulted in solid findings, meeting all the thesis’ 
objectives.  The next section presents a summary of the research findings and contribution to 
knowledge. There are three fundamental directions that underpin this research and its 
contributions   
1. Thesis aims at addressing the cloud data governance challenge for the Saudi Public 
Sector, however, since this an unprecedented work, and there is no one size that fits 
all, it is important first to develop a Strategy Framework for cloud data governance in 
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order to understand the core phases and components and for enabling the 
implementation of effective cloud data governance programme.  
2. In order to support organisations implement their cloud data governance programme, 
based on the developed Strategy Framework, there is a need for tools that enable them 
to assess their current state and define their targets.  A Maturity Model was proposed 
together with an assessment matrix. 
3. The above were all developed based Systematic Literature Reviews and underpinning 
theories and concepts, mainly involving the Analytic Theory and the Critical Success 
Factors (CSFs); thus, the results could be generalized, however, this Thesis aims at 
addressing the cloud data governance challenge for the Saudi Public Sector, there is a 
need to validate and/or evaluate the developed Framework, Maturity Model and 
Assessment Matrix by the concerned beneficiaries of this thesis. 
8.3. Summary of the Research Contributions and Findings  
This research has produced a number of findings and contributions to knowledge; the major 
findings and contributions to knowledge in this thesis include the following:  
1. Identifying the research gaps and the significance of the defined scope of the research. 
By addressing the research gap in the literature a critical evaluation of the state of the 
art of data governance in non-cloud and, more specifically, in cloud computing was 
considered. The outcomes have led the researcher in this thesis to propose novel 
contributions in the area of data governance and more specifically of cloud data 
governance. The impact of the results from the study could be significant for the 
research community and practitioners in different countries. This is justified by the 
lack of research and development and practice on cloud data governance. 
 
2. A critical evaluation of the state of the art of data governance in non-cloud and, more 
specifically, in cloud computing, including the identification of Critical Success 
Factors (CSFs) and Barriers to implementing effective cloud data governance 
programme in organisations. A systematic literature review guideline has been 
undertaken in this research to understand the state of the art of data governance for 
non-cloud and cloud computing environments. The findings showed that the research 
on data governance in general and on its implementation in the cloud in particular is 
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still in its early stages and more research efforts are required. The findings confirmed 
that currently there is no single approach to the implementation of data governance 
programmes in all organisations, the findings were presented in Chapter Two. The 
impact of the results from the study could be significant for organisations in different 
countries and more specifically in KSA. This is justified by the lack (almost no 
previous related work) of research and development and practice on data governance 
for cloud computing. The Critical Success Factors (CSFs) and Barriers to 
implementing effective cloud data governance programme in organisations were 
identified and classified based on in the literature findings, and they were presented in 
Chapter Two. Furthermore, based on the results findings in Chapter Two, a Cloud 
Data Governance Taxonomy and Key Dimensions were developed in Chapter Three 
to support a framework development. 
 
3. Developed a Strategy Framework to understand how to Design, Deploy and Sustain 
an effective cloud data governance programme. To fill the gap identified in this study, 
which was related to the lack of a strategy framework to understand how to Design, 
Deploy and Sustain an effective cloud data governance programme. A novel strategy 
framework was developed in this research and it was presented in Chapter Three. The 
framework was developed based on an analytic theory and critical success factors 
concept. The novel framework can help decision makers to understand the important 
processes required to develop a cloud data governance programme, and help the 
public sector organisations to avoid loss of governance and control of their data in the 
cloud provider’s environment. In addition, the framework was developed based on the 
five phases; each phase contains important factors to achieve it. The first phase in this 
framework helps the cloud consumers to understand the data governance situation in 
their organisations; the second phase helps the cloud consumers to design data 
governance activities; the third phase assists the cloud consumers and providers to 
understand how to implement a cloud data governance programme; the fourth phase 
supports the cloud consumer and other relevant actors such as the cloud auditor to 
evaluate and monitor the cloud data governance programme performance; and the 
fifth phase helps the cloud consumer and provider to improve and sustain cloud data 
governance programme. 
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4. Developed a cloud data governance Maturity Model. To fill the gap identified in this 
study that was related to the lack of a maturity model for cloud data governance. A 
cloud data governance maturity model was developed in this research, and it was 
presented in Chapter Four. A cloud data governance maturity model was developed 
based on dimensions of the cloud data governance framework in Chapter Three, and 
maturity levels. These levels range from one to five, where one is a lack of maturity 
and five is fully mature. In addition, this model will contribute to help organisations 
understand their current position for cloud data governance implementation and 
identify their future path. This contribution will be achieved by classifying 
components of the cloud data governance framework dimensions based on the five 
maturity levels. 
 
5. Developed a cloud data governance Assessment Matrix. Developed a cloud data 
governance Assessment Matrix. A cloud data governance assessment matrix was 
developed in this research, and it was presented in Chapter Four. In this research, the 
cloud data governance assessment matrix is developed to support the cloud data 
governance maturity model developed as part of this thesis. The assessment matrix 
was developed to help organisations to identify their current state of cloud data 
governance, and it helps the organisation to identify its target to achieve good cloud 
data governance outcomes. The cloud data governance assessment matrix also aims to 
allow the organisation to understand the strength and weakness of its cloud data 
governance, and provide guidelines to improve its cloud data governance. Therefore, 
this research adopted this mechanism, which was used to determine the best and worst 
practices, and then to determine the characteristics of all the levels in between. 
Furthermore, the assessment matrix was constructed with five levels and nine core 
categories (dimensions) were added as cross-reference categories for the five levels. 
In addition, four prefix terms were used to formulate the text descriptions for each 
level in the assessment matrix in order to determine the difference between the levels: 
Does not exist, Informal, Semi-formal and Formal.  
 
6. Developed and tested a Tool to facilitate the assessment activity. Developed and 
tested a Tool to facilitate the assessment activity. A tool was developed in chapter 
Seven to conducting practical evaluation of the assessment matrix. The tool was 
implemented using Python as a programming language, with Python Libraries Flask, 
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Jinja2, and SQLAlchemy. Furthermore, SQLite was used as a database engine in the 
tool development. This tool is hereafter called the maturity assessment & 
recommendation system of cloud data governance (MARS-CDG). It aims to help the 
decision makers to assess the maturity of the cloud data governance in the 
organisations, and to support the organisations using the cloud data governance 
framework to build their cloud data governance programme. The tool is a valuable 
tool for providing quick results for decision makers to take the right decision to 
improve their cloud data governance programme. In addition, the tool in this research 
was developed to be more practical by allowing the organisations to assess their cloud 
data governance programme based on their situation, and it presents the overall 
current state of the cloud data governance, and current state of each dimension and 
sub-dimensions for the cloud data governance. The strengths and weaknesses of each 
dimension and sub-dimension of the cloud data governance are also reported by this 
tool. Furthermore, this tool also allows the organisations to identify the overall target 
for the cloud data governance and for each dimension based on their requirements.    
 
7. Validated and evaluated the research outcomes (1-6 above) for the Case Study of this 
Thesis. This research was used a case study in Saudi Arabia to investigating the state 
of cloud computing adoption and cloud data governance implementation in the public 
sector organisations in Saudi Arabia, and to validate and evaluate the proposed 
framework, maturity model and assessment matrix for the cloud data governance. The 
steps to validate and evaluate the research outcomes as summarised below:  
• Regarding investigating the state of cloud computing adoption and cloud data 
governance implementation, the questionnaire method was used to investigate 
the current state of cloud computing and cloud data governance in public 
sector organisations in Saudi Arabia. In addition, the critical success factors 
(CSFs) and barriers to implementing cloud data governance identified from 
the literature were considered in this survey to understand their situation in 
Saudi Arabia. the findings were presented in Chapter Five.  
• In order to validate and evaluate the proposed framework in Chapter Three, a 
focus group approach was adopted to validate the proposed framework, the 
focus group comprised for our case study involved ten (10) participants from 
government organisations and cloud providers. The findings showed that there 
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is an agreement between participants on the importance of the proposed 
framework to develop the cloud data governance programme. In addition, they 
contributed to this research by adding important recommendation to improve 
and change the proposed framework, and these recommendations and changes 
were made to the framework, the validation findings were presented in chapter 
Six. On the other hand, the framework was evaluated by the Structural 
Equation Modelling (SEM) technique, the evaluation findings were presented 
in chapter Six. A SEM was used to evaluate and assess the research 
framework and to test the research hypotheses based on the questionnaire 
findings. The findings confirmed that all hypotheses support the framework 
structure and it has achieved an acceptable.  
• Regarding to evaluate the proposed maturity model and an assessment matrix 
in Chapter Four, a focus group approach was adopted to evaluate the proposed 
maturity model and an assessment matrix based on some criteria, the focus 
group comprised for our case study involved ten (10) participants from 
government organisations, cloud providers, and academia. The findings 
showed that there is an agreement between participants on the importance of 
the proposed maturity model and an assessment matrix to assess the cloud data 
governance programme. In addition, they contributed to this research by 
adding important recommendation to improve and change the proposed 
maturity model and an assessment matrix, and these recommendations and 
changes were made to the maturity model and assessment matrix, the 
evaluation findings were presented in chapter Seven. On the other hand, 
maturity assessment & recommendation system of cloud data governance 
(MARS-CDG) was used to examine the practicality of using the cloud data 
governance framework in a real-life environment based on two case scenarios 
were used. The case scenario considered two public sector organisations in 
Saudi Arabia, which were adopting some cloud computing services. These 
organisations belong to healthcare and the military sectors, respectively. The 
findings showed that the cloud data governance implementation in these case 
scenarios is still in its early stages and more efforts are required, the findings 
were presented in chapter Seven. 
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8.4. Research Limitations  
Although the Thesis has fulfilled all research objectives, the author recognises some 
limitations, which could be addressed in future work. 
 
Considering, this research is the first study to tackle cloud data governance at this scale. 
Although the lack of prior studies has been an advantage in developing a highly novel 
research, it can also be considered as a limitation. The research findings could be further 
enriched with a richer literature. A richer literature can mean more established methods, 
theories, models and frameworks, etc., which would have supported the research directions 
for this thesis. The lack of literature also means the absence of a relevant research 
community, the interaction with whom would have been very useful the development of this 
thesis. On the other hand, the lack of prior studies, has given the Author the opportunity to 
establish some important foundations in the field of cloud data governance with invaluable 
contribution to knowledge. 
 
Another limitation is related to the research methodology, particularly, for the validation part 
of the thesis. This is a known limitation in all research projects, which employ Focus Groups 
and questionnaires, which is related to the bias in the participants’s responses and the sample 
population. In this thesis, the sample population was adequate for the scale of the project and 
involved balanced representations from most important Saudi public sector’s organisations, 
as cloud consumers; private sector as cloud providers and from academia.  However, a bigger 
population size with a bigger or full representation of the relevant stakeholders would always 
strengthen the research findings. Another issue was the related to the participants’ 
contribution to the study, which is linked with the lack of the prior studies; that is their lack 
of knowledge in the field, despite their senior positions as IT Managers and Directors. To 
minimise inaccuracy in data analysis at the same time minimise any possible influence on the 
responses, the Author supplied the participants with the right background that explains the 
context of investigation. The limitation of the lack of knowledge have also taken the 
participants outside their comfort zone, which was valuable for the research analysis. The 
other limitation of this study is related to the time and resource constraints: this study had to 
be completed within a reasonable timeframe allocated for PhD research. If more time was 
allocated for the empirical work, the level of detail obtained, particularly from the case study, 
would have been greater and of a wider scope. 
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8.5. Recommendations for Further Research  
Cloud data governance is a comparatively new phenomenon and this research serves as a 
starting point for further research into this area, and many opportunities and interest areas 
have been discovered and are worth future study. These are as follows: 
1. Extend the validation of the research findings, in this thesis, to all public sector 
orgsanisations in Saudi Arabia as well as the Private Sector.  
2. Investigate how to embed the research findings of this thesis in the Saudi Vision 2030 
for digital transformation. 
3. Investigate cloud data governance for different case studies of different countries, 
which will allow opportunities for comparison between these countries, and adoption 
of best practices. 
4. Further research could focus on a real case of implementation of a cloud data 
governance programme derived from the proposed strategy framework. This will 
require the development of adequate tools to help in the process.  
5. Exploit the research findings of this thesis in developing new Standards for cloud data 
governance, which can be implemented in organisations and be auditable.  
6. Each phase or component of the developed Framework, in this thesis, could be a 
standalone research project, which allows for depth, e.g. Cloud data governance 
programme for security. 
7. The proposed tool for assessment (MARS-CDG) has a huge potential, that it can be 
extended to be an intelligent and automated recommendation system for customised 
cloud data governance programmes, based on an organisation specific requirements.    
8. Investigate the inclusion of data governance, as a standard requirement in Service 
Level Agreements (SLAs), and develop means to monitor any violations.  
9. The convergence of the Internet of Things (IoT) with the cloud has been a subject of 
research interest. Evidence suggests that such a convergence carries huge potential, 
albeit with some challenges, too. There is a consensus that privacy, security and 
governance are key concerns. One central issue is the lack of mature governance and 
security standards for data within IoT & cloud converged environment. This opens 
doors to important research opportunities to tackle the challenge of cloud data 
governance as part of an IoT ecosystem.   
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Appendices 
Appendix A: Understanding Cloud Computing Technology  
 
Recently, cloud computing has become one of the most significant debated issues of 
information technology, and it has motivated research on related technologies by academia 
and the industry. In 2007, cloud computing was introduced as an important new topic in the 
technical and academic fields (Stephen, 2007; Lohr, 2007). Cloud computing is also an 
emerging trend and undergoing serious adoption in both public and private sector 
organisations. As organisations of all shapes and sizes begin to adapt to cloud computing, this 
technology is evolving like never before. Industry experts believe that this new technology 
will continue to grow and develop even further in the coming few years (Apostu et al., 2013). 
There are differences between cloud computing and traditional computing in many areas. 
Sriram and Khajeh-Hosseini (2010) reiterated this view by pointing out that cloud computing 
is a shift from computing as a product to computing as a service that is delivered to 
consumers over the internet. Rader (2012) states that the main differences between cloud 
computing and traditional computing are in the areas of what to manage, form of contract, 
accounting treatment, increments of functionality, development and maintenance tasks, 
infrastructure tasks, units of measure and cost structure. Cloud computing is composed of 
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various elements from other computational models such as autonomic computing, grid 
computing and utility computing to form one of the most innovative computational 
deployment architectures in the world today. Cloud computing can be defined as simply a set 
of services in information technology that are provided to a customer on demand over a 
network. Hence, for scientists, clouds promise to be an alternative to supercomputers, clusters 
and grids (Goyal, 2014). The cloud computing definition mainly used today is the one 
expressed by the National Institute of Standards and Technology (NIST) (Jansen & Grance, 
2011). The NIST defines cloud computing as “a model for enabling ubiquitous, convenient, 
on-demand network access to a shared pool of configurable computing resources (e.g., 
networks, servers, storage, applications, and services) that can be rapidly provisioned and 
released with minimal management effort or service provider interaction”. 
 
Cloud computing offers organisations more choices as regards how to run infrastructures, 
save costs and delegate liabilities to third-party providers. In addition, the cloud can achieve 
many advantages and disadvantages for organisations when they decide to move their service 
and data to cloud computing. The main advantages of cloud computing for businesses 
include: cost efficiency, almost unlimited storage, backup and recovery, automatic software 
integration, easy access to information, quick deployment, agility, easier scale of services and 
delivery of new services (Rajan, 2012; Apostu et al., 2013). However, in spite of its many 
advantages, cloud computing also has its disadvantages. Organisations need to be aware of 
these aspects before moving their data and services to this technology. The main 
disadvantages involved in cloud computing are: technical issues, security in the cloud, prone 
to attack, possible downtime, cost, inflexibility and lack of support (Apostu et al., 2013). 
Recently, data has become an essential part and the primary asset that enterprises and 
individuals possess. Yet, despite the advantages of cloud computing, many potential cloud 
users have yet to join the cloud, because they are worried about putting their sensitive data in 
the cloud. There are growing concerns about the security, integrity and confidentiality of data 
stored in the cloud computing environment side infrastructure (Sengupta et al., 2011). Lack 
of control over sensitive data in the cloud is also a major worry for cloud consumers (Chow 
et al., 2009). One aspect of control in cloud implementation is transparency. Loss of data 
governance is also a top risk and concern in cloud computing (Ko et al., 2011). The 
implications from data control being transferred to a third party are not yet fully understood, 
and many organisations hold back because the lack of transparency makes it difficult for 
them to adhere to regulatory compliance. In particular, a cloud user may not receive adequate 
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support if served a subpoena or faced with legal action, cannot have any guarantee whether 
data was deleted by the provider according to its retention policy, and could face audit 
difficulty. In addition, there are concerns about the theft of a company’s proprietary 
information by a cloud provider (Chow et al., 2009). 
 
Over all, to encourage users to adopt cloud computing in their organisation, cloud providers 
have to work with them to address their concerns. This is the major contribution in this study. 
In general, cloud computing has become an integral part of business and technology models, 
and has forced organisations to adapt to new technology strategies (Gorelik 2013). Cloud 
computing architecture is composed of five essential characteristics, four deployment models, 
three service models and five cloud actors (Mell & Grance, 2011). 
 
• Essential Characteristics 
Cloud computing has certain characteristics in order to meet expected user requirements and 
to provide qualitative services. NIST has categorised the essential characteristics of cloud 
computing as: 
6. On-demand self-service: A consumer can access provision-computing capabilities, 
such as server time and network storage, as needed automatically without the service 
provider’s intervention. 
7. Broad network access: To profit cloud computing services, the internet works as a 
backbone for cloud computing. The services are available over the network and 
accessed through standard mechanisms that promote use by mobile phones, tablets, 
laptops and workstations. 
8. Resource pooling: The provider’s computing resources are pooled to serve multiple 
consumers using a multi-tenant model, with different physical and virtual resources 
dynamically assigned and reassigned according to consumer demand. There is a sense 
of location independence in that the customer generally has no control or knowledge 
over the exact location of the provided resources but may be able to specify the 
location at a higher level of abstraction (e.g., country, state or data centre). Examples 
of resources include storage, processing, memory and network bandwidth.  
9. Rapid elasticity: Elasticity is the beauty of cloud computing. The users also can 
access cloud resources in any quantity at any time. The resources can be provisioned 
without cloud service provider intervention and can be quickly scaled in and scaled 
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out according to the consumer’s needs to deliver high-quality services in a secure 
way. 
10. Measured service: Automatically control and optimise resources for the cloud 
system’s use by leveraging a metering capability. The users can achieve different 
service quality at different charges to optimise resources at different levels of 
abstraction suitable to the service (e.g., SaaS, PaaS, IaaS, storage, processing, 
bandwidth and active user accounts). These can be monitored, controlled and 
reported, providing transparency for both the provider and consumer of the utilised 
service. 
• Cloud Actors 
Cloud actors refers to a person or an organisation that participates in a process or a 
transaction and/or performs tasks in the cloud computing environment. According to the 
NIST cloud computing reference architecture defines five major actors: cloud consumer, 
cloud provider, cloud auditor, cloud carrier and cloud broker (Lui 2011). The cloud actors are 
the following:  
1. Cloud Consumer: A person or organisation that maintains a business relationship 
with and uses services from cloud providers. 
2. Cloud Provider: A person, organisation or entity responsible for making a service 
available to interested parties. 
3. Cloud Auditor: A party that can conduct independent assessment of cloud services, 
information system operation, performance and security of the cloud implementation. 
4. Cloud Broker: An entity that manages the use, performance and delivery of cloud 
services, and negotiates relationships between cloud providers and cloud consumers. 
5. Cloud Carrier: An intermediary that provides connectivity and transport of cloud 
services from cloud providers to cloud consumers. 
 
• Service Delivery Model  
Cloud providers offer services to cloud consumers through several service delivery models. 
These models describe how cloud computing services are made available to consumers 
(Gorelik, 2013). The fundamental cloud service models include: 
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• Infrastructure as a Service (IaaS) 
Infrastructure as a Service (IaaS) is the first layer in the cloud computing environment. In this 
model, the cloud provider delivers the infrastructure to the consumer over the internet. 
Therefore, the user is able to deploy and run various software over the internet (e.g., system 
or application software) (Ullah & Xuefeng 2013). The consumers have the ability to 
provision computing power, storage and networks (Goyal, 2014). They have control over 
operating systems, deployed applications and storage, and partial control over the network. 
Nevertheless, they have no control over all the infrastructure resources. This model 
incorporates a number of unique characteristics. The key characteristic of an IaaS cloud 
enabling computing resources to scale up and down are elasticity and scalability. The IaaS 
model also allows customers to rent computing resources and start a new project quickly. 
However, the main challenge in the IaaS model is security (Bulla et al., 2013). Some IaaS 
providers are GoGrid, Flexiscale, Joyent and Rackspace. 
• Platform as a Service (PaaS)  
Platform as a service (PaaS) is the middleware model, and it is an alternative to the traditional 
platform model. It has more benefits because all the infrastructure needed to run applications 
will be accessed over the internet. PaaS refers to applications created by a development 
language that is hosted by the cloud service provider in a cloud infrastructure. In this model, 
the cloud provider not only provides the hardware, it also allows customers or software 
developers to build their own applications by delivering higher-level services in the form of 
program development tools, platforms and frameworks, and provides these applications to the 
end-users (Fernandes et al., 2013). Some popular PaaS providers are GAE, Microsoft’s Azure 
and Force.com.  
• Software as a Service (SaaS) 
Software as a Service (SaaS) is a term that refers to software in the cloud. It is one of the 
leading service models and is the one most commonly adopted by organisations using the 
cloud. SaaS is the capability provided to the user to use the cloud provider’s applications that 
are running on a cloud infrastructure (Mell & Grance 2011). The consumer can access these 
applications and services via networks from various client devices and client interface (e.g., 
web browser, mobile phone) (Bulla et al. 2013). Consumers do not manage or control the 
underlying cloud infrastructure including the network, operating systems, servers, storage or 
even individual application capabilities, with the possible exception of limited user-specific 
application configuration settings (Goyal, 2014). This model incorporates a number of unique 
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characteristics. One of these characteristics is that consumers no longer need to install or buy 
a software product. They can access it directly via the internet from a Software as a Service 
provider, for example, Google Apps or Microsoft Office 365 (Alam and Shakil, 2015). 
However, there are two main challenges with the SaaS model: integration applications and 
data locality: 
➢ Integration: Enterprise resource planning (ERP) is one of the applications that 
provide services to business area. SaaS providers develop application programming 
interfaces (APIs) to solve integration problem for companies (Bulla et al., 2013). 
Thus, APIs also have some limitations because an API requires coding and 
maintenance for modification and updates to it (Bulla et al., 2013). 
➢  Data locality: The locality of data is a very important part of the enterprise 
architecture and the problem is that the customer does not know where the data is 
being stored, due to compliance and data privacy laws in various countries (Bulla et 
al., 2013). 
In summary, the three primary service delivery models discussed in this study are Software as 
a Service (SaaS), where the control is limited only to applications the consumer uses, 
Infrastructure as a Service (IaaS), where the consumer uses and has control over processing 
power, storage and network components, and Platform as a Service (PaaS), in which the 
consumer uses and has control over the hosting environment for their applications (see 
Figure). These service delivery models may have synergies between them and be 
interdependent. For instance, PaaS is dependent on IaaS because application platforms 
require a physical infrastructure. 
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Figure 2.3. Cloud Service Model. Source: Lui (2011). 
 
• Cloud Deployment Models 
Cloud computing is an emerging technology and organisations of different sizes are thinking 
about deploying their services in the cloud. Cloud computing deployment models are 
classified into four types: public, private, hybrid and community (Mell & Grance, 2011). In 
this study, all the four cloud deployment models are defined, discussed and compared with 
their benefits and drawbacks, thus providing a clear idea of which model would be most 
beneficial for specific organisations to adopt. 
• Public Cloud 
The infrastructure of the public cloud is made available to the general public or a large 
industry group and is owned, managed and operated by an organisation that sells cloud 
services (Mell & Grance, 2011). This means the public cloud offers applications, storage and 
other services to the general public by a service provider based on a “pay-as-you-go” model. 
A public cloud is hosted on the internet and designed to be used by any user with an internet 
connection to provide a similar range of services and capabilities. This model is considered to 
be the best model for small and start-up companies because users can scale their use on 
demand and do not need to purchase new hardware to use the service (Eugene 2013). 
Microsoft, Amazon, Google and Salesforce.com are the most popular public cloud vendors 
that offer their services to the general public. There are many advantages of public clouds for 
cloud consumers, which are data availability and continuous uptime, 24/7 technical support, 
no wasted resources, and easy and inexpensive setup (Subashini & Kavitha 2011). However, 
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data security, privacy, data location, reliability and data back-up are the most signification 
challenges for organisations in a public cloud environment (Jansen & Grance 2011). This 
model also faces some legal issues because the data may not even be in the same country as 
the cloud consumer; it can be located anywhere in the world. 
• Private Cloud   
The infrastructure of a private cloud is provisioned for exclusive use by a single organisation 
including multiple users (e.g., business units). It may be owned, managed and operated by the 
organisation, a third party, or some combination of them, and it may exist on or off premises 
(Mell & Grance, 2011). This model does not offer services to the general public; it is hosted 
in an organisation’s data centre and provides its services only to users inside that organisation 
or its partners (Goyal, 2014). Consumers are charged on the basis of per gigabyte usage along 
with bandwidth transfer fees. Furthermore, data stored in the private cloud can only be shared 
amongst the organisation’s users and third-party sharing depends upon the trust the third 
party builds with the organisation. The big advantage that the private cloud has over the 
public cloud is that of data privacy and security. However, the major disadvantage of the 
private cloud is its higher cost. The number of private clouds increased in 2013 and it 
requires highly skilled IT technicians to manage them and improve security, control, 
resiliency, compliance and transparency (Fernandes et al., 2013). Popular examples of private 
clouds include Amazon Virtual Private Cloud (Amazon VPC), Eucalyptus Cloud Platform, 
IBM SmartCloud Foundation and Microsoft Private Cloud (Parsi and Laharika, 2013). 
• Hybrid Cloud 
Hybrid clouds are more complex than the other deployment models (private, community or 
public). A hybrid cloud is a cloud computing environment that is a mixture of two or more 
other cloud deployment models (public, community and private clouds) which are 
circumscribed by a secure network and centrally managed (Fernandes et al., 2013). This 
model is managed by the owner organisation and a third party in both on-site and off-site 
locations (Goyal, 2014). The hybrid cloud brings together the advantages of public and 
private clouds and improves the challenges of each one. It has many benefits that reduce 
capital expenses as part of the organisation’s infrastructure, offers the ability to rapidly scale 
in the public cloud and controls in a private cloud (Goyal 2014). A major advantage of the 
hybrid cloud model is that an organisation only pays for extra computing resources when 
they are needed. Hybrid cloud architecture requires both on-premises resources and off-site 
(remote) server-based cloud infrastructure (Parsi and Laharika, 2013). However, there are 
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risks associated with the security policies spanning the hybrid cloud environment such as 
issues with how encryption keys are managed in a public cloud compared to a purely private 
cloud environment (Goyal 2014). Hybrid clouds are usually deployed by organisations that 
require faster implementation for projects and that are willing to push part of their workload 
to public clouds for cloud-bursting purposes (Goyal 2014). 
• Community Cloud  
A community cloud falls between private and public cloud environments with respect to the 
target set of users. It is somewhat similar to a private cloud, but the infrastructure and 
computational resources are exclusive to two or more organisations that have common 
privacy, security and regulatory considerations, rather than a single organisation (Goyal 
2014). A Community clouds are provisioned for exclusive use by a business community of 
consumers from organisations that have shared concerns, which are concrete industries such 
as the public sector, healthcare and media (Marinos & Briscoe 2009). Furthermore, the 
community cloud is designed for organisations that have shared concerns such as security 
requirements, mission, policy and compliance considerations (Sen 2013a). It can be managed 
by the owner’s committee or from another cloud provider, and may be placed at an on-site or 
off-site location (Fernandes et al., 2013). The community cloud removes the costs of private 
clouds and the security risks of public clouds. According to Briscoe and Marinos (2009), 
“Community cloud computing makes use of the principles of digital ecosystems to provide a 
paradigm for clouds in the community, offering an alternative architecture for the use cases 
of cloud computing”. It is more technically challenging to handle distributed computing 
issues in the community cloud; these issues include latency, additional security requirements 
and differential resource management (Briscoe & Marinos 2009). The advantages of the 
community cloud are that the set-up costs can be cheaper than those for a private cloud 
because they are divided among all participants. Additionally, management of the community 
cloud can be outsourced to a cloud provider that will be bound by contract and that has no 
preference for any of the clients involved (Goyal 2014). However, drawbacks of the 
community cloud are that the costs are higher than those for the public cloud, and all the 
community members share the amount of bandwidth and data storage (Goyal 2014). 
Therefore, all the government organisations in a city or country can share the same cloud 
(Parsi and Laharika, 2013). Figure shows the cloud computing definition schema. 
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Figure 2.4. The cloud computing definition schema. 
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Appendix B: Systematic Literature Review of Maturity Model  
 
• Research Questions  
Table 4.1. Research Questions. 
Nr.  Research question Rationale 
Q1 What are the most common research 
designs applied?  
This question discovers the most important 
designs to develop maturity models. 
Q2 What are the most common research 
methods applied? 
This question discovers the most important 
methods to develop maturity models. 
Q3 What are the most common 
theoretical foundations to develop 
maturity models? 
This question discovers the most important 
theoretical foundations to develop maturity 
models. 
Q4 How are the developed maturity 
models validated?  
This question discovers how maturity 
models are validated to fit their purpose. 
Q5 In what domains is maturity model 
research applied?  
This question reveals to what extent the 
concept of maturity models is applicable to 
other domains.  
 
• Scope of the Study  
The overarching aim of this study is to examine the existing maturity models in information 
systems (IS) research. The scope of this study focuses on the articles that have been 
published in leading academic research on information systems, which includes journals and 
conference proceedings during the past six years, from 2011 until 2017. Therefore, a concept-
centric approach was chosen. This is the most common approach used in a systematic review 
to develop and evaluate a literature review (Järvinen, 2008). Based on the concept-centric 
approach, the study developed a systematic classification process to identify the relevant 
studies in the literature.  
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• Search Process  
 
 
Figure 4.1. Search Process. 
 
• Selection of Data Sources and Search Strategy  
The main purpose of study selection is to identify those primary studies that provide direct 
evidence about the research question (Kitchenham & Charters, 2007). The conducted 
mapping study and selection of data sources were based on electronic databases. The 
databases selected were namely Google Scholar, Staffordshire Library resources and the 
Saudi Digital Library. The term “Maturity Model” is used in this search, but combinations of 
keywords were also tried in order to test for synonyms used in the literature and to cover a 
variety of maturity model publications. For all terms, the search strategy was to find the 
single words, for example (maturity AND model) in the title, abstract or keywords of articles. 
The following search terms were used: 
• Model of maturity.  
• Capability model.  
• Process improvement model.  
• Assessment model. 
All these search terms were combined by using the Boolean ‘‘OR” operator ((Maturity 
Model) OR (Model of maturity) OR (Capability model) OR (Process improvement model) 
OR (Assessment model)). This means that any sources with anyone of the search terms will 
be retrieved. 
Identify Articles in 
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Duplicates 
Included Records 
Records 
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Articles Available 
in Full Text 
Final Analyzed 
Articles 
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• Exclusion and Inclusion Criteria  
 
Table 4.2. Inclusion and exclusion criteria. 
Inclusion Criteria Exclusion Criteria 
• Directly related to maturity model. 
• Maturity model development in the 
information system. 
• Peer-reviewed. 
• Written in English. 
• Irrelevant to study of maturity model. 
• Not peer-reviewed papers. 
• White paper. 
• Duplicate publication. 
• Journals not accessible online. 
• Not written in English. 
• Classification Scheme  
The development of a classification scheme is important for finding the existing maturity 
models. A concept-centric approach was chosen for this study. It is the most common 
approach used in a systematic review for developing and evaluating a literature review 
(Järvinen, 2008). Based on this concept-centric approach, the study developed a systematic 
classification process to identify the relevant studies in the literature. Therefore, for 
structuring and analysing the identified articles, a classification scheme was developed based 
on systematic mapping studies in software engineering (Petersen et al., 2008), as illustrated in 
Figure 4.2.  
 
Figure 4.2. Building the Classification Scheme. Source: Petersen et al. (2008) . 
To achieve the study’s aims, concept categories were used to identify the final classification 
scheme. The concept categories used are:  
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• Research design. 
This category includes many concepts: empirical qualitative, empirical quantitative, 
conceptual, design-oriented and others. 
• Research method. 
This category includes many concepts: case study, action research, survey, interview, 
focus group, Delphi study, literature review, concept development and others.   
• Research content. 
This category includes many concepts: concept construction, assessment, theoretical 
reflection, description, comparison, transfer, empirical study and others.  
• Application domain. 
• Developed/used maturity model. 
 295 
 
Appendix C: Research Ethics 
 
 
 296 
 
 
 
 297 
 
 
 298 
 
 
 
 
 
 299 
 
Appendix D: Focus Group Guideline  
 
 
 300 
 
 
 
 301 
 
 
 302 
 
 
 303 
 
 
 304 
 
 
 
 
 
 
 305 
 
Appendix E: Questionnaire  
Cloud Data Governance  
Questionnaire 
 
 
 
 
Majid Al-Ruithe 
10 October 2016  
 
 
 
 
 
 
 
 
 
 
 
 
 
 306 
 
Informed Consent Form 
Introduction: 
This study attempts to collect information about data governance and cloud data governance; 
state of order, barriers and critical success factors. Data governance is defined as “the 
framework for decision rights and accountabilities to encourage desirable behavior in the 
use of data. To promote desirable behavior, data governance develops and implements 
corporate-wide data policies, guidelines, and standards that are consistent with the 
organization’s mission, strategy, values, norms, and culture”.  
 
Procedures:  
 
This questionnaire consists of different types of questions, and will take approximately 20 
minutes. The data collected from this study is solely for the purposes of studying data 
governance for traditional IT and cloud computing in Saudi Arabia.  
 
Confidentiality: 
 
Data collection is anonymous and confidential, no personal details are required and hence 
individuals will be non-identifiable. The collected data will be used for research purposes 
only. Participation in this research study is completely voluntary, you have the right to 
withdraw from participation at any time. There is no requirement to state a reason for 
withdrawal. An email address is required only if you wish to be informed about the findings 
of this study. 
 
Copyright: 
Copyright © 2016 by MAJID AL-RUITHE 
All rights reserved. This questionnaire or any portion thereof, may not be reproduced or used 
in any manner whatsoever without the express written permission of the publisher. 
 
Participation Agreement: 
  
By completing this survey, I confirm that I am happy to take part in the above mentioned 
research study. I have read and understood the related Information Sheet, and am able to ask 
questions for further clarifications. I understand that my participation in this study in totally 
voluntary, and I have the right to withdraw at any time without providing reasons, and 
without my rights being affected. I also understand that should I provide my email address, it 
will only be accessible to the researcher, the project supervisor and the project assessor. 
 
Researcher Information: 
If you require further information about this research, please contact the researcher on: 
Mr. Majid Al-Ruithe 
PhD Researcher at School of Computing- Staffordshire University- UK 
majid.al-ruithe@research.staffs.ac.uk  
+447479471119 
       +966598343504 
o   I have read and understand the terms above. I agree to complete this survey.  
o   I don't want to complete this survey.  
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Section 1: Demographic Information (All participants)  
 
What is the size of your organization? Please tick one answer:  
o More than 5,000 employees 
o 1,000 - 5,000 employees 
o 100 - 1,000 employees 
o Less than 100 employees 
Please indicate what sector your 
organisation belong in: 
Please tick one answer:  
o Military sector 
o  Financial services sector 
o Healthcare sector. 
o Petrochemical Industries Sector 
o Energy & Utilities Sector 
o Telecommunication & 
Information Technology Sector 
o  Investment Sector 
o Other (please specify) 
Please indicate your role in your 
organisation: 
Please tick one answer:  
o Top Level Executive.  
o Senior Vice President.  
o Vice President.  
o IT Manager 
o Cloud Computing Manager 
o Professional 
o Administrative/Support personnel. 
o Data governance Manager.  
o Other (please specify) 
Please indicate what is the type of 
department you work in: 
 
Please tick one answer:  
o IT 
o Administrative 
o Legal. 
o Finance.   
o Project Management office 
o Data Governance Office.  
o Operations 
o Research & Development 
o Other (please specify) 
How long have you been working in this 
job? (in years) 
 
Please tick one answer:  
o Less than 2 years  
o Between 2 and 5 years  
o Between 5 and 10 years  
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o More than 10 years 
What is the level of your Experience in 
data governance? (in years): * (Either in 
Data Governance or any related fields) 
 
Please tick one answer:  
o No experience and knowledge on 
data governance. 
o No experience but good 
knowledge about data governance. 
o Less than 2 years  
o Between 2 and 5 years.  
o Between 5 and 10 years.  
o More than 10 years. 
What is the level of your Experience in 
cloud computing? (in years):  
 
Please tick one answer:  
o No experience and knowledge on 
Cloud Computing. 
o No experience but good 
knowledge about Cloud 
Computing. 
o Less than 2 years  
o Between 2 and 5 years  
o Between 5 and 10 years  
o More than 10 years 
What kinds of technology services do 
you use within your organisation?  
 
Please tick one answer:  
o Traditional IT. 
o Cloud Computing. 
o Both.  
o Other. 
 
Section 2: Data Governance  
 
Let’s start with definition of data governance: 
Data governance is the framework for decision rights and accountabilities to encourage 
desirable behavior in the use of data. To promote desirable behavior, data governance 
develops and implements corporate-wide data policies, guidelines, and standards that are 
consistent with the organization’s mission, strategy, values, norms, and culture. 
 
Is this definition agreeing with the concept 
of data governance in your organisation? 
 
Please tick one answer:  
o The definition is essentially the same 
in my organisation 
o My organisation has another 
definition.  
o My organisations have no definition 
for data governance 
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o Don’t know. 
How do you understand the importance of 
implementing data governance programme 
in your organisation? 
Please tick one answer:  
• Important 
• No Important 
• Don't Know 
 
• Do you agree that each of the following is the benefits to implement data governance 
in organisation? 
 Essential Very 
Valuable    
Valuable   Somewhat 
Valuable    
Not at all 
valuable  
Data can be a strategic 
asset. 
     
Data governance ensures 
trusted and used of data to 
make decisions. 
     
Data Governance can ensure 
data quality. 
     
Data Governance can ensure 
policy compliance. 
     
Data Governance can ensure 
repeatable business 
processes. 
     
Data Governance can ensure 
cross functional 
collaboration. 
     
Data Governance can ensure 
change awareness 
throughout the organisation. 
     
Governance leverages data 
to achieve operational goals. 
     
Cost issues can be reduced 
by data governance. 
     
Making data consistent.      
Data governance can be 
Improving business 
planning. 
     
Data governance can be 
improving financial 
performance. 
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Section 3: Cloud Computing  
 
A. The current state of cloud computing in the organisations: 
Has your organisation adopted cloud 
computing? 
Please tick one answer:  
o Yes 
o No.  
o Don’t know. 
 
1. If Yes, please answer the questions:  
What type of cloud computing is your 
organisation already using, or implementing? 
Please select all that apply: 
 
Please select all that apply: 
o Public Cloud  
o Private Cloud 
o Hybrid Cloud 
o Community Cloud.  
o Internal cloud. 
o Other 
o Don’t know. 
Which cloud computing service models are 
you already using or implementing, or plan to 
implement? Please tick all that apply:  
 
Please tick one answer:  
o Software-as-a-Service 
o Platform-as-a-Service 
o Infrastructure-as-a-Service 
o Don’t know. 
o Other 
What percentage of your organisation’s data 
is stored in the cloud environment? Please tick 
one answer:  
 
 
Please tick one answer:  
o None stored. 
o Less than 1%. 
o Between 1% to 10%. 
o Between 11% to 25%. 
o Between 26% to 50%. 
o Between 51% to 75%. 
o Between 76% to 100%. 
o Don’t know 
What percentage of your organisation’s data 
stored in the cloud environment is not 
managed or controlled by your organisation’s 
specialist? Please tick one answer:  
 
 
Please tick one answer:  
o No store. 
o Less than 1%. 
o Between 1% to 10%. 
o Between 11% to 25%. 
o Between 26% to 50%. 
o Between 51% to 75%. 
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o Between 76% to 100%. 
o Don’t know 
Does your organisation classify its data based 
on sensitivity? Please tick one answer: 
 
Please tick one answer: 
o Yes. what type of data. 
o No.  
o Don’t know 
How does your organisation educate 
employees about cloud application risks? 
Please tick one answer:  
 
Please tick one answer:  
o General data security training 
without specific discussion about 
cloud applications.  
o General data security training 
includes discussion of cloud 
applications.  
o Informal awareness effort. 
o Specialized training for each cloud 
application. 
o Other. 
What type of knowledge/expertise is lacking 
within your organisation regarding cloud 
computing? Please tick multiple answer:  
 
 
Please tick multiple answer:  
o Security. 
o Data protection. 
o Develop SLA. 
o Legal  
o Technology and implementation  
o Cloud computing market  
o Compliance  
o cloud governance 
o IT governance  
o Data governance 
o Other 
What aspects of cloud computing should be 
improved? Please tick multiple answer:  
 
 
Please tick multiple answer:  
o Security.  
o Integration with existing IT.  
o Privacy.  
o Transparency of architecture.  
o Transparency of cost models.  
o Availability.  
o Escrow.  
o Functionality/customization.  
o Performance.  
o Cloud governance.  
o Data governance. 
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o Other. 
 
 
o Which of the following is relevant to your organisation?  
 
Attributions about the cloud Strongly 
disagree 
Disagree 
 
Neutral 
 
Agree 
 
Strongly 
agree 
 
My organisation is committed to 
protecting confidential or sensitive data 
in the cloud. 
     
My organisation has established clearly 
defined roles and accountabilities for 
safeguarding confidential or sensitive 
data stored in the cloud. 
     
My organisation is careful about sharing 
confidential or sensitive data with third 
parties such as business partners, 
contractors, and providers in the cloud 
environment. 
     
My organisation is proactive in 
managing compliance with privacy and 
data protection regulations in the cloud 
environment. 
     
It is more complex to manage privacy 
and data protection regulations in a 
cloud environment than on premise 
networks within my organization. 
     
My organization educates employees 
about safeguarding sensitive or 
confidential data when using cloud 
applications. 
     
My organisation follows cloud 
regulations from government.  
     
 
 
2. If No, please answer the questions:  
 
What is your organisation’s plan for cloud 
computing services adoption? 
Please tick one answer:  
o We intend to adopt cloud computing 
services in the next 6 months.  
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o We intend to adopt cloud computing 
services in the next 1 year 
o We intend to adopt cloud computing 
services in the next 2 years.  
o We do not intend to adopt cloud 
computing services at this time. 
o I do not know 
What is the biggest barrier to cloud 
computing adoption? Please tick multiple 
answer:  
 
 
Please tick multiple answer:  
o Lack of Knowledge. 
o Lack of staff’s skills. 
o Resistance to change.  
o Lack of Top management support. 
o Technical.  
o Organisation culture. 
o Cost  
o Data security  
o Lack of trust  
o Non-controllable externalities 
o Lack of government regulations. 
o Loss of data governance. 
o Other. 
 
 
B. Cloud Computing Concern 
 
• What level of concern to your organisation does the adoption of cloud computing offer? 
 
 Extremely no 
concern 
No 
concern   
Neither 
concern 
Concern                      Extremely high  
concern 
Security issues      
Legal issues      
Compliance issues      
Privacy issues      
Trust issues      
Integration issues      
Insecure availability      
Vendor lock-in      
Loss of data 
governance  
     
Loss of control       
Lack of performance      
Lack of functionalities      
Not know where their      
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data is being held 
Immature Cloud 
Computing 
     
Vendor lock-in      
Insufficient financial 
benefits. 
     
 
 
Section 4: Cloud Data Governance 
 
A. The current state of cloud data governance in the organisations: 
Do you think the cloud computing bring 
new data governance issues compared to 
traditional infrastructure? 
 
Please tick one answer:  
o Yes. 
o No.  
o Don’t know. 
Does your organisation implement cloud 
data governance programme? 
Please tick one answer:  
o Yes.  
o No.  
o Don’t know.  
 
If Yes, please answer the questions:  
 
Which of the following best characterizes 
cloud data governance processes within 
your organisation? 
Please tick one answer 
o Non-existent: data governance 
processes for the Cloud are not 
applied, and the institution has not 
recognized the need for them. 
o Initial: data governance processes 
for the Cloud are informal and 
uncoordinated.  
o Repeatable: data governance 
processes for the Cloud follow a 
regular pattern. 
o Defined: data governance processes 
for the Cloud are documented and 
communicated. 
o Managed: data governance processes 
for the Cloud are monitored and 
measured. 
o Optimized: data governance best 
practices for the Cloud are followed, 
and there are provisions for 
amending processes. 
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1- If No, please answer the questions:  
 
What is your organisation’s plan for cloud 
data governance programme 
implementation? 
Please tick one answer:  
o We intend to implement cloud data 
governance programme in the next 6 
months.  
o We intend to implement cloud data 
governance programme in the next 1 
year 
o We intend to implement cloud data 
governance programme in the next 2 
years.  
o We do not intend to implement 
cloud data governance programme 
at this time. 
o I do not know 
 
 
B. Barriers for implementing Cloud data governance. 
 
o Do you agree that each of the following is a barrier to implement cloud data 
governance in an organisation? Please rate your level of agreement with the following 
statements: 
 
 Please rate your level of agreement with the following 
statements: 
Strongly 
Disagree 
Generally  
Disagree 
Neither 
disagree 
or Agree 
Generally 
Agree 
Strongly 
Agree 
Lack of financial resources       
Cloud Data governance has 
a low priority compared to 
other projects. 
     
Inability to communicate 
the business value of Cloud 
data governance. 
     
Cost as major barriers to the 
implementation of cloud 
data governance. 
     
Cloud data governance is 
perceived as too complex. 
     
Not knowing where to start.      
Lack of focus on Cloud data      
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governance policies within 
the organisation 
Lack of focus on Cloud data 
governance  procedures 
within the organisation 
     
Lack of focus on Cloud data 
governance processes within 
the organisation 
     
Lack of focus on defined 
roles and responsibilities for 
cloud actors within the 
organisation 
     
Lack of focus on identified 
priorities of Cloud data 
governance within the 
organisation 
     
Lack of focus on Cloud data 
governance charter, mission, 
vision within the 
organisation 
     
Lack of focus on Cloud data 
governance communication 
plan within the organisation 
     
Lack of focus on Cloud data 
governance change 
management plan within the 
organisation. 
     
Lack of focus on Cloud data 
governance communication 
plan within the organisation 
     
Lack of  knowledge for 
understanding Cloud data 
governance within the 
organisation 
     
Lack of training on Cloud 
data governance in the 
organisation  
     
Lack of of understand how 
to create communication 
plan for Cloud data 
governance in organisations.  
     
Lack of Cloud data 
governance office in the 
organisation.  
     
Cloud data governance is 
not part of organisation 
culture. 
     
Lack of understand how to 
build Cloud data 
governance matrices and 
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measure in the orgonisation. 
Don't get data as a strategic 
asset in the orgonisation 
when it moves to cloud 
computing. 
     
Cloud data governance is 
not priority in the 
organisation. 
     
Lack of People and politics 
that support implementing 
Cloud data governance in 
the organisation.  
     
Lack of executive and 
stakeholder support 
implement Cloud data 
governance in the 
organisation. 
     
Lack of compliance 
enforcement 
     
Lack of funding for 
implement Cloud data 
governance in the 
organisation.  
     
Lack of technology that use 
to implement and monitor 
Cloud data governance in 
the organisation. 
     
Cloud data governance is 
not build into service level 
agreement of cloud 
computing service with 
cloud provider. 
     
Lack of people have skills 
and experience to 
implement Cloud data 
governance in the 
organisation.  
     
Lack of time to implement 
Cloud data governance in 
the organisation.  
     
Compliance hazard       
Complexity of storage and 
processing data in the cloud. 
     
Cloud computing not quite 
adopt in the orgonisation. 
     
Complex cloud deployment 
models. 
     
Complex cloud service 
delivery models. 
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Lack of simple mechanisms 
to assess the trustworthiness 
of potential partners. 
     
Complexity of the business 
relationship between 
multiple parties.  
     
Complexity of the business 
relationship between 
multiple parties. 
     
 
o Do you think there are other important barriers have not mentioned here?  
o Yes, what are they please? 
o No  
o Don’t know 
----------------------------------------------------------------------------------------------------------------
---------------------------------------------------------------------------------------------------------------- 
 
 
C. Critical success factors to implement Cloud data governance in the 
organisations: 
 
o Do you agree that each of the following is the critical success factors to implement 
Cloud data governance at orgonisation? 
 Please rate your level of agreement with the following 
statements: 
Neither 
critical 
nor 
important 
 
Important 
not 
critical  
 
Somewhat 
critical 
and 
important  
 
Critical 
and 
important 
 
Extremely 
critical 
and 
important 
 
Adequate analysis, evaluation 
of the current of Cloud data 
governance 
     
Set up Clear Cloud data 
governance policies 
     
Set up Clear Cloud data 
governance procedures 
     
Set up Clear Cloud data 
governance processes 
     
Set up Clear Cloud data 
governance structure  
     
Defined Clear roles and 
responsibilities for cloud 
actors. 
     
Creating strong cloud data 
governance methodology. 
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Identified and articulated 
priorities to implement cloud 
data governance in the 
organisation. 
     
Set up Clear cloud data 
governance structure.  
     
Set up Clear Cloud data 
governance mission.  
     
Set up Clear cloud data 
governance vision   
     
Set up Clear communication 
plan to implement cloud data 
governance.  
     
Defining business case for cloud 
data governance  
     
Set up Clear change 
management plan to implement 
cloud data governance. 
     
Clear definition of data value      
Clear classify data in the cloud.      
training and education 
organisation staffs on cloud 
data governance programme. 
     
Regular communication with 
all cloud data governance 
participants. 
     
Use the strengths of the 
existing culture to the Cloud 
data governance programme 
advantage. 
     
measured and reported for 
continuous improvement of 
cloud data governance. 
     
Ongoing funding for cloud data 
governance requirements 
     
Automation cloud data 
governance.  
     
Built cloud data governance 
into service level agreement of 
Cloud computing project.  
     
Improve staffs Skills and 
experience on cloud data 
governance. 
     
Top management support 
cloud data governance 
implemention.  
     
Establish cloud data 
governance council, office and 
committee 
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Support Compliance 
enforcement to implement 
cloud data governance. 
     
Fellow the principle of 
corporate Governance 
     
Regulatory environment & 
compliance requirements to 
support cloud data governance 
implementation. 
     
Create clear Risk Management 
Strategy. 
     
Leadership and commitment of 
top management to the 
adoption of risk management 
strategy for the organisation. 
     
Data risk in cloud computing is 
assessed and managed on time. 
     
Involvement all stakeholders in 
cloud data governance 
     
Involvement cloud provider in 
cloud data governance 
     
Involvement other cloud actors 
in cloud data 
governance(Cloud broker, 
Cloud auditor, Cloud carrier). 
     
Involvement board of directors 
& top management support and 
ownership to support 
implement cloud data 
governance. 
     
Integrate with cloud 
deployment models features.  
     
Integrate with cloud service 
delivery models features. 
     
Effective alignment between 
cloud data governance and 
Cloud computing regulation. 
     
Effective alignment between 
cloud data governance and 
organisation strategy. 
     
Effective alignment between 
cloud data governance and 
business strategy. 
     
Effective alignment between 
cloud data governance and IT 
strategy. 
     
Effective alignment between 
cloud data governance and 
environmental strategy. 
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Effective alignment between 
cloud data governance and 
corporate governance. 
     
Effective alignment between 
cloud data governance and IT 
governance. 
     
Effective alignment between 
cloud data governance and 
others strategy. 
     
 
o Do you think there are other important critical success factors have not mentioned 
here?  
o Yes, what are they please? 
o No  
o Don’t know 
----------------------------------------------------------------------------------------------------------------
---------------------------------------------------------------------------------------------------------------- 
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Appendix J: Framework Validation Questions  
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July 2016 
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Section A: Respondents Background 
Please select the answer which best describes your organization: 
A)  Government organisation. 
B) Cloud Service Provider. 
Please specify your organisation size of employees? 
More than 5,000 
1,000 - 5,000 
100 - 1,000 
Less than 100 
  How many years of experience have you had in this current job? 
□ <1 Year                 □ 1-2 Years 
□ 2-5 Years              □ 5-10 Years 
□ >10 Years   
 
Your experience in develop strategy (optional): 
□ <1 Year                  □ 1-2 Years 
□ 2-5 Years                □ 5-10 Years 
□ >10 Years 
Your experience in Cloud computing (optional): 
□ <1 Year                  □ 1-2 Years 
□ 2-5 Years                □ 5-10 Years 
□ >10 Years 
 
What is cloud types/ delivery models do you have experience?private cloud/ email as a 
service...........................................................................................................................................
......................................................................................................................................................
................................................................................................. 
Your experience in governance aspects (optional): 
□ <1 Year                  □ 1-2 Years 
□ 2-5 Years                □ 5-10 Years 
□ >10 Years 
 
What is aspect of governance do you have experience?..policy for use local 
network.........................................................................................................................................
......................................................................................................................................................
................................................................................................. 
Email address: ……………………………………………….. 
What is your job role?......................................................... 
 
Have been ever involved in any strategy project? Yes/No 
If yes, what was your role in this project? … 
…………………………………………………………………………………………………
…………………………………………………………………… 
Have been ever involved in any cloud computing project?   Yes/No 
If yes, what was your role in this project? … 
…………………………………………………………………………………………………
…………………………………………………………………… 
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Have been ever involved in any governance project? Yes/No 
If yes, what was your role in this project? … 
…………………………………………………………………………………………………
………………………………………………………………… 
Section B: A Strategy Framework to Design, Deploy and Sustain an Effective Cloud Data 
Governance Programme. 
 
Figure 1: Strategy Framework for Developing Cloud Data Governance programme. 
 
Please Rate the extent to which you agree or disagree with the following statements 
Please Rate the extent to which you agree or disagree 
with the following statements 
1= strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly disagree 
1
  
2 3 4 5 
The framework provides a strategy to design, deploy 
and sustain an effective cloud data governance 
programme? 
     
The Framework supports organizational learning and 
innovation?   
     
The framework provides a structured methodology 
for supporting decision making to understand 
important processes to implement cloud data 
governance programme? 
     
Using the framework would reduce the cost, time and 
effort involved in the cloud data governance process? 
     
The framework provides a mechanism for reducing 
loss of data governance in cloud computing? 
     
The framework helps government organization to      
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implement its cloud data governance programme?  
The initial phase is crucial to support important 
process to understand of cloud data governance 
requirements? 
     
The design phase is crucial to support important 
process to design cloud data governance programme? 
     
The deployment phase is crucial to support important 
process to implement cloud data governance 
programme? 
     
The monitoring phase is crucial to support important 
process to ensure cloud data governance programme 
in right direction? 
     
The sustain phase is crucial to support important 
process to ensure cloud data governance programme 
on-going long term? 
     
The framework helps government organizations to 
get control on their data into cloud computing 
environment?  
     
The framework helps government organizations to 
adopt cloud computing?  
     
 
 Which phases in the framework do you feel would be helpful in terms of supporting the 
strategy for implementing cloud data governance programme?   
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
 
Are there any phases in the framework which you feel would not be helpful in terms of 
supporting the strategy for implementing cloud data governance programme?   
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
• Initial phase  
Please Rate the extent to which you agree or disagree 
with the following statements 
1= strongly agree  
2= Agree 
3= Neutral 
4= disagree 
5= strongly disagree 
1
  
2 3 4 5 
Establish data governance office.      
Build structure for data governance office         
Develop communication plan between data 
governance office team  
     
Establish data governance roles and responsibilities       
Define data governance business case        
Set up a data governance assessment guide      
Define data governance requirements       
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Which elements in the initial phase do you feel would be helpful in terms of supporting the 
strategy for implementing cloud data governance programme?   
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
 
Are there any elements in the initial phase which you feel would not be helpful in terms of 
supporting the strategy for implementing cloud data governance programme?  
.…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………… 
 
• Design phase  
Please Rate the extent to which you agree or disagree 
with the following statements 
1= strongly agree  
2= Agree 
3= Neutral 
4= disagree 
5= strongly disagree 
1
  
2 3 4 5 
Establish Cloud data governance functions       
Integrate data governance functions within the Cloud 
computing context 
     
Align data governance functions with other strategy 
efforts in the organisation. 
     
Establish a negotiating contract between cloud 
provider and consumer for Cloud data governance 
     
Develop data governance level agreement.      
 
Which elements in the design phase do you feel would be helpful in terms of supporting the 
strategy for implementing cloud data governance programme?   
 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
Are there any elements in the design phase which you feel would not be helpful in terms of 
supporting the strategy for implementing cloud data governance programme?  
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
• Deploy phase  
Please Rate the extent to which you agree or disagree 
with the following statements 
1= strongly agree  
2= Agree 
3= Neutral 
4= disagree 
5= strongly disagree 
1
  
2 3 4 5 
Configuring Data Governance Activities      
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Implementing Data Governance Programme      
 
Which elements in the deploy phase do you feel would be helpful in terms of supporting the 
strategy for implementing cloud data governance programme?   
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
 
Are there any elements in the deploy phase which you feel would not be helpful in terms of 
supporting the strategy for implementing cloud data governance programme?  
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
• Sustain phase  
Please Rate the extent to which you agree or disagree 
with the following statements 
1= strongly agree  
2= Agree 
3= Neutral 
4= disagree 
5= strongly disagree 
 
1
  
2 3 4 5 
Identify Critical Success Factors (CSFs)       
Define / update Communication Plan       
Establish / update Education and Training Plan      
Execute Change Management Plan       
Execute Data Governance Change Plan        
 
Which elements in the sustain phase do you feel would be helpful in terms of supporting the 
strategy for implementing cloud data governance programme?   
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………… 
Are there any elements in the sustain phase which you feel would not be helpful in terms of 
supporting the strategy for implementing cloud data governance programme?  
…………………………………………………………………………………………………
…………………………………………………………………………………………………
……………………………………………………… 
• Monitor Phase  
Please Rate the extent to which you agree or disagree 
with the following statements 
1= strongly agree  
2= Agree 
3= Neutral 
4= disagree 
5= strongly disagree 
 
1
  
2 3 4 5 
Establish Data Governance Metrics and KPIs      
Establish an automated data governance tool based on      
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modern technology to monitor Cloud data governance 
activities. 
 
 
Which elements in the initial phase do you feel would be helpful in terms of supporting the 
strategy for implementing cloud data governance programme?   
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
 
Are there any elements in the initial phase which you feel would not be helpful in terms of 
supporting the strategy for implementing cloud data governance programme?  
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
 
Are there any changes you would suggest to improve the framework? 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………………………………………… 
 
Please rate the following aspects of the framework. 
Please rate the following aspects of the 
framework 
1 = Very strong 
2= Strong  
3= Natural  
4= Weak  
5= Very weak  
1 2 3 4 5 
Ease to use      
Ease to Learn      
Clarity       
Comprehensiveness      
Usefulness        
Practicality       
 
Signature…………………………….. 
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Appendix H: Maturity Model & Assessment Matrix Evaluation   
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Participant Information Sheet (focus group): Cloud Data Governance Maturity Model. 
 
I would like to invite you to participate in my research project on Cloud data governance. The 
following will give you a short overview of what this means for you and the information you 
decide to give me. Before you decide it is important for you to understand why the research is 
being done and what it will involve. Please take time to read the following information 
carefully. Do not hesitate to talk about the study with other people. 
 
Why am I doing this research? 
 
Although there have been some studies on data governance, the particular area of data 
governance for cloud computing services has not been examined in close detail in general 
and in Saudi Arabia.  I am interested in this study because the loss data governance is one of 
top concerns to adopt cloud computing. Also because the Kingdome of Saudi Arabia has plan 
to adopt cloud computing in its organisations. In my study, I develop framework for strategy 
to understand how to design, deploy and sustain cloud data governance programme. Based on 
this framework I develop cloud data governance maturity model, and assessment matrix to 
assess the cloud data governance in the organisation. In the focus group I would like to 
evaluate maturity model, and assessment matrix. 
 
Who can take part? 
 
I am approaching people who have been experts in the strategy process, data governance and 
cloud computing in government organisations, cloud provider’s companies and academia.   
 
What would be involved? 
 
If you choose to participate I would like to discuss your views on the maturity model and 
assessment matrix devlopment. This would last between 2 and 3 hours. I would like to talk to 
you about the following topics: 
1- What aims of this maturity model and assessment matrix? 
2- What means each construct in the maturity model? 
3- How to implement the maturity model? 
4- How to assess the cloud data governance based on the assessment matrix? 
 
What will I do with the information? 
 
I will transcribe the interview and if you are interested I will give you a copy of the transcript. 
The transcript will only be read and used by me and not be used for any other purpose. The 
information from these discussions will be the basis of my PhD thesis which will be assessed 
in order for me to gain the PhD degree. The transcripts might also be used to write and 
publish articles in academic journals. You are welcome to see the final thesis and/ or a copy 
of the articles before they are published. 
 
Will everything you say to me be kept private? 
You can say as little or as much as you wish. The transcript will be kept in a secure place. In 
the transcript the names of yourself as well as those people who you mention will be changed 
so you will not be identifiable. 
What if you change your mind about taking part?  
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If you decide to take part then this is your voluntary decision, therefore you are also free to 
withdraw from the study at any point you wish, without giving a reason.  
Who am I? 
My name is Majid Al-Ruithe and I am a PhD student at Staffordshire University. I am 
supervised by two Senior Research Professors in the School of Computing. The research has 
the approval of the school research ethics committee and is jointly funded by the Internal of 
Ministry and Saudi Culture Bureau in London. If you would be interested in taking part or 
have any questions concerning the research, feel free to contact me at Tel: 00966598343504 
or email: majid.al-ruithe@research.staffs.ac.uk. I would be happy to answer any questions 
and look forward to meeting you in focus group 
 Please Initial  
I confirm that I have read and understood the information sheet for the 
above study. I have had the opportunity to consider the information, 
ask questions and have had these answered satisfactorily. 
 
I understand that my participation is voluntary and that I am free to 
withdraw at any time, without giving a reason.  
 
I agree to take part in the study.   
 
Name of participant…………………………. Date……………. Signature……………… 
Name of person taking consent………………Date……………Signature………………. 
2 copies: 1 for participant and 1 for research file.  
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Section A: Respondents Background 
Please specify your organisation size of employees? 
More than 5,000 
1,000 - 5,000 
100 - 1,000 
Less than 100 
What is your job role?......................................................... 
How many years of experience have you had in this current job? 
□ <1 Year                 □ 1-2 Years 
□ 2-5 Years              □ 5-10 Years 
□ >10 Years   
How many years of your experience in develop strategy? 
□ <1 Year                  □ 1-2 Years 
□ 2-5 Years                □ 5-10 Years 
□ >10 Years 
How many years of your experience in Cloud computing? 
□ <1 Year                  □ 1-2 Years 
□ 2-5 Years                □ 5-10 Years 
□ >10 Years 
How many years of your experience in governance aspects? 
□ <1 Year                  □ 1-2 Years 
□ 2-5 Years                □ 5-10 Years 
□ >10 Years 
What is aspect of governance do you have experience? 
......................................................................................................................................................
......................................................................................................................................................
...................................................................................... 
Have been ever involved in any strategy project? Yes/No. If yes, what was your role in this 
project? 
…………………………………………………………………………………………………
……………………………………………………………………… 
Have been ever involved in any cloud computing project?   Yes/No.If yes, what was your 
role in this project? 
…………………………………………………………………………………………………
……………………………………………………………………… 
Have been ever involved in any governance project? Yes/No. If yes, what was your role in 
this project? 
…………………………………………………………………………………………………
…………………………………………………………………… 
Has your organisation use any maturity model? Yes/No. If yes, what was your role in this 
project? 
………………………………………………………………………………………………… 
Email address(optional): ……………………………………………. 
Signature…………………………….. 
Date:……………………………………….…… 
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Section B: Cloud Data Governance Maturity Model  
 
Figure 1: cloud data governance maturity model. 
 
Evaluation criteria:  
 
• Completeness 
Please rate the extent to which you agree or disagree with the following 
statements for evaluate the cloud data governance maturity model 
completeness:  
1= Strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly 
disagree 
Sub-criteria Statement 1
  
2 3 4 5 
Scope The model provides a maturity model for cloud data 
governance. 
     
Definitions The model clearly defined the maturity level for assess the 
dimensions in the cloud data governance framework. 
     
Definitions The model clearly defined dimensions in the cloud data 
governance framework which require to assess cloud data 
governance in the organisation. 
     
Definitions The maturity levels have the right name to assess the cloud 
data governance in the organisation.    
     
Perceived 
Completeness 
The cloud data governance maturity model and assessment 
method are complete and recognizable as adaptation of 
existing standards, models and methods for the cloud data 
governance. 
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• Consistency 
Please rate the extent to which you agree or disagree with the following 
statement for evaluate the cloud data governance maturity model 
consistency:   
1= strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly 
disagree 
Sub-criteria Statement 1 2 3 4 5 
Internal 
Consistency 
There is consistent level of abstraction, granularity, and detail 
given within the cloud data governance maturity model. 
     
• Practicality 
Please rate the extent to which you agree or disagree with the following 
statement for evaluate the cloud data governance maturity model 
practically:   
1= strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly disagree 
Sub-criteria Statement 1 2 3 4 5 
Ease of use The cloud data governance maturity model is easy to 
use. 
     
Ease of use The cloud data governance maturity model is easy to 
learn. 
     
Understandable The cloud data governance maturity model process is 
simple to understand with its practices are clearly 
defined. 
     
Practical utility The cloud data governance maturity model practice 
guidelines provide utility for the organisation. 
     
Tailorable The cloud data governance maturity model process are 
flexible, tailorable and adaptable. 
     
• Usefulness 
Please rate the extent to which you agree or disagree with the following 
statement for evaluate the cloud data governance maturity model 
usefulness:   
1= Strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly 
disagree 
Sub-criteria Statement 1 2 3 4 5 
Perceived 
benefits 
The cloud data governance maturity model process is 
likely to be useful in assessing and improving the cloud 
data governance processes in the organisation. 
     
Constructiveness The cloud data governance maturity model process is 
likely to be useful and provide benefits to decision 
makers in the organisation. 
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• Verifiability 
Please rate the extent to which you agree or disagree with the following 
statement for evaluate the cloud data governance maturity model 
verifiability:   
1= Strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly 
disagree 
Sub-criteria Statement 1 2 3 4 5 
Feasible test 
coverage 
The cloud data governance maturity model process meets 
their development objectives. 
     
Stability The cloud data governance maturity model process in 
different organisations would produce consistent results 
pattern. 
     
Verifiable The cloud data governance maturity model process can be 
verifiable. 
     
 
Could you please give your recommendations to update and improve the cloud data 
governance maturity model? 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
…………………………………………………………………………………………………
…………………………………………………………………………………….... 
 
 
Section C: Cloud Data Governance Assessment Matrix 
  
Table: The Cloud Data Governance Assessment Matrix. 
 
Dimension 
/Level 
  
Level 1 Level 2 Level 3 Level 4 Level 5 
Dimension 
1 
Expectation- 
Dimension 
1/ Level 1 
Expectation- 
Dimension 1/ 
Level 2 
Expectation- 
Dimension 1/ 
Level 3 
Expectation- 
Dimension 1/ 
Level 4 
Expectation- 
Dimension 1 
/Level 5 
Dimension 
2 
Expectation- 
Dimension 
2/ Level 1 
Expectation- 
Dimension 2 
/Level 2 
Expectation- 
Dimension 2/ 
Level 3 
Expectation- 
Dimension 2 
/Level 4 
Expectation- 
Dimension 2/ 
Level 5 
Dimension 
n 
Expectation- 
Dimension 
n/ Level 1 
Expectation- 
Dimension n/ 
Level 2 
Expectation- 
Dimension n/ 
Level 3 
Expectation- 
Dimension n/ 
Level 4 
Expectation- 
Dimension n/ 
Level 5 
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Evaluation criteria:  
 
• Completeness 
Please rate the extent to which you agree or disagree with the following 
statements for evaluate the cloud data governance assessment matrix 
completeness:   
1= strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly 
disagree 
Sub-criteria Statement 1 2 3 4 5 
Scope The assessment matrix provides a tool to assess the cloud 
data governance in the organisation based on the cloud data 
governance maturity model structure. 
     
Definitions The assessment matrix clearly defined the maturity level 
for assess the each dimension in the cloud data governance 
framework. 
     
Definitions The assessment matrix clearly defined the cloud data 
governance dimensions state in each level in the maturity 
model. 
     
Perceived 
Completeness 
The cloud data governance assessment matrix are complete 
and recognizable as adaptation of existing standards, 
models and methods for the cloud data governance. 
     
• Consistency 
Please rate the extent to which you agree or disagree with the following 
statements for evaluate the cloud data governance assessment matrix 
consistency:   
1= strongly 
agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly 
disagree 
Sub-criteria Statement 1 2 3 4 5 
Internal 
Consistency 
There is consistent level of abstraction, granularity, and detail 
given within the cloud data governance assessment matrix. 
     
• Practicality 
Please rate the extent to which you agree or disagree with the following 
statements for evaluate the cloud data governance assessment matrix 
practicality:   
1= strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly 
disagree 
Sub-criteria Statement 1 2 3 4 5 
Ease of use The cloud data governance assessment matrix is easy to 
use. 
     
Understandable The cloud data governance assessment matrix is simple 
to understand with its practices are clearly defined. 
     
Practical utility The cloud data governance assessment matrix practice 
guidelines provide utility for the organisation. 
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Tailorable The cloud data governance assessment matrix is flexible, 
tailorable and adaptable. 
     
• Usefulness 
Please rate the extent to which you agree or disagree with the following 
statements for evaluate the cloud data governance assessment matrix 
usefulness:   
1= Strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly 
disagree 
Sub-criteria Statement 1 2 3 4 5 
Perceived 
benefits 
The cloud data governance assessment matrix is likely 
to be useful in assessing and improving the cloud data 
governance processes in the organisation. 
     
Constructiveness The cloud data governance maturity model assessment 
matrix is likely to be useful and provide benefits to 
decision makers in the organisation. 
     
 
• Verifiability 
Please rate the extent to which you agree or disagree with the following 
statements for evaluate the cloud data governance assessment matrix 
verifiability:   
1= Strongly agree  
2= Agree 
3= Neutral 
4= Disagree 
5= Strongly 
disagree 
Sub-criteria Statement 1 2 3 4 5 
Feasible test 
coverage 
The cloud data governance assessment matrix meets their 
development objectives. 
     
Stability The cloud data governance assessment matrix process in 
different organisations would produce consistent results 
pattern. 
     
Verifiable The cloud data governance assessment matrix process can 
be verifiable. 
     
 
• Strengths and Weaknesses 
Please rate the extent to which your satisfaction with the following 
statements for evaluate the strengths and weaknesses of the cloud data 
governance assessment matrix:   
1=Very good 
2=Good 
3=Fair 
4=Poor 
5= Very poor 
Sub-criteria Statement 1 2 3 4 5 
 
 
 
 
Individual 
level in 
The level 1 in the assessment matrix provides strengths 
content to measure the constructs of the cloud data 
governance maturity model. 
     
The level 2 in the assessment matrix provides strengths 
content to measure the constructs of the cloud data 
governance maturity model. 
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assessment 
matrix 
(individual 
score) 
The level 3 in the assessment matrix provides strengths 
content to measure the constructs of the cloud data 
governance maturity model. 
     
The level 4 in the assessment matrix provides strengths 
content to measure the constructs of the cloud data 
governance maturity model. 
     
The level 5 in the assessment matrix provides strengths 
content to measure the constructs of the cloud data 
governance maturity model. 
     
 
 
Individual 
construct in 
assessment 
matrix 
(individual 
score) 
The assessment matrix provides strengths content to 
measure the cloud data governance office construct in the 
cloud data governance framework for each maturity 
levels. 
 
     
The assessment matrix provides strengths content to 
measure the preparation requirements construct in the 
cloud data governance framework for each maturity 
levels.  
     
The assessment matrix provides strengths content to 
measure the cloud data governance functions construct in 
the cloud data governance framework for each maturity 
levels. 
     
The assessment matrix provides strengths content to 
measure the contextual alignment construct in the cloud 
data governance framework for each maturity levels. 
     
The assessment matrix provides strengths content to 
measure the contextual integration construct in the cloud 
data governance framework for each maturity levels. 
     
The assessment matrix provides strengths content to 
measure the contractual context construct in the cloud 
data governance framework for each maturity levels. 
     
The assessment matrix provides strengths content to 
measure the deploy context construct in the cloud data 
governance framework for each maturity levels. 
     
The assessment matrix provides strengths content to 
measure the sustain requirements construct in the cloud 
data governance framework for each maturity levels. 
     
The assessment matrix provides strengths content to 
measure the monitor requirements construct in the cloud 
data governance framework for each maturity levels. 
     
 
Could you please give your recommendations to update and improve the assessment matrix 
for the cloud data governance? 
…………………………………………………………………………………………………
…………………………………………………………………………………………………
………………………. 
 
 
 
 
